ENNESSEE

SINGLE AUDIT REPORT

FOR THE YEAR ENDED JUNE 30, 2002

COMPTROLLER OF THE TREASURY
DEPARTMENT OF AUDIT
DIVISION OF STATE AUDIT




Errata

An audit finding was inadvertently omitted from the Single Audit Report of the State of
Tennessee for the year ended June 30, 2002. The omitted audit finding (02-DHS-07) should
have been presented after pages 181 and 217 in Section Il of the Schedule of Findings and
Questioned Costs. The omitted audit finding is attached to this errata sheet.



Finding Number 02-DHS-07

CFDA Number 10.551

Program Name Food Stamps

Federal Agency Department of Agriculture
State Agency Department of Human Services
Grant/Contract No. N/A

Finding Type Noncompliance

Compliance Requirement  Eligibility

Questioned Costs $43,356.95

Alleged employee fraud was not reported to the Comptroller of the Treasury and one
employee continued to be paid after termination

Finding

The Director of Program Integrity did not notify the Comptroller of the Treasury, as
required by state law, about the department’ s knowledge of and subsequent investigation of three
employees for possible fraud. The three employees were terminated during the year ended June
30, 2002, for gross miscon

The department’s Director of Investigations aleged that two of the three former
employees fraudulently obtained over $40,000 from the State of Tennessee. These two cases
have been turned over to the district attorney’s office in the applicable county. The other former
employee certified a person as eligible for program benefits when the person did not meet the
state’'s residency requirements. As a result of this error, the department paid over $5,600 to a
person who was not dligible for family assistance. The former employee also admitted using this
person’s EBT card to make cash withdrawals and purchase groceries for the person; however,
the former employee provided a written statement denying any benefit from these transactions.
No further action was taken by the department. None of these cases were reported to the
Comptroller of the Treasury until after inquiry by the auditors. Section 8-19-501, Tennessee
Code Annotated, states,

It shall be the duty of any official of any agency of the state having knowledge of
shortages of moneys of the state, or unauthorized remova of state property,
occasioned either by malfeasance or misfeasance in office of any state employee,
to report the same immediately to the comptroller of the treasury.

However, according to the Director of Investigations, in cases where there is a loss of state
funds, the Comptroller of the Treasury is not notified until the district attorney decides whether
to seek a criminal indictment.

Also, the department continued to pay one of the three employees for two pay periods
subsequent to termination. Upon inquiry by the auditors, the department found that the
employee was overpaid $2,387.95 for annual leave which should have been forfeited upon



termination by the Department of Human Services. Section 8-50-807(d), Tennessee Code
Annotated, states that an employee terminated for gross misconduct is not entitled to be
compensated for annual leave.

The purpose of the statutory requirement to notify the Comptroller is to ensure a thorough
investigation and appropriate resolution in the best interest of the state. Failure to report fraud
could cause unnecessary delays in prosecution and could result in the state not being able to
recover the misappropriated funds.

Recommendation

The Commissioner should ensure that the Director of Program Integrity reports all
instances or suspected instances of fraud immediately to the Comptroller of the Treasury. The
Director of Program Integrity should not wait until the Director of Investigations receives
notification from the district attorney’s office as to whether or not it intends to seek a criminal
indictment. Also, employees who are terminated for gross misconduct should not be paid for
unused annual leave.

M anagement’s Comment

We concur. The Director of Program Integrity will notify immediately the Comptroller
of the Treasury via email of any instances of fraud or suspected instances of fraud. The
investigations report, if any will be forwarded to the Comptroller’s Office when the investigation
process is completed.  Also, we will make sure that any employees terminated due to
misconduct will not receive any payment for their accrued annual leave.



Finding Number 02-DHS-07

CFDA Number 93.558

Program Name Temporary Assistance For Needy Families

Federal Agency Department of Health and Human Services

State Agency Department of Human Services

Grant/Contract No. G9901TNTANF; GOOOLITNTANF; GO101TNTANF,;
GO201TNTANF

Finding Type Noncompliance

Compliance Requirement  Eligibility

Questioned Costs $3,212.05

Alleged employee fraud was not reported to the Comptroller of the Treasury and one
employee continued to be paid after termination

Finding

The Director of Program Integrity did not notify the Comptroller of the Treasury, as
required by state law, about the department’s knowledge of and subsequent investigation of three
employees for possible fraud. The three employees were terminated during the year ended June
30, 2002, for gross misconduct; however, one of the three continued to be paid after termination.

The department’s Director of Investigations aleged that two of the three former
employees fraudulently obtained over $40,000 from the State of Tennessee. These two cases
have been turned over to the district attorney’s office in the applicable county. The other former
employee certified a person as dligible f
state’s residency requirements. As a result of this error, the department paid over $5,600 to a
person who was not eligible for family assistance. The former employee aso admitted using this
person’s EBT card to make cash withdrawals and purchase groceries for the person; however,
the former employee provided a written statement denying any benefit from these transactions.
No further action was taken by the department. None of these cases were reported to the
Comptroller of the Treasury until after inquiry by the auditors. Section 8-19-501, Tennessee
Code Annotated, states,

It shall be the duty of any official of any agency of the state having knowledge of
shortages of moneys of the state, or unauthorized removal of state property,
occasioned either by malfeasance or misfeasance in office of any state employee,
to report the same immediately to the comptroller of the treasury.

However, according to the Director of Investigations, in cases where there is a loss of state
funds, the Comptroller of the Treasury is not notified until the district attorney decides whether
to seek a criminal indictment.

Also, the department continued to pay one of the three employees for two pay periods
subsequent to termination. Upon inquiry by the auditors, the department found that the



employee was overpaid $2,387.95 for annual leave which should have been forfeited upon
termination by the Department of Human Services. Section 8-50-807(d), Tennessee Code
Annotated, states that an employee terminated for gross misconduct is not entitled to be
compensated for annual leave.

The purpose of the statutory requirement to notify the Comptroller is to ensure a thorough
investigation and appropriate resolution in the best interest of the state. Failure to report fraud
could cause unnecessary delays in prosecution and could result in the state not being able to
recover the misappropriated funds.

Recommendation

The Commissioner should ensure that the Director of Program Integrity reports all
instances or suspected instances of fraud immediately to the Comptroller of the Treasury. The
Director of Program Integrity should not wait until the Director of Investigations receives
notification from the district attorney’s office as to whether or not it intends to seek a criminal
indictment. Also, employees who are terminated for gross misconduct should not be paid for
unused annual leave.

M anagement’s Comment

We concur. The Director of Program Integrity will notify immediately the Comptroller
of the Treasury via email of any instances of fraud or suspected instances of fraud. The
investigations report, if any will be forwarded to the Comptroller’s Office when the investigation
process is completed.  Also, we will make sure that any employees terminated due to
misconduct will not receive any payment for their accrued annual leave.



STATE OF TENNESSEE
COMPTROLLER OF THE TREASURY

State Capitol
Nashville, Tennessee 37243-0260

(615) 741-2501
John G. Morgan
Comptroller

March 31, 2003

The Honorable Phil Bredesen, Governor
and
Members of the General Assembly of Tennessee
State Capitol
Nashville, Tennessee 37243

Ladies and Gentlemen:

We are pleased to submit the nineteenth Single Audit Report for the State of Tennessee.
This report covers the year ended June 30, 2002. The audit was conducted in accordance with
the requirements of the Single Audit Act Amendments of 1996 and the provisions of Office of
Management and Budget Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations

This Sngle Audit Report reflects federal awards of $8.1 billion. This report includes
reportable conditions and material weaknesses relating to major federal programs and those
instances of noncompliance, including several that we believe constitute materia non-
compliance, that meet the criteria of OMB Circular A-133.

The Comprehensive Annual Financial Report of the State of Tennessee for the year
ended June 30, 2002, has been issued under a separate cover. In accordance with Gover nment
Auditing Standards, we are issuing our report on our consideration of the State of Tennessee's
internal control over financial reporting and our tests of its compliance with certain provisions of
laws, regulations, contracts, and grants. We noted reportable conditions, including fourteen that
we believe constitute material weaknesses. We noted three instances of noncompliance material
to the basic financial statements. The reportable conditions and instances of noncompliance
arising from our audit are described in the Schedule of Findings and Questioned Costs.



The Honorable Phil Bredesen
March 31, 2003
Page Two

We would like to express our appreciation to the Department of Finance and

Administration and other state agencies, universities, and community colleges, for their
assistance and cooperation in the single audit process.

Sincerdly,

L o

John G. Morgan
Comptroller of the Treasury
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Expenditures by Awarding Agency
July 1, 2001 through June 30, 2002

Health and
Human Services
$4,470,456,324 (55%)

Education

$1,007,459,280 (12%) Other Federal

Departments
$409,910,744 (5%)
Transportation
Agriculture $544,464,324 (7%)
$921,824,469 (11%) Labor

$771,336,594 (10%)




Number of Type A and Type B Programs

Type A Programs
24 (6%)

Type B Programs
407 (94%)

Type A and Type B Program Expenditures

Type A Programs
$7,529,473,245
(93%)
Type B Programs
$595,978,490
(7%)

Type A programs are those federal programs with expenditures that exceed three-
tenths of one percent (.003) of total federal awards expended. For the fiscal year
ended June 30, 2002, the Type A program threshold for the State of Tennessee was
$24,376,355. Those federal programs with expenditures below the Type A threshold
are labeled Type B programs.
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STATE OF TENNESSEE

COMPTROLLER OF THE TREASURY
DEPARTMENT OF AUDIT
DIVISION OF STATE AUDIT

SUITE 1500
JAMES K. POLK STATE OFFICE BUILDING
NASHVILLE, TENNESSEE 37243-0264
PHONE (615) 401-7897
FAX (615) 532-2765

Report on Compliance and on Internal Control Over Financial Reporting Based on an
Audit of Financial Statements Performed in Accordance with
Government Auditing Standards

January 17, 2003

The Honorable John G. Morgan
Comptraller of the Treasury
State Capitol

Nashville, Tennessee 37243

Dear Mr. Morgan:

We have audited the financid statements of the governmentd activities, the businesstype
activities, the aggregate discretely presented component units, each mgjor fund, and the aggregate
remaining fund information of the State of Tennessee as of and for the year ended June 30, 2002,
which collectively comprise the Stat€'s basic financid dtatements; and have issued our report
thereon dated January 17, 2003. As discused in Note 4 to the basc financid Statements
presented in the Tennessee Comprehensive Annual Financial Report, the State of Tennessee
adopted the provisions of Governmental Accounting Standards Board Statements 33, Accounting
and Financial Reporting for Nonexchange Transactions; 34, Basic Financial Satements-and
Management’s Discussion and Analysisfor State and Local Governments, 35, Basc
Financial Statements-and Management’s Discussion and Analysis-for Public Colleges and
Universities-an amendment of GASB Statement No. 34; 36, Recipient Reporting for Certain
Shared Nonexchange Revenues, 37, Basic Financial Satementssand Management’s
Discussion and Analysis-for Sate and Local Governments: Omnibus-an amendment of
GASB Satements No. 21 and No. 34; and 38, Certain Financial Statement Note Disclosures.
This resulted in changes to the format and content of the financid statements. We conducted our
audit in accordance with auditing standards generally accepted in the United States of Americaand
the standards applicable to financid audits contained in Government Auditing Standards, issued
by the Comptroller Generd of the United States.



The Honorable John G. Morgan
January 17, 2003
Page Two

Compliance

As part of obtaining reasonable assurance about whether the State of Tennessee's basic
financid statements are free of materid misstatement, we performed tedts of its compliance with
certain provisons of laws, regulations, contracts, and grants, noncompliance with which could have
a direct and materid effect on the determination of financid Satement amounts. However,
providing an opinion on compliance with those provisons was not an objective of our audit, and
accordingly, we do not express such an opinion. The results of our tests disclosed instances of
noncompliance that are required to be reported under Government Auditing Sandards and
which are described in the accompanying Schedule of Findings and Questioned Costs as items 02-
DFA-10, 02-DFA-18, and 02-DFA-26. We dso noted certain immateria instances of
noncompliance, which we have reported to management in separate letters.

Internal Control Over Financiad Reporting

In planning and performing our audit, we consdered the State of Tennessee's internd
control over financid reporting in order to determine our auditing procedures for the purpose of
expressing our opinion on the financid statements and not to provide assurance on the internd
control over financia reporting. However, we noted certain matters involving the interna control
over financid reporting and its operation that we congder to be reportable conditions. Reportable
conditions involve matters coming to our atention relating to sgnificant deficiencies in the design or
operation of the internd control over financid reporting thet, in our judgment, could adversdly affect
the State of Tennessee' s ability to record, process, summearize, and report financid data consistent
with the assertions of management in the financid satements. Reportable conditions are described
in the accompanying Schedule of Findings and Questioned Costs as items 02-DCS-01, 02-DCS-
05 through 02-DCS-07, 02-TCRS-01, 02-TDT-01, 02-DFA-01 through 02-DFA-03, 02-DFA-
08 through 02-DFA-10, 02-DFA-13, 02-DFA-15, 02-DFA-18 through 02-DFA-21, 02-DFA-
26, 02-DFA-34 through 02-DFA-37, 02-DFA-39, 02-DOT-02, 02-DOT-03, 02-DHS-01, 02-
DHS-02, 02-DHS-06, 02-DHS-9, 02-DHS-10, and 02-THDA-02.

A materid weekness is a condition in which the design or operation of one or more of the
interna control components does not reduce to a relaively low levd the risk that misstatements in
amounts that would be materid in relation to the financia statements being audited may occur and
not be detected within a timey period by employees in the norma course of their assigned
functions. Our congderation of the internal control over financia reporting would not necessarily
disclose dl matters in the interna control that might be reportable conditions and, accordingly, we
would not necessarily disclose al reportable conditions that are dso consdered to be materia
weaknesses. However, of the reportable conditions described above, we consder items 02-
DFA-03, 02-DFA-08 through 02-DFA-10, 02-DFA-18 through 02-DFA-20, 02-DFA-26, 02-
DFA-36, 02-DFA-37, 02-DFA-39, 02-DOT-03, 02-DHS-02, and 02-THDA-02 to be material

10



The Honorable John G. Morgan
January 17, 2003
Page Three

wesknesses. We dso noted other matters involving the internd control over financia reporting,
which we have reported to management in separate |etters.

This report is intended solely for the information of the Generd Assembly of the State of
Tennessee, management, and the gppropriate federal awarding agencies and pass-through entities
and is not intended to be and should not be used by anyone other than these specified parties.
However, this report is amatter of public record.

Sincerdy,

(A2 gy

Arthur A. Hayes, Jr., CPA, Director
Divison of State Audit

AAH/ra
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STATE OF TENNESSEE

COMPTROLLER OF THE TREASURY
DEPARTMENT OF AUDIT
DIVISION OF STATE AUDIT

SUITE 1500
JAMES K. POLK STATE OFFICE BUILDING
NASHVILLE, TENNESSEE 37243-0264
PHONE (615) 401-7897
FAX (615) 532-2765

Report on Compliance With Requirements Applicable to Each Major Program and on
Internal Control Over Compliancein Accordance With OMB Circular A-133 and on the
Schedule of Expenditures of Federal Awards

March 17, 2003

The Honorable John G. Morgan
Comptroller of the Treasury
State Capitol

Nashville, Tennessee 37243

Dear Mr. Morgan:

Compliance

We have audited the compliance of the State of Tennessee with the types of compliance
requirements described in the U.S. Office of Management and Budget (OMB) Circular A-133
Compliance Supplement that are applicable to each of its mgor federd programs for the year
ended June 30, 2002. The State of Tennessee’'s mgjor federd programs are identified in the
summary of the auditor’ s results section of the accompanying Schedule of Findings and Questioned
Cogts. Compliance with the requirements of laws, regulations, contracts, and grants applicable to
each of its mgor federd programs is the responsbility of the State of Tennessee's management.
Our responghility is to express an opinion on the State of Tennessee's compliance based on our
audit.

We conducted our audit of compliance in accordance with auditing standards generaly
accepted in the United States of America; the standards applicable to financid audits contained in
Government Auditing Sandards, issued by the Comptroller Genera of the United States, and
OMB Circular A-133, Audits of Sates, Local Governments and Non-Profit Organizations.
Those standards and OMB Circular A-133 require that we plan and perform the audit to obtain
reasonable assurance about whether noncompliance with the types of compliance requirements

12



The Honorable John G. Morgan
March 17, 2003
Page Two

referred to above that could have adirect and material effect on amajor federal program occurred.
An audit includes examining, on atest bas's, evidence about the State of Tennessee's compliance
with those requirements and performing such other procedures as we considered necessary in the
circumstances. We believe that our audit provides a reasonable basis for our opinion. Our audit
does not provide a legd determination on the State of Tennessee's compliance with those
requirements.

As described in items 02-DFA-10, 02-DFA-13, 02-DFA-18, 02-DFA-21, 02-DFA-22,
02-DFA-26, 02-DFA-29, 02-DFA-33 through 02-DFA-35, and 02-DFA-38, in the
accompanying Schedule of Findings and Questioned Codts, the State of Tennessee did not comply
with requirements regarding Activities Allowed or Undlowed, Allowable Costs/Cost Principles,
Eligibility, and Specid Tedts and Provisons tha ae applicable to its Medicad Cluder.
Compliance with such requirements is necessary, in our opinion, for the State of Tennessee to
comply with requirements gpplicable to this program.

As described in item 02-DOA-01, in the accompanying Schedule of Findings and
Questioned Codts, the State of Tennessee did not comply with requirements regarding Monitoring
that are applicable to its Emergency Food Assstance Clugter. Compliance with such requirements
IS hecessary, in our opinion, for the State of Tennessee to comply with requirements applicable to
this program.

As described in item 02-DHS-06, in the accompanying Schedule of Findings and
Quegtioned Cods, the State of Tennessee did not comply with requirements regarding Program
Income that are gpplicable to its Child Support Enforcement program. Compliance with such
requirements is necessary, in our opinion, for the State of Tennessee to comply with requirements
gpplicable to this program.

In our opinion, except for the noncompliance described in the preceding paragraphs, the
State of Tennessee complied, in adl materid respects, with the requirements referred to above that
are gpplicable to each of its mgjor federa programs for the year ended June 30, 2002. The results
of our auditing procedures aso disclosed other instances of noncompliance with those requirements
which are required to be reported in accordance with OMB Circular A-133 and which are
described in the accompanying Schedule of Findings and Questioned Costs as items 02-UTC-01
through 02-UTC-03, 02-UTK-01, 02-UTS-01, 02-UTS-02, 02-APSU-01, 02-DOE-01, 02-
DOE-02, 02-TSU-01, 02-DOA-02, 02-DCS-01 through 02-DCS-04, 02-DFA-05 through 02-
DFA-07, 02-DFA-11, 02-DFA-12, 02-DFA-14, 02-DFA-16, 02-DFA-17, 02-DFA-23, 02-
DFA-25, 02-DFA-27, 02-DFA-28, 02-DFA-30, 02-DFA-32, 02-TDH-01, 02-DHS-01, 02-
DHS-03 through 02-DHS-05, 02-DHS-07, 02-LWD-01, 02-LWD-03, and 02-THDA-01.

13



The Honorable John G. Morgan
March 17, 2003
Page Three

Interna Control Over Compliance

The management of the State of Tennessee is respongble for establishing and maintaining
effective internd control over compliance with requirements of laws, regulations, contracts, and
grants applicable to federa programs. In planning and performing our audit, we considered the
State of Tennessee's internd control over compliance with requirements that could have a direct
and materia effect on a mgor federa program in order to determine our auditing procedures for
the purpose of expressing our opinion on compliance and to test and report on interna control over
compliance in accordance with OMB Circular A-133.

We noted certain matters involving the internal control over compliance and its operation
that we consider to be reportable conditions. Reportable conditions involve matters coming to our
attention relating to sgnificant deficiencies in the design or operation of the internd control over
compliance that, in our judgement, could adversdy affect the State of Tennessee's ability to
adminiger a mgor federd program in accordance with applicable requirements of laws,
regulations, contracts, and grants. Reportable conditions are described in the accompanying
Schedule of Findings and Questioned Costs as items 02-UTC-02, 02-UTC-03, 02-UTK-01, 02-
UTS-01, 02-UTS-02, 02-APSU-01, 02-DOE-01, 02-TSU-01, 02-DOA-01, 02-DOA-02, 02-
DCS-01 through 02-DCS-04, 02-DFA-03 through 02-DFA-22, 02-DFA-24 through 02-DFA-
26, 02-DFA-28 through 02-DFA-38, 02-DOT-01 through 02-DOT-03, 02-DHS-01 through
02-DHS-06, 02-DHS-08 through 02-DHS-10, 02-LWD-01 through 02-LWD-03, and 02-
THDA-01.

A materid weakness is a condition in which the design or operation of one or more of the
internal control components does not reduce to a rdatively low leve the risk that noncompliance
with gpplicable requirements of laws, regulations, contracts, and grants that would be materid in
relation to a mgor federd program being audited may occur and not be detected within a timely
period by employees in the normd course of peforming ther assgned functions. Our
condderation of the interna control over compliance would not necessarily disclose dl matters in
the internd control that might be reportable conditions and, accordingly, would not necessarily
disclose dl reportable conditions that are dso considered to be material weaknesses. However, of
the reportable conditions described above, we consider items 02-DOA-01, 02-DFA-03, 02-
DFA-08 through 02-DFA-10, 02-DFA-15 through 02-DFA-21, 02-DFA-26, 02-DFA-33
through 02-DFA-37, 02-DOT-03, 02-DHS-01, 02-DHS-02, 02-DHS-04, 02-DHS-06, and
02-DHS-10, to be material wesknesses.

Schedule of Expenditures of Federd Awards

We have audited the badic financial satements of the State of Tennessee as of and for the
year ended June 30, 2002, and have issued our report thereon dated January 17, 2003. Our audit
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March 17, 2003
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was performed for the purpose of forming an opinion on the basic financid statements teken as a
whole. The accompanying Schedule of Expenditures of Federd Awardsis presented for purposes
of additional analysis as required by OMB Circular A-133 and is not a required part of the basic
financia statements. Such information has been subjected to the auditing procedures applied in the
audit of the basic financid statements and, in our opinion, is fairly stated, in al materia respects, in
relation to the basic financid statements taken asawhole.

This report is intended soldy for the information and use of the Generd Assembly of the
State of Tennessee, management, and the gppropriate federad awarding agencies and pass-through
entities and is not intended to be and should not be used by anyone other than these specified
parties. However, this report isameatter of public record.
Sincerdy,
Arthur A. Hayes, Jr., CPA, Director
Divison of State Audit

AAH/ra
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State of Tennessee
Schedule of Findings and Questioned Costs
For the Year Ended June 30, 2002

Section | — Summary of Auditor’s Results

Financial Statements
We issued an unqualified opinion on the basic financial statements.
We identified reportable conditions and material weaknesses in internal control.

We noted instances of noncompliance materia to the basic financial statements.

Federal Awards
We identified reportable conditions and material weaknesses in internal control.

We issued a qualified opinion on the state’s compliance with requirements applicable to its
major federal programs.

We disclosed audit findings that are required to be reported in accordance with Section
510(a) of OMB Circular A-133.

The State of Tennessee does not qualify as alow-risk auditee under OMB Circular A-133,
Section 530.

The dollar threshold used to distinguish between Type A and Type B programs, as prescribed
in OMB Circular A-133, Section 520(b), was $24,376,355.

17



State of Tennessee
Schedule of Findings and Questioned Costs
For the Year Ended June 30, 2002
(continued)

Section | — Summary of Auditor’s Results

CFDA Number Name of Major Federal Program
10.557 Specia Supplemental Nutrition Program for Women, Infants and Children
10.558 Child and Adult Care Food Program
17.225 Unemployment Insurance
84.010 Title | Grantsto Local Educational Agencies
84.032 Federal Family Education Loan Program (FFEL) — Guaranty Agencies
84.048 Vocationa Education — Basic Grants to States
84.126 Rehabilitation Services — Vocationa Rehabilitation Grants to States
84.298 Innovative Education Program Strategies
84.340 Class Size Reduction
93.558 Temporary Assistance for Needy Families
93.563 Child Support Enforcement
93.658 Foster Care — Title IV-E
93.659 Adoption Assistance
93.767 State Children’s Insurance Program
93.959 Block Grants for Prevention and Treatment of Substance Abuse

Research and Development Cluster

Student Financial Assistance Cluster

Food Stamp Cluster

Emergency Food Assistance Cluster
Section 8 — Project-Based Cluster
Workforce Investment Act Cluster
Highway Planning and Construction Cluster
Child Care Cluster

Medicaid Cluster

18



State of Tennessee
Schedule of Findings and Questioned Costs
For the Year Ended June 30, 2002
(continued)

Section |1 — Financial Statement Findings

Finding Number 02-DCS-05

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Children’s Services
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

The department purchased goods and services for foster care recruitment before receiving
the authority to incur the expenditures and did not comply with state laws and requlations
gover ning the procur ements

Finding

The department purchased goods and services totaling approximately $150,000 for foster
care recruitment before requesting the approvals necessary to incur expenditures on behalf of the
state and did not comply with state laws and regulations governing the procurements. These
purchases were made primarily under the control and direction of the DCS foster care director
and regional management and were for the purpose of recruitment and retention of foster care
parents. The manner in which the DCS personnel initiated these procurements violated the
state’s purchasing and publications procedures. Bids were not obtained and/or were not
adequately documented. Persons who were not authorized to obligate state funds signed
contracts for goods and services. Publications printed for recruitment and retention of foster
parents were not properly approved. It appears that invoices were split in order to circumvent
the state’'s competitive bid process, and rush charges were paid for some of the items purchased.
As a result of the department’s failure to obtain delegated purchase authority for these
expenditures, these purchases were not paid in a timely manner until payment and approval
issues with the Department of Finance and Administration, the Department of General Services,
and the Comptroller of the Treasury were resolved.

19



The Department of Children’s Services expended over $149,000 from April through July
2002 for goods and services related to foster parent recruitment and retention. These goods and
services included the following:

promotional items such as magnets, pens, key chains, sports bottles, balloons, stress
balls, folding chairs, leather portfolios, umbrellas, cups, etc., imprinted with custom

logos,

apparel such as t-shirts, polo shirts, sun visors, and caps imprinted with custom logos,
banners and signs promoting foster care;

radio, newspaper, billboard, movie theater, and magazine advertising;

food, supplies, and catering services for foster parent appreciation dinners; and

foster parent recruitment brochures and mailers.

On July 12, 2002, the department submitted a request to the Department of Finance and
Administration for a Delegated Purchase Authority to cover these purchases. A Delegated
Purchase Authority gives the approval to a state agency to purchase services for an individual
program within specified limits and guidelines, and requires the approval of the Commissioner of
Finance and Administration and the Comptroller of the Treasury. However, the mgority of the
goods and services for foster care recruitment had already been purchased prior to the request for
a Delegated Purchase Authority (invoices dated beginning April 2002). According to the Rules
of the Department of Finance and Administration, Chapter 0620-3-3-.09, “No grant, loan,
purchase, or agreement shall be initiated and no obligation shall be incurred under a Delegated
(Purchase) Authority prior to the delivery of an approved copy of the authority to the subject
state agency.”

Contracts signed by employees

The Rules of the Department of General Services Purchasing Division, Chapter 0690-3-
1-.08 (2) (b), states, “Only the Commissioner is authorized to bind the State in contractual
agreements. Contracts signed by State personnel are null and void and do not obligate the State
to payment for goods and/or services unless contracted for under authorization of Delegated
Purchase Authority or Emergency Purchases.” Based on the documentation provided the
auditors, it was evident that employees entered into at least five contracts totaling $14,586 for
brochures, banners, and movie theater and billboard advertising. In addition, it is probable that
employees executed contracts for other advertising media purchased (e.g., radio and newspaper
advertising). However, contracts were not submitted along with the invoices submitted for
payment.

Publications not approved

The Rules of the State Publications Committee, Chapter 1190-1-.06, states, “All
publications coming under the jurisdiction of the Publications Committee must be approved in
accordance with the applicable guidelines, policies, and procedures.” Furthermore, DCS's
Administrative Policy and Procedure 30.10, “Publications Management,” states, “The
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Department of Children’s Services shall ensure that departmental publications are in compliance
with the Department of General Services Publications Committee statutes, rules, policies,
procedures, and guidelines.” None of the brochures printed were presented to the Publications
Committee for approval. Five of the invoices submitted were for printing brochures and totaled
$8,455.

Bids were not obtained

Generally, the Department of General Services requires agencies to obtain three informal
bids for purchases between $400.01 through $2,000. Purchases over $2,000 must follow the
competitive bid process, which is performed by the Department of General Services. The
department negotiated many purchases that were in excess of $400; however, there was no
evidence that the department secured three bids. Based on the invoices submitted, there were 12
purchases totaling $15,910 without evidence of bids. In addition, the department did not forward
purchase requisitions greater than $2,000 to the Department of General Services to initiate that
competitive bid process. Based on the invoices submitted, there were 17 purchases greater than
$2,000 that were not forwarded to the Department of General Services for forma bidding.
Furthermore, only one of these purchases ($3,808) contained evidence that the department
obtained bids; there was no evidence that the department obtained bids for 16 purchases, totaling
$81,769.

Purchases were apparently split

Based on review of the invoices submitted, it appears that there were attempts to
artificialy divide procurements in order to make purchases below the $400 departmental bid
requirements and the $2,000 requirement for referral to the Department of General Services for
formal bids.

Two purchases for promotiona items totaling $1,957 and $1,956 from the same
vendor were invoiced the same day.

Numerous purchases for signs were made from the same vendor during May and June
2002. Each invoice was for either $300 or $400. Dates and amounts are as follows:
May 8, 22, 24, 30, and 31 for $400 each
June 7, 7, 20, 22, 25, and 28 for $300 each
June 17 for $400

Two purchases for printing totaling $341 and $399 from the same vendor were
invoiced on June 18 and 19, respectively.

Payments were not made timely

It should be noted that certain purchase transactions were cited in more than one of the
exceptions noted above. However, as a result of the department’s failure to obtain delegated
purchase authority for these expenditures, al of these purchases for recruitment and retention of
foster care parents were not paid in atimely manner. The Prompt Payment Act of 1985 requires
that if no date for payment is agreed upon in the contract, payment will be made within 45 days
after receipt of the invoice. Overdue payments accrue one and one-half percent interest per
month, and an agency may not seek additional appropriations to pay interest which accrues as a
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result of its failure to make timely payments. Payment of these purchases did not begin until
October 2002. Interest of $1,108.84 was paid to one vendor in November 2002, and other
payments may be necessary if requested by the vendors.

Recommendation

The Department of Children’s Services should not procure goods and services for foster
care recruitment and retention without an approved delegated purchase authority in place.
Furthermore, the Commissioner should ensure that all DCS personnel responsible for making
these purchases have adequate knowledge of the state’s purchasing policies and procedures
before any purchases are made. All purchases should be made in compliance with the
department’s and the state’s purchasing policies and operate in an open, competitive, and cost-
effective manner. Contracts obligating the state should only be signed by authorized personnel.
All publications and brochures should be presented to the Publications Committee for approval
prior to printing. Purchases should be adequately planned in order to take advantage of quantity
discounts and avoid the additional costs of emergency purchases and rush charges associated
with procurement and shipping. The department should adhere to all bidding guidelines
promulgated by the Department of General Services, and should not artificidly divide
procurements in order to make purchases below the bid requirements. In addition, the
department should make payments to vendors in a timely manner to avoid making interest
payments on amounts past due. The Commissioner should take appropriate disciplinary actions
against those employees responsible for inappropriate procurements.

M anagement’s Comment

We concur. In an effort to prevent reoccurrence, new procedures for recruitment
purchasing have been instituted. Regional Administrators, regiona procurement staff, and
regional recruitment staffs have been trained by the Department of Genera Services in
appropriate purchasing procedures. These same personnel have been educated with regard to the
use of the Publications Committee and have been instructed not to sign contracts. Delegated
purchase authority will be established should recruitment funds become available in the future.
In addition to disciplinary action aready imposed, any future occurrence similar to this will
result in further disciplinary action for responsible staff.
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Finding Number 02-DCS-06

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Children’s Services
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

The department circumvented state purchasing rules, violated state law, and concealed
questionable transactions, including $5,750 for use of a yacht club, $2,590 to a local church,
and $2,500 for T-shirtsfrom a former spouse of a DCS employee, through the creation of a

fiscal agent relationship with the Memphis and Shelby County Community Services

Agency

Finding

The Department of Children’s Services (DCS) concealed the questionable procurement of
goods and services by using the Memphis and Shelby County Community Services Agency
(CSA) as a fiscal agent to pay for those goods and services. These purchases were made
primarily under the control, direction, and approval of DCS management and were for the
purpose of facilitating the adoption of children in state custody (child-specific services) or
general expenditures for promoting adoption (non-child-specific services). When DCS created a
fiscal agent relationship with the CSA, the Department of Children’'s Services avoided
compliance with the state' s purchasing procedures, including bid requirements.

The Department of Children’s Services contracts with the Memphis and Shelby County
Community Services Agency, a separate legal entity, to promote adoption in Shelby County. The
CSA expended over $85,000 during the year ended June 30, 2001, and over $138,000 during the
year ended June 30, 2002, for purchases arranged for by DCS and paid for by the CSA. These
goods and services included the following:

Lega fees of adoptive parents (i.e., attorney fees and court costs) were paid for
handling the finalization of adoptions. The CSA also paid for divorces for foster
parents whose spouses were not parties in the adoptions. DCS records state that this
assistance would help the foster parents complete the adoption process. In most
cases, these fees were over $1,000 per case.

Entertainment was provided for the adoption/foster care parents appreciation
banquets. For the year ended June 30, 2001, DCS hired a band at a cost of $600; for
the year ended June 30, 2002, the same band was paid $800 to play at these banquets.
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A locd church was paid $2,590 for use of the church’s hall and preparation of dinner
for a recruitment event. A gratuity of $315 was included in the amount paid to the
church.

Expenditures for billboard advertisement totaled $58,700.
A loca vendor printed adoption brochures for $700.

T-shirts were purchased from the former spouse of a DCS employee on at least three
occasions. The cost charged to the CSA amounted to over $2,500.

Mouse pads, pens, license plate frames, keychains, and other similar items were
purchased from a vendor in Jackson, Mississippi. One payment amounted to $7,933,
of which $496 was for freight and handling. For the year ended June 30, 2001, this
vendor was paid $13,500.

Supplies were purchased for use in training provided to foster care and adoptive
parents. A local vendor was paid more than $12,000 during the year ended June 30,
2001. These suppliesincluded such things as chairs and tables.

The DCS Shelby County regional office staff made the decisions concerning how the adoption
funding awarded to the CSA would be spent, rather than alowing the CSA to make decisions
regarding what goods and services were to be purchased and how these goods and services
would be purchased. After the purchases were initiated, DCS personnel requested the CSA to
pay for them by submitting an adoption service plan, a family service plan, or memorandum
which in most cases was prepared by a DCS case manager and then approved by a DCS team
leader and/or the DCS Shelby County Regional Administrator. Furthermore, certain purchases
initiated by DCS resulted in contractual agreements between the vendor and the Department of
Children’s Services. These contracts were signed by the DCS Shelby County Regional
Administrator, her secretary, or a DCS Team Coordinator and included a contract with a media
company for the production of billboards to advertise adoption ($7,700); a contract with a yacht
club for an adoption and foster care appreciation banquet ($5,750); and a contract with a minor
league baseball team for tickets to a baseball game ($787.50).

The CSA fiscal office personnel prepared checks based on requests from DCS. After
these checks were signed, they were often picked up by a DCS employee and delivered to the
vendor. In many cases, goods were delivered directly to the DCS Regiona Office, and DCS did
not provide the CSA with support as to whether the goods were actually received. Furthermore,
when the auditors asked the DCS Shelby County Regional Administrator to provide support for
various goods and services, very minimal support was provided.

As a result of the manner in which DCS procured these goods and services, the CSA
violated state law concerning its plan of operation because expenditures for the billboard
advertisement subsequently amounted to $58,700 and were not included in the CSA’s plan of
operation. In addition, CSA policies related to the contract approval process and routine
purchases were violated due to contracts that were not signed by the appropriate officia and
bidding procedures that were not followed.
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In addition, the manner in which the DCS personnel initiated these procurements violated
the state's purchasing and publications procedures. Bids were not obtained and/or were not
adequately documented. Receiving reports were not prepared, and contracts were signed by
persons who were not authorized to obligate state funds. As a result of the way business was
done between the CSA and the DCS Shelby County Regional Office, the CSA acted as a fiscal
agent for DCS.

The Rules of the Department of General Services Purchasing Division, Chapter 0690-
3-1-.08 (2) (b), states, “Only the Commissioner is authorized to bind the State in
contractual agreements. Contracts signed by State personnel are null and void and do
not obligate the State to payment for goods and/or services unless contracted for
under authorization of Delegated Purchase Authority or Emergency Purchases.” Most
of the contracts for the goods and services for which the CSA paid were signed by the
DCS Shelby County Regional Administrator. A contract was aso signed by the
secretary of the DCS Shelby County Regional Administrator and a DCS Team
Coordinator.

The Rules of the Sate Publications Committee, Chapter 1190-1-.06, states, “All
publications coming under the jurisdiction of the Publications Committee must be
approved in accordance with the applicable guidelines, policies, and procedures.”
Furthermore, DCS's Administrative Policy and Procedure 30.10 “Publications
Management,” states, “The Department of Children's Services shal ensure that
departmental publications are in compliance with the Department of General Services
Publications Committee statutes, rules, policies, procedures, and guidelines.” None
of the brochures printed were presented to the Publications Committee for approval.

Generally, the Department of General Services requires agencies to obtain three
informal bids for purchases between $400.01 through $2,000. Purchases over $2,000
must follow the competitive bid process, which is performed by the Department of
General Services. The CSA paid for many purchases that were well in excess of
$400; however, neither the CSA nor DCS secured three bids. In addition, DCS did
not forward purchase requisitions greater than $2,000 to the Department of General
Services to initiate that competitive bid process.

Furthermore, the DCS Shelby County Regional Administrator serves on the board of
directors of the CSA and can vote on issues brought before the board. Since the Regional
Administrator approved invoices for payment and served on the board, management may have
been reluctant to question the transactions she approved. Also, serving on the governing board
of the CSA, being employed by DCS, and approving invoices for payment by the CSA could be
aconflict of interest.

In light of the fiscal agent relationship noted in the Shelby County region, inquiries were

made of DCS administrators and Community Services Agencies in the other regions of the state.
These inquiries did not disclose the existence of other fiscal agent relationships.
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Recommendation

The Department of Children’s Services should not take actions to use grantees as fiscal
agents for the department. DCS officials should not utilize grantees in ways that serve to
circumvent state laws, policies, and procedures. The Commissioner should determine how this
relationship with the CSA evolved into a method of permitting the department to circumvent
state laws, policies, and procedures and take appropriate action.

In addition, the status of the DCS Shelby County Regional Director as a member of the
board of directors of the CSA should be evaluated.

M anagement’s Comment

We concur in part. The department does not concur with the language stating that the
department “concealed the questionable procurement of goods and services . . .” The department
did not conceal nor attempted to conceal these transactions. Management made Shelby regional
staff available to the auditors in both Nashville and Jackson. All documentation retained by the
department was provided to the auditors.

The department has reevaluated the function of the Community Services Agencies and
has instituted a clear procedure for the procurement of goods and services. This procedure states
that the Community Services Agencies are to preauthorize and procure goods and services on
behalf of the department according to the restrictions placed upon them by their plans of
operations and their contracts. This procedure has been communicated to both the Community
Services Agencies' Executive Directors and the departmental Regional Administrators.

The department will reevaluate the relationship between the department and the
Community Services Agencies, including the propriety of the DCS Regiona Administrator’s
seat on the CSA Board of Directors.

Auditor’s Comment

Although the department contends that it did not concea these purchases, the manner in
which these transactions were submitted and processed resulted in circumventing the
department’s and the state's established procedures for competitive procurement. This method
of procurement also avoided upper management’s review and approval controls designed to
detect and prevent such occurrences.
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Finding Number 02-DCS-07

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Children’s Services
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

Asnoted in the previous eight audits, since July 1, 1993, Children’s Services has not
collected over payments; uncollected over payments totaling at least $1,130,327 are due from
foster care and adoption assistance parents

Finding

As noted in the eight previous audits, from July 1, 1993, to June 30, 2001, Children’s
Services still has not collected overpayments from foster care and adoption assistance parents.
Management concurred with the prior audit finding and stated,

The department has been communicating with the Department of Finance and
Administration (F&A) during fiscal year 2001 to monitor progress in the
implementation of a statewide collections contract. F&A consistently pursued the
completion of this contracting process throughout fiscal year 2001. DCS
monitored this progress and determined that a separate departmental contract
would not be necessary. A vendor has been selected for statewide collections and
F&A is developing the contract at the time of this response. This contract negates
the need for a separate departmental contract. DCS will be utilizing the statewide
contract as soon as it is fully executed to resolve these outstanding overpayment
accounts.

As of June 30, 2002, the department’s records indicated an outstanding accounts receivable
balance for these parents totaling $1,130,327, a decrease of $48,089 since June 2001. This
decrease was due to the department’s implementation of controls during the last two years to
minimize the amount of foster care and adoption assistance overpayments. Also, beginning July
1, 1998, the department implemented a policy whereby payments to current foster parents with
outstanding balances are reduced by 50% until the amount due is indicated to be zero.

During the year ended June 30, 1998, the department implemented a policy to notify
foster care and adoption assistance parents by letter when it has been determined that an
overpayment has been made and a receivable is established. Once an overpayment is detected,
the department adjusts subsequent requests for federal funds in order to eliminate federal
participation in the amount overpaid. Each month, a remittance advice is sent to the overpaid
parent noting the balance due to the state. Management's previous response mentioned
communicating with the Department of Finance and Administration during fiscal year 2001 to
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monitor progress in the implementation of a statewide collections contract. The Department of
Finance and Administration entered into this contract on February 1, 2002. However, the
Department of Finance and Administration had to work with the Department of the Treasury to
make certain programming changes to facilitate the transfer of information between the state and
the collection agency. Certain account and debtor information required by the collection agency
was either not in the department’ s subsidiary accounting records or not in the format necessary to
facilitate the transfer. Rather than delay the transfer of any accounts to the collection agency
until such information was located and formatted for all accounts, it was agreed that the
department would prepare batches of 100 accounts each month and submit the information to
turn over for collection. The first batch of 100 accounts totaling $114,518 was sent to the
Department of Finance and Administration on October 3, 2002. As of January 30, 2003, no
additional accounts had been submitted.

Recommendation

Note: The language in this recommendation is practically identical to that in the last three
auditsreflecting little improvement in the actual collection of over payments.

The Assistant Commissioner of Fiscal and Administrative Services and the Director of
Fiscal Services should increase their efforts to recover al funds from foster care or adoption
assistance parents who received overpayments but are no longer keeping children. These steps
should include increasingly aggressive collection letters, telephone calls, collection agencies, and
litigation.

M anagement’s Comment

We concur. Although slight progress in the collection of overpayments has been made,
management agrees that this progress is not acceptable. During the months of November and
December 2002, the Fiscal and Administrative Services Division experienced technical
difficulties with formatting the data file containing the account information necessary to submit
to Finance and Administration and the contracted collection agency. These difficulties have now
been resolved. Given the length of time that some of the overpayments have been outstanding,
the Assistant Commissioner of the Fiscal and Administrative Services Division has directed staff
to stratify the overpayments by age and by the dollar amounts described in Finance and
Administration Policy Statement 23. Each overpayment will be examined, along with
documentation of past collection efforts. Although this process is laborious, it is necessary to
confirm the validity of each overpayment comprising the total balance. In accordance with
Finance and Administration Policy 23, the department will pursue collection both through its
own efforts and through file transmission to the contracted collection agency. If al reasonable
collection efforts are not successful, the department will request write-off of the receivables
under the auspices of the aforementioned policy.

It is important to note that the overpayments discussed in this finding are from prior fiscal
years. The department is confident that the controls currently in place drastically limit the
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amount of overpayments to foster care and adoption assistance parents. In addition, the system
currently in place allows for timely collection of any overpayments made to these parents.
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Finding Number 02-DFA-01

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Finance and Administration
Grant/Contract No. N/A

Finding Type Reportable Condition

Compliance Requirement None

Questioned Costs None

The Tennessee | nsurance System is not functioning efficiently and effectively

Finding

As noted in the six prior audits, the Tennessee Insurance System (TIS) has not been
designed, implemented, and maintained in a manner which allows it to function efficiently and
effectively. As a result, changes are being made directly to the TIS database through the
Application Development Facility (ADF) software program, necessitating manual reconciliations
and adjustments. Management responded to the prior audit finding by stating that the TIS
upgrade project began in March 2000, accounting transactions had been brought up to date, and
accounting positions had been added to the Division of Insurance accounting section. Also,
management stated that in addition to the TIS upgrade project, the divison had implemented the
TIS automated reconciliation project. Our review indicated that most accounting transactions
were up to date, positions were added, and the TIS upgrade project is in progress. We also found
that the automated reconciliation process is functioning and items that still require manual
reconciliation are being handled appropriately. However, the automated reconciliation process
does not eliminate the need for additional manual reconciliation, and the upgrade project and
Master Transaction Study are not complete. The TIS Upgrade Project is to be completed in June
2005. The TIS Master Transaction Study scheduled to begin after July 1, 2003, has been
modified and is now a TIS Master Transaction Task that is to be rolled into the TIS Upgrade
Project and will be initiated within the TIS Upgrade Project at no predetermined time.
Therefore, ADF is still used, and differences between T1S and the State of Tennessee Accounting
and Reporting System (STARS) still occur that result in manual processing.

The division is still using ADF to manually adjust participants’ accounts directly in the
TIS database rather than through transactions. The system’s security must be overridden in order
for an ADF change to be made. The divison sends a request for the ADF change to the
department’ s Information Systems Management (I1SM) group, which in turn submits a request to
the Office for Information Resources (OIR). OIR assigns one of its employees to make the ADF
changes on the TIS database. As noted in the prior audit, overriding system security to make
manual adjustments is a significant deficiency in the design and operation of the system.

The Division of Insurance Administration continues to use ADF as a “quick fix” to
correct participant balances or errors attributable to unresolved system problems. Although
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division staff maintain paper documentation of the ADF changes, the system has no history or
record of the changes because division staff simply overwrite previous information in the
database. If the system had been designed and was functioning properly, use of ADF would not
be necessary. As previously noted, making changes directly to a database instead of correcting
errors through properly authorized and documented transactions circumvents system controls.

In addition, when the TIS database is corrected using ADF, the State of Tennessee
Accounting and Reporting System (STARS) is not updated concurrently. As a result, the two
systems do not agree. We noted that differences between the daily net change in the TIS
database and the cumulative accounting transactions passed from TIS to STARS daily during the
year ended June 30, 2002, ranged from ($10,000) to $9,507.93. Differences in the daily net
change must be researched and adjusted as necessary. However, if the system had been designed
and was functioning properly, there would not be a need for these additional manual procedures.

Recommendation

To ensure that all TIS system problems are corrected as soon as possible, the Director of
Insurance Administration should complete the TIS upgrade project that began in March 2000 and
is scheduled to be completed by June 2005. As the system problems are corrected, the use of
ADF changes should be minimized and, if possible, eventually eliminated. As problems arise in
the future, causes of the problems should be quickly identified, and TIS should be corrected
quickly through program changes or other appropriate means.

M anagement’s Comment

We concur. As stated previoudly, the issue of reconciliation between TIS and STARS
has been the topic of considerable effort on the part of the Divison. The Divison has
implemented a number of changes that focus on this issue. Two years ago, accounting
transactions were brought up to date, and the backlog of accounting transactions was eliminated.
Positions were added to the accounting section to assist in this task. The TIS Automated
Reconciliation Project has been completed. All of these improvements have positively addressed
the TISto STARS baancing problem.

Insurance Administration, Information Systems Management, and the Office of
Information Resources are also engaged in a multiple-year effort to upgrade the Tennessee
Insurance System (T1S). TIS is the basic business tool that provides the eligibility, enrollment,
and premium collection activities to support the state-sponsored plans. TIS began operation in
the summer of 1991.

Planning, analysis, and general design phases of the TIS Upgrade Project were complete
in March 2002. Detailed design and programming will be completed in stages rather than in its
entirety. The components specifically related to the balancing of TIS and STARS are scheduled
early in the overall work program. In its totality, the project should be completed by the middle
of 2005. The TIS upgrade project is intended to enhance the capabilities of the present system,
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provide some flexibility in reconfiguring specific TIS components and activities, and improve
maintainability. Every effort is being made to correct as many problems as possible in the
current version of TIS while designing the upgraded TIS so that current use of ADF will be
minimized. The TIS Master Transaction Study has been combined with the TIS Upgrade
Project.

In summary, the Divison of Insurance Administration, while only one of the
organizationa units responsible for the upgrade project, is committed to correcting the
deficiencies in the Tennessee Insurance System; to the judicious use of ADF changes; and to
resolving the issue of TISto STARS balancing.
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Finding Number 02-DFA-02

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Finance and Administration
Grant/Contract No. N/A

Finding Type Reportable Condition

Compliance Requirement None

Questioned Costs None

The Division of | nsurance Administr ation does not monitor the claims processed by
insur ance companies on behalf of the state

Finding

The Division of Insurance Administration does not monitor claims processing by the
insurance companies. During the year ended June 30, 2002, the insurance fund plans became
entirely self-insured which means that the state is responsible for 100% of the payments to health
care providers. The insurance companies do not participate in the cost of services and therefore
do not have a monetary incentive to ensure that the claims are valid and reasonable. The
insurance companies are paid an alministrative fee, based on the total number of members, to
process the claims. As the claims are processed, one of the insurance companies, BlueCross
BlueShield of Tennessee (BCBYS), writes checks from the state account to pay the claim. BCBS
then sends the last page of the check register, which shows the total amount paid, as support for
the payments. Insurance companies other than BCBS pay claims and then bill for
reimbursement from the state.

The Division of Insurance Administration does not monitor the claims processing by
these companies to ensure that only allowable claims are being processed and that clams are
being processed correctly. Without this control, the insurance companies have the ability to pay
unalowable claims with state funds or be reimbursed with state funds. This could result in
increased claim payments for the state and unnecessary insurance premium increases.

Recommendation
The Director of Insurance Administration should implement a monitoring process that
enables the Division of Insurance Administration to closely monitor claims processing by the

insurance companies to ensure that claims being paid are in fact alowable and that they have
been processed correctly.
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M anagement’s Comment

We concur. In the past, the Division of State Audit has, at the request of the Division of
Insurance Administration, conducted claims audits of the payment of claims by BlueCross
BlueShield of Tennessee. The purpose of these audits was to determine whether claims were
paid in accordance with plan benefits and the contract between BlueCross BlueShield of
Tennessee and the state. The Division agrees that the process of auditing claims for al self-
insured plans needs to be reinstituted. The Division therefore intends to request the Division of
State Audit continue to assist the Division by periodically auditing claims payments for al the
self-insured plans. If the Division of State Audit is unavailable, the Division will secure these

services through a contract for these services.



Finding Number 02-DFA-39

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of Finance and Administration
Grant/Contract No. N/A

Finding Type Material Weakness

Compliance Requirement None

Questioned Costs None

Control over therecording of land in the Land | nventory System needs impr ovement

Finding

Due to a lack of a review system, land maintained on the Land Inventory System (LI1S)
was not aways properly valued, and the number of acres did not calculate correctly. The
Division of Capital Projects and Real Property Management (CP/RPM) uses the LIS to maintain
records of state-owned land for each site in the state’s 95 counties. For each site, there are one or
more activity records that include the information regarding acquisition or disposal transactions
of property and the associated value for each activity related to that site. These transactions are
initiated by the agents and entered into the system by the administrative assistant without any
supervisory review to ensure that the amount entered into the system is the correct amount based
on the information in the paper file. The values for each activity in LIS are used to generate
reports—such as the Land Vaue Report (LVR), the Land Inventory Report (LIR), and an
Adjustments Report at the end of each fiscal year—which are used in determining the amount of
land to be included in the financial statements. The audit revealed that the land values were not
recorded at the proper amount on the LVR and certain disposal transactions were not valued
correctly. Also, land transfers from one department to another within the state did not transfer at
the correct amount, and there was not adequate documentation to support the value of land listed
on the LVR. The numbers of acres for the land sites per the LIR are not accurate, and the
numbers of acres for land activities do not match the number of acres on the deed. Furthermore,
it was noted that adequate documentation was not maintained for accessto LIS.

Three of 30 land acquisitions for the year (10%) were not valued at the proper amount on
the LVR, resulting in an overstatement of $3,919,965. One of the three errors involved
incorrectly including the value of the buildings with the value of the land in the LVR. Land and
building amounts should be shown separately on the state’s financial statements. The value of
the remaining two items were just determined incorrectly.

Six of 86 transactions involving a zero or nominal amount (7%) were not correctly valued

on the LVR, resulting in an overstatement for those parcels of $252,924. The six disposal
transactions should have reduced the value of the land by larger amounts.
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Four of 13 land transfers tested (31%) did not transfer correctly. Two land transfers did
not transfer from one department to another at the same amount, resulting in an overstatement of
$58,107. The items were removed from one department at the original amount, but they were
added to the other department at a different amount. The state as a whole was not disposing or
acquiring any new parcels of land so the LVR should not indicate any changes in value for land
transfers. The third erroneous land transfer was not removed at the same amount that was
originally recorded in the system, resulting in an overstatement of $269, and the documentation
was not present to support the amount of the fourth transfer as discussed in the following

paragraph.

Two of 86 land items examined (2%) did not have proper documentation to support the
value on the LVR. According to the notes in LIS, 1.16 acres were disposed of and .19 acres
were transferred out, both at $23 per acre. Currently, the average costs/'value per acre are $322
for the 1.16 acres and $40 for the .19 acres. There is no documentation to support that the
average costs/value per acre at the time of the transactions were in fact $23. When only a
portion of land is disposed or transferred to another jurisdiction, as opposed to the entire site, the
average cost or value is used to determine the amount to be removed from the LVR. The
original cost or value for each site should be used, but since that is not always easily determined
for portions of land, the best option is the average cost or value, which is constantly changing
with the sizes and prices of the parcels associated with each site.

The correct value to remove from LVR could not be determined for 2 of 13 land transfers
tested (15%) and one of the 6 items over $5 million (17%) because the number of acres for each
dgteisincorrect. The acres listed individually on the LIR for each activity for each site in all of
the counties were added and subtracted by the auditor to calculate the total number of acres for
the site. These calculations did not correspond to the total acres for the site on the LIR. If the
LIR is not correctly calculating the number of acres, the average cost/value for each site in the
LIS will not be accurate. If the average is incorrect, the total value of land could be affected.

For 3 of 42 land activities tested (7%), the number of acres in LIS was not the same
number that was listed on the deed. In addition, a data extract was obtained directly from the
LIS. This extract was used to recalculate the amount of acres that should have been reported on
LIR for each site. However, for 4 of 42 sites (10%), the amount recalculated did not match the
amount reported on the LIR. Three of the problems were created because several transaction
codes were included in the LIR calculation that should have no effect on the number of acres.
The cause for the other error is unknown. If the wrong number of acresis being used to calculate
an average, this could aso affect the average cost/value.

With regard to computer security for LIS, 9 of 11 users of LIS (82%) did not have
adequate system request documentation, and all 11 (100%) lacked proper documentation of
supervisor approval. A few years ago, CP/RPM began using the Computer System Action Sheet,
an on-line form, to document requests and approvals for access. Employees who had been
granted access prior to the use of those forms have no documentation regarding approved access.
Also, since the form is on-line, the division head is to send an e-mail to F& A Security in place of
his signature, but these e-mails are not filed with the form. Currently a complete list of LIS users
is not easily determinable.
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Recommendation

CP/RPM management should implement a review system to ensure the value entered into
LIS equals the cost or the appraisal amount, changes to land are valued correctly, and the original
cost or value of land transferred between departments does not change. CP/RPM should
maintain documentation to support the amount removed from a sitein LIS. The formula used in
the system to calculate acres should be reviewed and revised to include only items that affect the
LIR. Before the information is keyed into LIS, the land files should be monitored and reviewed.
Once information is on LIS, system information should be compared to the source documents
and files to ensure accuracy. CP/RPM should update the files for everyone with accessto LIS to
indicate proper request and approval, and new employees should have a properly completed file
to document access request and approval. If approval is granted through e-mail, either the
approval should be maintained within the system, where it is accessible, or the e-mail should be
printed documenting the approval and maintained within the paper file. The LIS administrator
should maintain alist of all users with accessto LIS and what type of access they have.

M anagement’s Comment

We concur with the finding and recommendation. Most of the errors uncovered in this
audit are ssimply mistakes that should have been uncovered with an adequate review system. On
September 27, 2002, Real Estate Management instituted a new policy and procedures for closing
land transactions and posting data to the Land Inventory System (LIS). The procedures include
two levels of review before the transaction file is closed and the data input is deemed accurate.
These reviews will ensure that land values and acreages match legal documents pertaining to the
transaction and that transfers of property between agencies reflect the origina cost and vaue
when that property was first acquired.

We are acutely aware that the current LIS is outmoded, subject to error, and needs to be
replaced. The department’s Information System Plan (ISP) includes a project for the system
replacement. Significant work has been done on system needs analysis. The project will
continue upon completion of higher priority projects.

The system does not allow for proper documentation of land values when transferring
land between agencies if the parcel is only a portion of the site and the value is based on average
cost and value. The system only retains the current average cost and value and those can vary
greatly with the acquisition or disposal of several large or costly parcels. Our process for posting
land transactions now includes getting a screen print of the site totals on the LIS site screen
before the transaction is posted and placing that screen print in the paper file for documentation.

A more serious system error was uncovered in this audit that affects total acreage for
each site and acreage totals in the Land Inventory Report (LIR). Site acreage totals should only
reflect acreage added or subtracted to the site by fee acquisitions, fee disposals, or transfers of
jurisdiction. It was determined that adjustments to activities other than these types of
transactions also cause changes to acreage totals. This obviously was a design flaw by the
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developer, MSE Corporation, that was never exposed in the testing process. A help desk request
(Incident #111236) has been initiated to determine afix for this.

Access to the Land Inventory System application and data files was granted to most LIS
users years ago before the new system for requesting and granting access was initiated.
Apparently old records of access requests no longer exist. It smply never occurred to anyone
that we should make new requests for users who aready have access rights to system
applications. New requests for all LIS users have been initiated and the LIS administrator will
maintain alist of all users and what type of access they have been granted.
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Finding Number 02-TCRS-01

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of the Treasury
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

The Tennessee Consolidated Retirement System should strengthen controls for preventing,
detecting, and collecting over payments to deceased per sons

Finding

The Tennessee Consolidated Retirement System receives death match reports from a
contracted vendor twice each year. In addition, death match reports are generated quarterly
using information obtained from the Department of Health. These death match reports serve as
the primary basis for preventing, detecting, and collecting overpayments to deceased persons.
Management has developed written procedures to be performed in regard to the information
contained in these death match reports. Our prior-year audit reported several weaknesses
regarding the written procedures over death match reports as well as instances of noncompliance
with written procedures. Management concurred with the prior audit finding and indicated that
new procedures would be developed and that staff would be trained to follow the new
procedures.

During the curent audit, we reviewed the new procedures for adequacy and tested a
sample of retirees and beneficiaries that were reported as deceased in death match reports. Based
on our review and testwork, it appears the design and operation of the new procedures were
sufficient to ensure that member accounts were placed in pending status promptly and collection
procedures were started in a timely manner. However, our review of the new procedures
indicated that management still does not require sufficient evidence to refute a death match. In
addition, discussions with management indicated that not all the revised procedures were being
followed.

Management’s primary control to determine if a retiree or beneficiary appearing on the
death match reports is deceased is to send a letter to the retiree or beneficiary. The letter
instructs the retiree or beneficiary to fill out the bottom portion of the letter and return the letter
to TCRS. If the letter is returned to TCRS, management regards this as a sufficient basis to
continue payments to the retiree or beneficiary. As noted in the prior audit, management has not
obtained sufficient assurance that the letters are not completed and signed fraudulently by
someone other than the retiree or beneficiary. Based on review, management did not address this
prior-year audit recommendation in developing revised procedures.
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Our prior-year audit finding also recommended that management ensure that written
procedures address the various circumstances that arise as a result of overpayments and that
employees comply with the procedures. Specifically, we recommended that the Director of
TCRS should ensure that time requirements for sending letters, procedures for payments made
by automated clearing house transfers, and any reviews and approvals of overpayment
documentation be adequately addressed in the procedures. Based on review, it appears the
revised procedures do address these specific recommendations. However, in regard to approvals
required by the revised procedures, it does not appear that management has ensured that staff
complied with the revised procedures. Based on discussions with management, the accounts
receivable form is not approved by the Manager of Financia Services as required by the revised
procedures.

If control procedures are not adequate to obtain a sufficient basis to continue payments to
retirees and beneficiaries, the risk that overpayments will not be prevented and detected is
increased. If accounts receivable forms are not reviewed and approved, the risk that accounts
receivable will not be properly recorded is increased.

Recommendation

Written procedures should be strengthened to attain a higher level of assurance that
information received in the letters returned by retirees and beneficiaries is complete, accurate,
and sufficient to continue making payments to retirees and beneficiaries that have been reported
as deceased. One way to strengthen procedures would be for the letters sent to the retirees and
beneficiaries to contain language outlining the consequences of submitting inaccurate
information and for the letters returned by the retirees and beneficiaries to be signed in the
presence of a notary public. In addition, management should ensure that the Manager of
Financial Services approves the accounts receivable form as required by written procedures.

M anagement’s Comment
Management concurs. Management will take additional verification steps for those

retirees reported as deceased, but notify TCRS that they are alive. Management will also review
procedures and revise as appropriate to ensure that accounts receivable are being recorded.



Finding Number 02-TDT-01

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Department of the Treasury
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

The Wire Room M anager’s access to the Federal Reserve sFedline ter minals was not
adeguately controlled

Finding

The Department of the Treasury maintains a secure room known as the wire room, from
which electronic funds are disbursed and received. The Wire Room Manager had the ability to
transfer funds using the Federal Reserve's Fedline terminals with no verification by another
employee in the wire room. The department’s procedure is for two wire room employees to be
involved in al eectronic funds transfers with one employee initiating the transfer and another
employee verifying the transfer. The Wire Room Manager had the funds transfer Supervisor
function on the Fedline system during the audit period from July 1, 2001, to June 30, 2002. This
function has a funds transfer access level to provide the user with the ability to override the
verification requirement. The verification requirement is a security setting in place to require
that more than one person be involved with the processing of funds transfers.

The Federal Financial Institutions Examination Council (FFIEC) Information Systems
(I1S) Examination Handbook provides guidance for the proper setup of terminal-related security
for the Federal Reserve Fedline terminals. According to Chapter 19 of the handbook,

No staff members should have the funds transfer (FT) Supervisor or Manager
function. These functions have funds transfer access levels that provide the
ability to bypass the verification requirement. These access levels should only
be activated by the Local Security Administrator in unusual circumstances.
The Local Security Administrator should monitor the actions performed using
these access levels and then deactivate these levels when the action is
complete.

With the ability to override the verification requirement, the Wire Room Manager could
transfer funds without having a second person verify the transfer before transmitting to the
Federal Reserve. This improper access would alow for the Wire Room Manager to transfer
funds from the state's Federal Reserve account to an unauthorized account with no other
employee's involvement. Possible detection of an unauthorized transfer would not occur until a
reconciliation was performed the following business day between authorized transfers on the
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department’s cash management system and the Federal Reserve funds transfer and subsidiary
statement. An employee in the accounting division performs this reconciliation. During a
review of several of these reconciliations and activity logs documenting electronic funds
disbursements for a given day, no improper electronic funds disbursements were noted. After
this improper access was brought to management’s attention by the auditors, the funds transfer
Supervisor function was removed from the Wire Room Manager’ s access.

Recommendation

The Director of Information Systems should continue to ensure that the security settings
for the Federal Reserve Fedline terminals are within the guidelines and recommendations of the
Fedline Electronic Funds Transfer FFIEC IS Examination Handbook.

M anagement’s Comment

Management concurs. In August 2001, management determined that requiring dual
approvals on outgoing fund transfers would strengthen existing wire room controls.
Accordingly, procedures were changed to require dual approvals on al outgoing fund transfers.
In addition, based on staff’s understanding of Fedline system security, the system’s security
settings were changed to require dua approvals. When it was brought to management’s
attention during the audit that the system security change was not effective, management took
immediate action to revise the settings to effectively require dua approval of outgoing fund
transfers.

Management emphasizes that during this entire period the manua procedures requiring

dua approvas were followed. All outgoing fund transfers were executed only when dual
approval was obtained.
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Finding Number 02-THDA-02

CFDA Number N/A

Program Name N/A

Federal Agency N/A

State Agency Tennessee Housing Devel opment Agency
Grant/Contract No. N/A

Finding Type Material Weakness

Compliance Requirement None

Questioned Costs N/A

Deposits and repur chase agr eements wer e not adequately collater alized

Finding

The agency did not properly monitor the bank balances or the repurchase agreements
held at the trustee bank to ensure amounts were adequately collateralized as required by
Tennessee Code Annotated and the agency’s bond resolutions. For 3 of 28 days tested (11%),
bank balances were in excess of Federal Deposit Insurance Corporation (FDIC) coverage plus
collateral pledged. Uncollateralized amounts ranged from $1,167,906 to $8,650,629. Five of 24
repurchase agreements tested (21%) had underlying securities with market values less than the
par value of the repurchase agreement (plus accrued interest) on 3 of the 21 days tested.
Uncollateralized amounts ranged from $35,058 to $1,534,162. In addition, 3 of 23 repurchase
agreements tested (13%) had underlying securities with initiadl market values less than 102% of
the par value of the repurchase agreement. The par values exceeded the underlying securities by
arange of $111,396 to $1,900,885.

Section 9-4-403, Tennessee Code Annotated, states that all state funds held in state
depositories shall be secured by “required collateral.” Section 9-4-105 states that “required
collateral means collateral whose market value is equal to one hundred five percent (105%) of
the value of the state deposit secured thereby, less so much of such amount as is protected by the
federal deposit insurance corporation.”

Section 4.5(A) of the agency’s “Genera Homeownership Program Bond Resolution”
states that “al money in such interest-bearing time deposit, certificate of deposit, repurchase
agreement or other similar banking arrangement shall be ... continuously and fully secured ...
having a market value equal at al times to the amount of the deposit, repurchase agreement,
certificate, or other similar banking arrangement.” Section 701 of the agency’s “Housing Bond
Resolution (Mortgage Finance Program)” states that “all monies held hereunder by any Fiduciary
shall be continuously and fully secured ... by Permitted Investments or Bonds or Notes of the
agency of amarket value equal at all times to the amount of the deposit held by the Fiduciaries.”

In addition, the agency’s “Investment Policy” states that for repurchase agreements

“eligible collateral shall have an initial market value of at least 102% of the principal amount of
the cash investment.” It also states that “ securities shall be marked-to-market daily and shall be
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maintained at a value equal to or greater than the original cash investment amount, including
accrued interest on such amount.”

By not adequately monitoring the trustee bank balances, the agency increases the risk of
financia loss in the event of bank failure and fails to comply with state law and the bond
resolutions. By not adequately monitoring the repurchase agreements, the agency increases the
risk of financia loss in the event of a failure of the repurchase agreement provider and fails to
comply with the bond resolutions and investment policy.

Recommendation

The Chief Financial Officer should develop procedures to ensure bank balances and
repurchase agreements are adequately monitored and sufficient collateral exists. The Chief
Financial Officer should establish clear responsibilities for compliance, monitor compliance, and
take appropriate and timely remedial action for any noncompliance.

M anagement’s Comment

We concur. However, we disagree that this is a “material weakness’ for the following
reasons:

1. The amount involved is immaterial to the financial statements being audited, as it is
less than 1% of the total assets of the agency.

2. The problem has been thoroughly addressed. THDA has hired a new trustee and
established new procedures for monitoring collateral. In addition, new investment
procedures have been established whereby bank balances are kept at a minimum.

3. The problem was immediately corrected in the notes to the financial statements.

4. Although the auditors have mentioned this problem in years past, it has never risen to
the level of afinding. The agency accepts that the problem was sufficient to warrant
afinding this year, but should not have risen to the level of a“material weakness.”

5. At no time was the agency at risk financialy. The providers of repurchase
agreements are nationally known investment-banking firms with hundreds of billion
dollars in assets.

The agency changed trustees in October 2002. The agency’s cash balances on deposit
with the trustee are now swept into a money market mutual fund account each day. This fund
investsin U.S. Treasury obligations and repurchase agreements that are backed by U.S. Treasury
obligations. The monitoring of collateral pledged on the agency’s repurchase agreements has
been thoroughly discussed with the trustee. The trustee’s procedure will be to monitor the
collateral daily and compare the market price of the collateral to the cost and determine if the



requirements are being met. If the requirements are not met on any day, the trustee will contact
the agency. The agency will then contact the provider of the repurchase agreement and resolve
the matter.

Auditor’s Comment

A material weakness is a condition in which the design or operation of one or more of the
internal control components does not reduce to a relatively low level the risk that misstatements
in amounts that would be material in relation to the financial statements being audited may occur
and not be detected within atimely period by employeesin the normal course of performing their
assigned functions. In our judgment, the agency’s absence of properly designed controls related
to the categorization of deposits and investments during the audit period is a material weakness.
The controls are necessary to prevent or detect misstatements that would be material in relation
to the financial statements in the risk categorization of deposits and investments in the notes to
the financial statements as required by Statement 3 of the Governmental Accounting Standards
Board.
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Finding Number 02-DHS-01

CFDA Number Various

Program Name Various

Federal Agency Department of Agriculture, Departmert of Heath and Human
Services

State Agency Department of Human Services

Grant/Contract No. Various

Finding Type Reportable Condition

Compliance Requirement  Reporting; Cash Management

Questioned Costs None

The department’s Federal Cash Transaction Report did not reconcile with the Schedule of

Expenditures of Federal Awards, and requests for federal funds wer e not always based on

actual federal disbursements, requiring the state to pay interest to the federal gover nment
0N excessive r eceipts

Finding

The amounts reported as disbursements on the Federal Cash Transaction Reports
prepared by the Department of Human Services (DHS) are not reconciled with the accounting
records. Furthermore, such amounts did not reconcile with the amounts shown on the Schedule
of Expenditures of Federal Awards (SEFA). In addition, the department does not always
calculate federa receipt requests based on actual federal disbursements.

On a quarterly basis, the federal Department of Health and Human Services, Division of
Payment Management, electronically sends DHS a Federal Cash Transaction Report for several
of the department’s federal programs. This report contains the cumulative receipt information
from the inception of the grant through the end of the current quarter and the cumulative
disbursement information from grant inception through the end of the previous quarter. DHS is
required to provide, by grant number, the cumulative quarter-to-date disbursement totals. When
the disbursement totals shown on the Federal Cash Transaction Report for the year ended June
30, 2002, were compared to the Schedule of Expenditures of Federal Awards, significant
variances were noted in the following federal programs:. Child Care and Development Block
Grant (CCDBG), Refugee and Entrant Assistance State Administered Programs (REA), Child
Care Mandatory and Matching Funds of the Child Care and Development Fund (CCDF),
Temporary Assistance for Needy Families (TANF), and Child Support Enforcement Program
(CSEP). Details about the variances are displayed below.
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Federal Federal Cash Transaction | Schedule of Expenditures

Program Report of Federal Awards Variance
CCDBG $28,844,067.00 $48,460,739.00 ($19,616,672.00)
REA $1,262,628.00 $1,104,117.73 $158,510.27
CCDF $66,390,225.00 $45,984,860.15 $20,405,364.85
TANF $135,240,082.00 $120,378,382.41 $14,861,699.59
CSEP $27,314,590.00 $28,717,338.67 ($1,402,748.67)

It appears, based on discussions with management, that total disbursements reported on
the Federal Cash Transaction Report are incorrectly based on estimates of the federal share of
actual disbursements. The amounts requested should have been based on actua federal
disbursements. In some cases, information in the state’s accounting system does not reflect the
correct federal matching percentages; and the department does not alocate administrative costs
in a timely manner. For these reasons, the department is not in compliance with the federal
reporting requirements as it applies to these programs and this report.

The Department of Finance and Administration’'s Year-End Accounting Procedures
Manual contains instructions for the preparation of the Schedule of Expenditures of Federal
Awards. Part 11, B, requires a reconciliation of disbursements per the schedule to the federal
financia reports. The department has not performed this reconciliation for this report.

OMB Circular A-133, Part 3, “Compliance Requirements,” Subpart L, Reporting, states
“Each recipient must report program outlays. . . on acash or accrual basis. .. .”

As a result of the problems mentioned above, federa receipts in some programs were
significantly greater than federal disbursements supported by the accounting records. For
example, federal receipts for the Temporary Assistance for Needy Families, Social Services
Block Grant, and Refugee and Entrant Assistance-Discretionary Grants exceeded disbursements
by $15,843,559.68 for the fiscal year ended June 30, 2002. This amount was recorded as
deferred revenue in the accounting records. Also, in the Food Stamp program, for the federal
fiscal year ended September 30, 2001, receipts exceeded disbursements by $1,154,841.32. When
federal receipts exceed federal disbursements, the state is not in compliance with federa cash
management principles and at times is required to pay the federa government interest on the
excessive receipts.

Recommendation

The Commissioner should ensure that amounts shown on federal reports reconcile to the
Schedule of Expenditures of Federal Awards. Also, the federal receipt requests should be based
on actual cash disbursements. This will require that the department enter into the state’'s
accounting system the proper federal matching percentages for each grant and make a timely
reallocation of related administrative costs.
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M anagement’s Comment

We do not concur. The department always reconciles the Schedule of Expenditures of
Federal Awards (SEFA) to the appropriate federal expenditure reports. We are not aware of any
federal requirement to reconcile SEFA to the Federal Cash Transactions Report, nor do we
believe that the Department of Finance and Administration’s Year-End Accounting Procedures
Manual requires areconciliation of the SEFA to the Federal Cash Transactions Report.

The Federal Cash Transactions Report must be submitted each quarter prior to the
completion of all federal expenditure reports and before a reconciliation of disbursements
reported on the federal expenditure reports to cash drawdowns is completed. Once the fina
expenditure report and cash analysis are completed, the amounts on the SEFA, federa
expenditure reports, and Federal Cash Transactions Report will be reconciled.

We aso do not concur that our draws of federal funds are not based on actual
disbursements. We draw federa funds daily based on the Daily Grant Drawdown Report in the
State of Tennessee Accounting and Reporting System (STARS). Each of these draws is
supported by actual disbursements. At the end of each quarter and fiscal year, an analysis is
completed of each disbursement. Based on this anaysis, adjustments to the funding will be
made to ensure compliance with maintenance-of-effort (MOE) and matching requirements. We
are required by statute to complete this analysis. The Block Grant Review Act of 1996 (Public
Chapter No. 1062, Section 3.a) states that each state agency shall make decisions concerning
block grant funding that will minimize harmful impacts to the program and the state’ s economy.

MOE requirements are different from traditional matching requirements; there is no
“correct” or “proper” federal matching percentage. We must ensure that we spend a set amount
of non-federal funds in order to maintain eligibility to receive the federa funds. In order to
satisfy the MOE, expenditures made by multiple allotment codes within the department, other
state agencies, or contract agencies outside of the state may be pooled. This makes it impossible
to establish a dailly drawdown percentage that will exactly ensure we meet our MOE
requirements for the fiscal year.

We also do not concur with the assertion that costs are not allocated timely. The
department is currently using a cost allocation plan approved by the U.S. Department of Health
and Human Services. This approved plan includes the use of quarterly allocations. Any
alocation made more frequently than quarterly would necessitate estimations based on a
previous quarter. We do not fedl the use of estimates in order to alocate on a more frequent
basis would improve our federal reporting process. We feel a quarterly allocation of costs is
logical in that most of our federal reports are due on a quarterly basis.

Rebuttal

The Office of Management and Budget Uniform Administrative Requirements for Grants
and Cooperative Agreements to State and Local Governments, Subpart C-Post Award
Requirements Sec. 20 Standards for Financial Management Systems (@) requires each state to
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account for grant funds in accordance with the same state laws and procedures that the state uses
for its own funds. The process should be sufficient to permit the tracing of funds to a level of
expenditures adequate to establish that such funds have not been used in violation of restrictions
and prohibitions of applicable statutes. While the reconciliation process can be, at times, very
time consuming; it appears that if the reconciliation can be done for the other reports, it can also
be done for the Federal Cash Transaction Report. In the particular quarter that was tested, the
Federal Cash Transaction Report was submitted 14 days after the Federal Financia Status
Report. 1t would appear that if the necessary information was available for the Federal Financial
Status Report, it was available for the Federal Cash Transaction Report.

With regard to the Department of Finance and Administration’s Year-End Accounting
Procedures Manual, the instructions for preparing the Schedule of Expenditures of Federa
Awards specificaly state “In any instances where disbursements per the schedule(s) do not agree
with federal financia reports, reconciliation must also be submitted.”

Although the draws may be based on actual disbursements, the amount of federal funds
drawn is based on management’s application of various reallocations and assumptions about
federa matching percentages which have been applied to actua disbursements. The testwork
results indicated that management’ s applications resulted in drawdowns which were significantly
different from the actual amounts ultimately eligible for federal funding. While an “exact”
matching percentage may not be practicable, the department should be able to calculate a closer
approximation of the final amount than what was used to determine the amounts on the cash
transaction report.

The recommendation that timely reallocations of administrative costs be made did not
recommend that drawdowns be based on or made in violation of the currently approved cost
alocation plan. However, the Department of Finance and Administration’s Policy 20 requires
recoveries of indirect costs on a timely basis. Although the department is exempted from
monthly reallocation, it is not exempted from the 30-day time limit for preparing the reallocation
journal voucher. The quarterly reallocations should be determined within 30 days of the end of
each quarter.
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Finding Number 02-DHS-09

CFDA Number Various

Program Name Various

Federal Agency Various

State Agency Department of Human Services
Grant/Contract No. Various

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

Security over computer systems needs improvement

Finding

As noted in the prior five audits, the Department of Human Services (DHS) does not have
adequate controls over access to the Automated Client Certification and Eligibility Network
(ACCENT). During the review for the fiscal year ended June 30, 2002, the auditors noted that
security authorization forms were missing, not properly completed, or did not match the current
access privileges of the users. The prior-year audit report contained a finding concerning
discrepancies related to security over the agency’s computer systems, notably that authorization
forms were discovered to be missing, incomplete, or inconsistent with the employees actual
access rights.  During the current audit period, the same conditions were found to be present in
the Tennessee Rehabilitation Agency Tracking System (TRACTS) and the Tennessee Child Care
Management System (TCCMYS).

Management concurred with the prior audit finding relating to ACCENT. Review during
the current year revealed that the Security Focus Group had continued to work to assess the
security environment and to attempt to revise and update the security policies and procedures
followed by DHS personnel. Additionally, the consolidated security form created by the
Security Focus Group has been implemented beginning with new users to the agency’s systems,
and the Security Focus Group is continuing work related to DHS security issues. However,
additional effort is till needed in order to correct continuing weaknesses in ACCENT security
along with the newly identified weaknesses in both TRACTS and TCCMS.

Authorization forms were missing, incomplete, or inconsistent with users actual access
rights.

Department personnel were unable to locate one of the 20 ACCENT User
Authorization forms selected for testwork (5%).

Seventeen of the 20 ACCENT User Authorization forms selected for testwork (85%)
were not properly authorized by management.

Department personnel were unable to locate 3 of the 19 TRACTS User Authorization
forms selected for testwork (16%).
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Seven of the 19 TRACTS User Authorization forms selected for testwork (37%) were
not properly authorized by management.

None of the 19 TRACTS User Authorization forms selected for testwork (0%)
specified the type of access requested by the user.

Department personnel were unable to locate 3 of the 25 TCCMS User Authorizations
forms selected for testwork (12%).

As noted in the prior audit, good security practices require an access authorization form
be completed for each employee using departmental or state application systems. This
authorization form should be authorized by the employee’ s management and should specify the
employee's access authority. |If the access privileges required by an individua legitimately
change, a new authorization form should be completed prior to the changing of access rights by
the security administration staff. All of the completed authorization forms should be maintained
in a secure location by appropriate security administration personnel. The failure to prepare,
collect, and maintain access authorization forms as suggested above increases the possibility that
access to sendgtive systems and information may be granted to ineligible individuas, and that
authorization may be granted to employees in excess of what is warranted for their job
responsibilities.

Recommendation

As noted in the prior five audit reports, DHS management should improve security for
ACCENT. In addition, management should improve security in response to the newly identified
weaknesses in the TRACTS and TCCMS systems. Users should be granted the appropriate level
of system access based on their job responsibilities. Security authorization forms should be
completed by management and maintained in a secure location. DHS management should
monitor system security for ACCENT, TRACTS, and TCCMS and take appropriate action if
problems are noted.

M anagement’s Comment

We concur. We are continuing in the development of the department’s security
management system, Security Administration Facility for Everyone (SAFE). This system will
assist Systems and Program management with the process of requesting, approving, providing,
or terminating system access to staff and contractors that are under the department’s control
(including ACCENT, TCCMS, and TRACTS). The system logic will support user access based
on pre-approved conditions for types of users. The system will maintain a history of the requests
and access approvals.
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Finding Number 02-DHS-10

CFDA Number Various

Program Name Various

Federal Agency Various

State Agency Department of Human Services
Grant/Contract No. Various

Finding Type Reportable Condition
Compliance Requirement None

Questioned Costs None

Security over RACF needsimprovement

Finding

The Department of Human Services (DHS) does not have adequate control over the
Resource Control Access Facility (RACF) security system. RACF is the state mainframe
security software, which is used to provide an initial level of access security before a user can
access the department- or agency-level systems. During the review for the fiscal year ended June
30, 2002, the auditors noted that there were active RACF IDs for terminated DHS contractors,
RACF User ID application forms were not properly authorized by DHS management, and RACF
password intervals for high-level system users were not set at 30 days.

Terminated employees access privileges were not revoked in a prompt manner.

Sixty-two contract users who had terminated employment possessed active RACF
privileges.

Good security practices require that terminated employees system privileges within all
agency systems and within RACF are promptly revoked upon their termination. The failure to
promptly revoke terminated employees system privileges increases the possibility that sensitive
information could be inappropriately modified.

Authorization forms were not properly authorized by management.

Five of the 30 RACF User ID Application forms selected for testwork (17%) were not
properly authorized by management.

User ID Application forms are required to be signed by the appropriate manager before
the user is assigned a RACF user ID. Without duly authorized forms, a risk exists that a user
may have access rights granted that were never approved by the appropriate supervisor. These
access rights could be utilized by the user to perform unauthorized activity within the agency
systems.

Password Intervalsfor high-level usersarenot set at 30 days.
RACF passwords for high-level system users are not being changed every 30 days.
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According to security standards issued by the Department of Finance and
Administration’s Office for Information Resources (OIR), “All passwords must be changed (as a
maximum) every 90 days (30 for system administrators).” Failure to change passwords for
privileged accounts on a more frequent basis increases the potential that a privileged account
could be accessed by an unauthorized individual.

Recommendation

DHS management should ensure that RACF system IDs are promptly revoked upon the
termination or transfer of the ID owner. Security administration should not rely upon the RACF
system to automatically revoke the IDs after 30 days of inactivity, as the IDs could be
appropriated and used by other parties within that time frame. Periodic review of vacant 1Ds
should be performed to ensure that those IDs are not being misused.

RACF security administration staff should ensure that all RACF User ID application
forms are properly authorized before assigning a RACF user ID. In circumstances where it is
discovered that an existing user does not have the appropriate signed forms, replacement forms
should be completed and fully authorized by the appropriate supervisor.

Additionaly, RACF security administration staff should ensure that RACF password
intervals are set a 30 days instead of the current 90-day intervals for high-level users in
accordance with OIR’ s security standards.

M anagement’s Comment

We concur. We are continuing in the development of the department’s security
management system, Security Administration Facility for Everyone (SAFE). This system will
assist Systems and Program management with the process of requesting, approving, providing,
or terminating system access to staff and contractors that are under the department’s control
(including RACF). The system is aso designed to help Systems and Program management
identify RACF IDs that should be deleted upon termination of state employee or contractor.

We are in the process of changing the RACF password intervals to 30 days. We are
expecting the change to be completed by March 2003.
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Finding Number 02-DOT-02

CFDA Number Various

Program Name Various

Federal Agency Department of Transportation
State Agency Department of Transportation
Grant/Contract No. N/A

Finding Type Reportable Condition
Compliance Requirement  Other

Questioned Costs None

DOT STARS disaster recovery plan isinsufficient

Finding

As noted in the prior three audit reports, the disaster recovery plan for the Department of
Trangportation (DOT) State Transportation Accounting and Reporting System (STARS) is
insufficient. DOT STARS is a mission-critical system that processes virtualy all of the
department’s accounting data. The DOT STARS disaster recovery plan lacks the specific
instructions necessary to restore the system in an emergency. Much of the plan is smply a set of
generic guidelines. For example, the plan states, “If a (DOT) STARS application receives data
from or provides data to another application or department . . . it will be necessary to coordinate
with that application or agency in planning for your application’s recovery.” The plan also
states, “If production programs, database definitions, record layouts, etc. have changed since the
point of recovery, you must coordinate a plan with DBA/SDS for reapplying these changes.”
However, there is no documentation indicating that these issues have been considered.
Developing specific instructions and information for all critical systems and training employees
on the procedures necessary to restore the system are vital to the execution of a sufficient plan.

A comprehensive plan aso includes instructions indicating where employees should go
to use DOT STARS in the event their offices are unavailable, and describes the method of
communicating with employees during an emergency. Although the current plan indicates that if
“DOT headquarters were not available, access to the STARS mainframe application could be
made from any PC on the State network with 3270 capability,” the plan neither identifies specific
locations with adequate space and equipment that could be used as an alternate location nor
informs employees where to report for work.

In addition to the lack of specific documentation, the same employee has been
responsible for testing the process each time a mock disaster was performed. Since the
availability of any individual employee cannot be guaranteed in an actua disaster, exposing
multiple employees to all aspects of the testing process will help to ensure a more efficient
recovery.

In the three prior audit reports, management concurred and stated that the department’s
Information Technology Division (IT) was completing revisions. The reports also stated that



management planned to follow up to ensure completion of the plan. While some changes to the
plan have been added, the plan is still not sufficiently comprehensive and lacks many specific
instructions.

Recommendation

The department should thoroughly document specific disaster recovery procedures and
specific actions to be taken from the declaration of a disaster until the time that normal business
operations are resumed to help ensure that business and accounting functions are quickly
restored.

The guidelines presented in the current plan for considering specific issues should be
addressed and incorporated into the comprehensive plan. The comprehensive plan should be
reviewed, updated, and reapproved periodically. The procedures should be prioritized and
should list the specific actions to be taken from the declaration of a disaster until the time that
normal business operations are resumed.

M anagement’s Comment

We concur. TDOT STARS is a mission critical system. The current Disaster Recovery
Plan attempts to be generic enough to address as many situations as possible yet still be specific
enough to alow execution of the plan. While progress has been made in addressing some items,
TDOT Information Technology staff and Comptroller staff will meet to address the remaining
specific concerns disclosed during the audit.
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Finding Number 02-DOT-03

CFDA Number Various

Program Name Various

Federal Agency Department of Transportation
State Agency Department of Transportation
Grant/Contract No. N/A

Finding Type Material Weakness
Compliance Requirement  Other

Questioned Costs None

The Department of Transportation should improve control over programmer access to
DOT STARS production data sets

Finding

Resource Access Control Facility, or RACF, is the security software that protects the
state’s mainframe computer programs and data files from unauthorized access. As noted in the
prior audit, the auditors found that the RACF user group AGRM041, which contained Office for
Information Resources (OIR) Systems Development Support (SDS) programmers as members,
had ALTER access to DOTSTARS data sets. ALTER access grants users the ability to directly
change or delete the contents of application data sets. Anomalies during processing sometimes
cause data elements or control tables to become corrupted and, because of their technical
expertise, OIR’'s SDS programmers may be asked to make corrective changes to the affected
databases. However, making such changes is not a normal application programmer duty and
must be controlled. The preferred procedure is for the agency’s security administrator to set
access privileges for the programmers user group to ALTER only long enough for the
corrections to be made and then to promptly reset them back to NONE or READ. Under no
circumstances should the programmers user group access be continuoudly set to ALTER.
Failure to follow this procedure could result in illegal or inappropriate changes to or destruction
of state data. Although the department concurred with the prior finding and indicated that closer
controls would be established to give programmers access only as needed, the problem has not
been resolved.

Recommendation
The department should change the access privileges for RACF user group AGRM041 to
READ or NONE. In addition, the department should provide ALTER access to SDS

programmers on a needed basis and promptly remove ALTER access after the necessary
modifications have been completed.
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M anagement’s Comment

We concur. Currently the RACF user group AGRMO041 contains Finance and
Administration Office for Information Resources (OIR) and Systems Development Support
(SDS) programmers as members. This group is responsible for making requested changes to
source code for DOT STARS. In addition, this group is responsible for the various activities
necessary for each nightly run of the system. The access code for this group is set to “alter,” as
opposed to the more restrictive “read” or “none.” While the setting of “alter” would potentially
allow a programmer to make inappropriate changes to DOT STARS data sets, the setting of
“read” or “none’ interferes with the nightly operation of the system. Changing the setting to
“read” or “none” does not allow SDS to copy production data sets to temporary files, which
contain ‘JJ005’, somewhere in the name. They also could not update JJ.JJOO5SYS, which
contains al of the control cards for production programs and severa other problem areas.
Appropriate individuals from TDOT Information Technology, OIR, and SDS will meet to
determine a mutually acceptable solution.
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Finding Number 02-DHS-06

CFDA Number 93.563

Program Name Child Support Enforcement

Federal Agency Department of Health and Human Services
State Agency Department of Human Services
Grant/Contract No. G0104TN4004; G0204TN4004

Finding Type Reportable Condition

Compliance Requirement  Program Income

Questioned Costs $6,000,000.00

The department did not comply with child support enfor cement procedures

Finding

As noted in the prior eight audit reports, the department did not comply with child
support enforcement procedures. The Department of Human Services is the designated Child
Support Title IV-D office; however, enforcement activities are generally contracted out to
district attorneys general or to private contractors. Although these agencies have day-to-day
responsibility for child support enforcement, the Department of Human Services has ultimate
responsibility for compliance with federal regulations. Management concurred with the prior
audit finding and stated that it would emphasize compliance requirements at the quarterly
administrators: meetings. Some of the weaknesses have been resolved; however, the following
weaknesses still exist.

In a review of active child support cases using TCSES (Tennessee Child Support
Enforcement System), the following weaknesses were noted:

a. Nine of the 25 medical support cases tested (36%) and 5 of the 25 child support
obligation cases (20%) did not comply with review procedures. The Code of Federal
Regulations, Title 45, Section 303.8 (2), states, “Not less than every three years,
notify each parent subject to a child support order in the State of the right to request a
review of the order, and the appropriate place and manner in which the request should
be made” The length of time since the last review ranged from approximately 3
yearsto 13 years.

b. One of the 25 medical support cases tested (4%) had medical insurance information
in the case file that was not documented in TCSES. The Code of Federal
Regulations, Title 45, Section 307.10(b)(14)(ii), states that the state’s computerized
support enforcement system must “use automated processes to assist the State in
providing automated maintenance of case records for purposes of the management
and tracking requirements.” As a result of this omission in TCSES, court-ordered
support information had not been obtained by the caseworker.

c. Two of the 25 child support cases tested for paternity establishment (8%) had not
been properly maintained. In one case, there was a mail message sent on July 11,
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2002, indicating that the case had been closed in another state and asking for
verification of this information. As of October 29, 2002, no follow-up had been done.
In the other case, no follow-up had been done on a child support noncooperation
letter dated December 15, 2001.

If aparent is not notified of the right to request areview of the court order, or information
is not properly loaded into the TCSES system, caretakers and dependent children may be
deprived of needed financial support, and the state’'s Child Support Enforcement Program may
not be reimbursed for program expenditures. Failure to notify caseworkers when a custodial
parent is not cooperating with the child support enforcement program could cause a custodial
parent to receive TANF (Temporary Assistance for Needy Families) benefits to which the parent
isnot entitled. Also, untimely closing of cases creates unnecessary processing delays.

As noted in the two prior audit reports, the amount of undistributed child support
collections reported in TCSES does not reconcile to the State of Tennessee Accounting and
Reporting System (STARS) and the related federal Office of Child Support Enforcement
quarterly collection report. TCSES is maintained by the maintenance contractor Accenture,
formerly Andersen Consulting. However, due to problems with TCSES and Accenture
personnel, data obtained from TCSES have been found to be inaccurate. Another reason for the
lack of a reconciliation is that the contingent revenue account in STARS used to account for
undistributed collections, is also used to account for interest earnings and administrative fees
paid by non-custodial parents. In the prior audit report, management stated that the
reconciliation would be completed by the end of September 2002. This has not been completed.

During this audit period, $6,000,000 in administrative fees paid to the state by non-
custodial parents were not reported on the department’s federal quarterly report as program
income and $487,333.53 in interest earnings were not reported on the same federal report. Also,
$477,000 in system development costs that were paid to the Office for Information Resources, a
division of the Department of Finance and Administration, were recorded as a reduction of the
child support contingent revenue account instead of as an expenditure.

Recommendation

The Commissioner should require the Director of Child Support to ensure that custodial
parents are notified timely of their rights to have a support order reviewed, information is
properly entered into TCSES, cases are closed in atimely manner, and noncooperation letters are
followed up on as required. The Commissioner should also assign someone to monitor the
compliance of the Director of Child Support.

The Commissioner should ensure that the amount of undistributed child support
collections reported in TCSES is reconciled to STARS and the applicable federal reports. A new
deadline should be set for this completion. Also, interest revenue, program income, and
expenditures should be properly reported and the contingent revenue account should only be
used for undistributed child support collections.
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M anagement’s Comment

We concur. The audit report states that the department did not comply with child support
enforcement in the prior eight audit reports. The department strives for 100% compliance in al
program activities, including child support enforcement. However, the likelihood exists that the
goal of 100% compliance in all child support enforcement activities will not be routinely met.

The child support enforcement activities found out of compliance in the audit for FY
2002 are not, in al findings, the same activities found out of compliance for the audit for FY
2001. The audit report statement regarding non-compliance for eight prior audits could be
misinterpreted. The finding regarding the parents right to a notice of review and the finding
regarding the failure to follow-up on an interstate action sent to another state regarding case
closure (even though similar, this differs from the FY 2001 audit finding that a request from
another state was not responded to timely) were not found in the FY 2001 audit report. The audit
report should distinguish between new and repest findings.

a. We concur. Information Memorandum IM-2001-01 was issued June 12, 2001
regarding issuing review and adjustment notices. The process described in this
memorandum created an automated cycle within the Tennessee Child Support
Enforcement System (TCSES) whereby the custodial and non-custodia parent would
receive a notice every 36 months. It was determined during Technical Assistance
Reviews conducted by program staff that TCSES could err in setting the due dates
correctly to alert the case worker that a review for possible adjustment was due. A
system task was initiated to correct this problem and will be implemented by June
2003. The Child Support Services Manual was updated December 2, 2002, with
current review and adjustment procedures. Review and Adjustment policy and
procedures are covered in new employee training.

b. We concur. The automated National Medical Support Notice (NMSN) process was
implemented in TCSES on September 23, 2002. Prior to implementation, the process
was discussed with Child Support Administrators and Attorneys during the June 2002
meeting. The description of this process was provided to local staff by Information
Memorandum 1M-2002-69, dated October 24, 2002. The memorandum contained
policy and procedures for the new process and instructions for using the new related
forms including the National Medica Support Notice. The memorandum further
includes descriptions of the TCSES screens that were modified, an explanation of the
enhanced TCSES functionality, and information about administrative appeals on
administrative medical support enforcement activitiess ~The NMSN process
automatically generates a notice to employers to enroll dependents in the employee’s
health insurance plan. TCSES documents and tracks the process with appropriate
aerts to caseworkers. Technical Assistance Reviews (TAR) by state staff review
local enforcement office operations, which includes medical support enforcement.
Corrective action plans are required with follow-up. New employee training covers
medical support enforcement.

c. We concur. The training package for new employees was released in March 2002. It
isa nine day training course that is required for all new child support employees. The
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session includes an interstate module that addresses the required time frames. In a
number of areas, experienced employees have also participated. In addition to staff
members that have participated in new employee training sessions during the past
year, specia interstate training sessions have been delivered in four jurisdictions. The
child support manual aso includes chapters on interstate and case closure. This
training will continue to be a part of our new employee training. Interstate process
training is also offered as a special session to experienced staff. Interstate processes
will aso continue to be on occasion, atopic of administrator’ s meetings.

The child support manual has a policy that covers non-cooperation. The TAR
conducted by state staff on local enforcement activities reviews this area for
compliance and requires appropriate corrective action. The training package for new
employees released in March 2002, addresses policy regarding this area.  TCSES
sends alerts to Families First caseworkers each time that a participant is non-
cooperative with child support. The Families First and Child Support Programs
coordinate this activity closely to ensure good cause and non-cooperation policies are

appropriately applied.

The amount of undistributed child support collections reported in TCSES is now
reconciled to the quarterly collection report that is sent to the federal office of Child Support
Enforcement. Work is currently well underway to reconcile this amount to the State of
Tennessee Accounting and Reporting System (STARS). We expect the reconciliation to be
completed this calendar year.

In regard to program income not reported on the federal quarterly report of expenditures,
we are aware of this problem and have discussed it with federal OCSE officials. Adjustments to
the federal reports will be made in the near future and safeguards will be implemented to attempt
to prevent this error from reoccurring.

Regarding the $477,000 in system development costs paid from the contingent revenue
account, this was an error due to an internal miscommunication.

In the future, program income will be properly reported and the contingent revenue

account will only be used for undistributed collections once the above mentioned reconciliation
is completed.
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Finding Number 02-DHS-02

CFDA Number 10.551, 93.558

Program Name Food Stamp Cluster, Temporary Assistance for Needy Families
Federal Agency Department of Agriculture

State Agency Department of Human Services

Grant/Contract No. N/A

Finding Type Material Weakness

Compliance Requirement  Eligibility

Questioned Costs None

The Department of Human Services did not maintain adeguate documentation of the
information needed to determine digibility for Temporary Assistance for Needy Families
and Food Stamps

Finding

As noted in the prior audit, the Department of Human Services (DHS) does not maintain
adequate documentation of the enrollee’'s information used to determine eligibility for
Temporary Assistance for Needy Families (TANF) and Food Stamps.

DHS uses the Automated Client Certification and Eligibility Network (ACCENT) system
to determine eligibility for TANF and Food Stamps. During the enrollment process, county DHS
eligibility counselors meet with the potential enrollees in face-to-face interviews. Each applicant
is required to provide hard-copy documentation to support various eligibility criteria.  This
information includes income, resources, medical expenses, family information, social security
numbers, date of birth, etc. During the enrollment process, eligibility counselors examine
documentation supporting the information that is entered into ACCENT. For example, before
entering income into the system, an €ligibility counselor examines such documentation as
employment pay stubs or federal tax returns. At the end of the enrollment process, the
documentation supporting the information entered into the system is then returned to the
applicant/enrollee.  ACCENT makes the dligibility determination based upon the information
entered into the system by the eligibility counselor.

Auditor inquiry revealed that the enrollee’s application is the only paper documentation
consistently kept by DHS. Although ACCENT maintains electronic case notes, there is no
documentation kept to support the eigibility information entered into ACCENT. Without
adequate documentation of the information entered into ACCENT, the risk is increased that
ingligible enrollees may be enrolled.

Discussions with management at DHS revealed that the department relies heavily upon
information from the Tennessee Department of Labor and Workforce Development, the Social
Security Administration (SSA), the Tennessee Department of Health, and the Interna Revenue
Service (IRS) for verification of digibility information. From the Department of Labor and
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Workforce Development, DHS receives monthly data on Unemployment Insurance Benefits that
can be used to verify unemployment income.

DHS also receives monthly beneficiary and earnings data, daily social security number
verification, and daily information on Supplemental Security Income (SSI) recipients from SSA.
The data from SSA provide DHS a method of verifying an individua’s Socia Security
payments, social security number, Medicare eligibility status, and SSI eligibility status. Through
the Office of Vita Records within the Department of Health, DHS has daily access to birth
records. This information can be used to verify ages and relationships needed when making an
eigibility determination. DHS aso receives wage data from the Department of Labor and
Workforce Development. However, not all employers are required to report employee wages to
the state. Employers that are not required to report include churches, regardless of the size of
payroll or number of employees, and non-government organizations with a small payroll and/or
few employees. Furthermore, this information is sometimes several months old and is reported
on a quarterly basis. Eligibility is determined based on current monthly income. In addition, the
information DHS receives from the IRS concerning income that is reported on an individua’s
IRS 1099 form is delayed several months and is reported on ayearly basis.

Although DHS receives information from outside sources, not all digibility requirements
can be verified through this information. These outside information sources do not provide a
systematic way to verify al types of income an enrollee might have. In addition, none of the
updates received from other departments include documentation of other resources for non-SSI
recipients or medical expenses that could affect an eligibility decision.

For the Food Stamp program, the department relies on quality control sampling to
monitor the accuracy of information in ACCENT and eligibility determination. Quality control
personnel select samples monthly of persons eligible for Food Stamp benefits. This unit verifies
the accuracy of information in ACCENT with outside sources. It also selects a sample of denied
cases and determines if the applicant was appropriately denied. Sample sizes are approved by
the federal government, and the samples are selected randomly. Federal monitors are also sent a
sample of cases that have been reviewed by the quality control unit. However, certain types of
cases are not tested. These consist mainly of noncooperation cases where the enrollee either fails
or refuses to cooperate or the department is unable to locate the individual. If one of these cases
is selected for inclusion in the sample, it is replaced by another case. The case is investigated,
but it is not considered in the calculation of the error rate of the sample. For the period of
October 2001 through March 2002, the quality control unit selected a total of 592 cases for
review, and 72 of these cases (12%) were replaced with another case because the quality control
unit could not obtain enough information to determine whether the program participant was
eligible. Excluding those cases from the error rate of the review could affect the results. For
example, the error rate could be higher or lower based upon the results of the noncooperation
Cases.

A sample of cases tested by the quality control unit was reviewed to determine if the

information documented in the quality control case files supported the reviewer’'s conclusions
about the eligibility of these cases. No problems were noted.
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The department contracts with the University of Tennessee to review active TANF cases
on acontinuing basis. On amonthly basis, DHS Information Systems personnel randomly select
cases for review by the University of Tennessee. This testwork consists only of determining if
the caseworker properly determined eligibility and benefit amounts based on the information in
ACCENT. Thereis no attempt made to determine the accuracy of the information in ACCENT,
and this testwork is not reviewed by federal monitors as with the Food Stamp program.

Maintaining documentation provided by the applicant during enrollment would allow the
department to test all cases selected. The department would then no longer have the problem of
being unable to locate the enrollee or obtain the cooperation of the enrollee.

Management did not concur with the prior finding. It is management’s position that
keeping copies of supporting documents is unnecessary because

a much of the information supporting the eligibility of recipients is verified through
data matches described above,

b. the Department of Human Services has a quality control process that samples a
portion of the recipient population monthly,

c. the federal Departments of Health and Human Services and Agriculture approved the
design of and funded the creation and operation of the ACCENT system with full
knowledge of the “paperless’ aspects of the system,

d. the system has been in place since 1992 without any indication from the Departments
of Health and Human Services and Agriculture that the process in place was not
adequate to meet federal requirements, and

e. the State Attorney General issued an opinion in 1992 that the application form and the
electronic file satisfied the legal requirements for determining eligibility and would
be admissible evidence in lega proceedings and that there were no federd
requirements specifying that written documentation other than the signed application
form be maintained.

We believe that management’s arguments are not unreasonable. However, we believe
that management should either implement a process to maintain supporting documentation or
obtain explicit approval from the appropriate federa authorities for maintaining the “paperless’
system for the following reasons:

a. while the data matches do verify much of the necessary information for many of the
recipients, they do not verify such things as other resources and medical expenses for
most recipients, they do not verify income information for al recipients, and they do
not always provide timely information;

b. at best, a quality control system provides after-the-fact inferences about the accuracy
of eligibility determinations, and the system does not include all enrollees in the
population sampled;



c. DHS has not been able to produce evidence that the federal Department of Health and
Human Services and the Department of Agriculture specifically approved the
“paperless’ aspects of the system,

d. the federa Department of Headth and Human Services and the Department of
Agriculture have not specifically stated that the process in place is adequate to meet
federal requirements; and

e. while federa regulations do not state what specific documentation is needed to
support eligibility determinations for the Food Stamp and TANF program’s, OMB
Circular A-87 does state that costs must be adequately documented to be allowable
under federal awards.

Furthermore, without maintaining the documentation, the department cannot ensure that
the information entered into ACCENT is accurate and TANF and Food Stamp enrollees are
eligible at the time benefits are awarded. Not maintaining this documentation also reduces
accountability for information entered and makes researching cases more difficult.

Recommendation

The Commissioner should institute procedures which ensure that the department keeps
documentation of the information entered into ACCENT that is used to determine eligibility for
TANF and Food Stamps or obtain explicit approval from the appropriate federa authorities for
maintaining the “paperless’ system.

M anagement’s Comment

We do not concur. As stated in the prior year audit response, we feel that the ACCENT
system provides adequate documentation for the eligibility processin the TANF and Food Stamp
programs.

DHS received the major portion of funding for ACCENT from the federal funding
agencies to construct this system. ACCENT was certified to meet the federa requirements of
FAMIS (Federaly Approved Management Information Systems). In addition, the “paperless’
aspect was approved by the U.S. Department of Agriculture (USDA), after a review by the
USDA Office of General Counsel found that the process met the provisions under the federal
law. Also, the Attorney Genera for the State of Tennessee opined that the paperless system met
the program and state requirements.

We understand that our objection to last year's finding is ill in the hands of the U.S.
Department of Health and Human Services, Office of Inspector General, for resolution.
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Rebuttal

As stated in the rebuttal to the prior audit finding, based ondiscussions with the U.S.
Department of Health and Human Services, Office of Inspector General, Office of Audit
Services we believe that documentation is necessary and required by Office of Management and
Budget, Circular A-87, Cost Principles for State, Local and Indian Tribal Governments.
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Finding Number 02-DCS-01

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
Pass Through Agency Bureau of TennCare

State Agency Department of Children’s Services
Grant/Contract No. Various

Finding Type Reportable Condition

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs $184.00

Children’s Services inappropriately requested and received reimbur sement of $393,075
from TennCarefor children not eigiblefor TennCare services

Finding

The Department of Children’s Services (DCS) has requested and received reimbursement
from TennCare for services provided outside the scope of its agreement with the Bureau of
TennCare, the TennCare waiver, and the State Plan during the year ended June 30, 2002.

Thisis arepeat finding that was addressed by the U.S. Department of Health and Human
Services (HHS) in aletter to the Commissioner of the Department of Finance and Administration
regarding the Single Audit of the State of Tennessee for the period July 1, 2000, through June 30,
2001. In the letter, HHS stated:

Thisis arepeat finding. We recommend 1) procedures be implemented to ensure
Federal funds are not used for health care costs of a) children who are in youth
development or detention centers, b) children not in State custody, c) children on
runaway status, . . . €) services provided by Children’s Services to individuals in
hospitals, . . . g) undocumented targeted case management . . .

Although the department has made progress in reducing reimbursements for services
provided outside the scope of its agreement with TennCare, there were still the following areas
where inappropriate reimbursements occurred.

Payments for Incarcerated Y outh

As noted in the prior five audits, and despite management’s concurrence with the
findings, Children’s Services continued to request and receive reimbursement from TennCare for
medical expenditures on behalf of children who were not eligible for TennCare because they
were in locked facilities. Under federal regulations (Code of Federal Regulations, Title 42, Part
435, Sections 1008 and 1009), delinquent children who are placed in correctiona facilities
operated primarily to detain children who have been found delinquent are considered to be
inmates in a public institution and thus are not eligible for Medicaid (TennCare) benefits. The
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state, not the federal government, is responsible for the heath care costs of juvenile and adult
inmates.

Management’s responses to the last two audits stated that it would investigate the
underlying causes and make necessary adjustments to the department’s control structure.
However, using computer-assisted audit techniques, our search of TennCare's paid clams
records reveadled that TennCare was inappropriately billed for and made payments totaling at
least $77,667 from July 1, 2001, through June 30, 2002, for juveniles in youth development
centers and detention centers. The prior audit finding disclosed inappropriate billings of
$254,880 from July 1, 2000, through June 30, 2001.

Children Not in State Custody

As noted in the prior three audits, Children’s Services inappropriately billed and received
payment from TennCare for children not in state custody. Management has partially concurred
with this portion of the prior findings and has attributed the problem to circumstances when a
social worker from DCS or a law enforcement officer removes a child from home before a court
has issued an order. Management further stated that there are circumstances when a child is
taken into custody, but the court finds that continued custody is not warranted. These actions
could result in no court action ordering custody even though the child was in fact in legal
custody. It is possible that some of the costs questioned below include payments for children
removed from homes in emergency Situations and short delays in court proceedings. However,
management has not provided any information to support specific charges that are questioned.

TennCare contracts with DCS to provide the necessary TennCare enhanced behavioral
health services for children in state custody. All behaviora services for children not in state
custody should be provided through the TennCare Behaviora Health Organizations BHOs).
Using computer-assisted audit techniques, we performed a data match comparing payment data
on the Bureau of TennCare's system to custody records from DCS's Tennessee Kids Information
Delivery System (TNKIDS). The results of the data match indicated that DCS had improperly
billed TennCare $193,266 from July 1, 2001, through June 30, 2002, for services to children who
were not in the state's custody. The prior audit finding disclosed inappropriate billings of
$363,800 from July 1, 2000, through June 30, 2001.

Children on Runaway Status

As noted in the prior three audits, Children’s Services inappropriately billed and received
payment for children who are in the state's custody but are on runaway status. Since TennCare
is permitted to pay only for actual treatment costs, TennCare should not be billed for services
that were not provided while children were on runaway status. In response to the prior audit
finding, management stated that there appear to be two main causes for children to appear on the
data match. The runaway placement was not always entered correctly in TNKIDS, and the
approvers may not have always caught coding errors on the invoices submitted by the vendors.
Management stated that it would continue to analyze the data match and evaluate what additional
controls are needed. However, using computer-assisted audit techniques, auditors performed a
data match comparing payment data from the Bureau of TennCare to runaway records from
DCS's TNKIDS system. The results of the data match indicated that DCS had improperly billed
TennCare $86,917 from July 1, 2001, through June 30, 2002, for services to children on runaway
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status. The prior audit finding disclosed inappropriate billings of $266,670 from July 1, 2000,
through June 30, 2001.

Hospitalized Children

As noted in the prior two audits, Children’s Services inappropriately billed and received
payment for children who are in the state’s custody but had been placed in a medical hospital.
The Managed Care Organizations (MCQOs) are responsible for costs incurred while the child is
placed in ahospital. Children’s Services provider policy manua alows service providers to bill
Children’s Services for seven days if the provider plans to take the child back after
hospitalization. If the provider has written approval from the Regional Administrator, the
provider may bill DCS for up to 21 days while the child is in the hospital, but Children's
Services cannot bill TennCare for those days.

In response to the prior audit finding, management stated that it believed the questioned
transactions were processed before improvements to its controls were put into place. The
department stated it would continue to monitor hospitalized children to ensure that the current
control structure is sufficient. However, the control structure did not adequately reduce
noncompliance with these requirements. Using computer-assisted audit techniques, auditors
performed a data match comparing TennCare's payment data to medical records from the MCOs.
The results of the data match indicated that DCS had improperly billed TennCare $35,041 from
July 1, 2001, through June 30, 2002, for children while they were in hospitals. The prior audit
finding disclosed inappropriate billings of $42,151 from July 1, 2000, through June 30, 2001.

Targeted Case M anagement

As noted in the prior audit, Children’s Services inappropriately billed and received
payment for targeted case management services. Management concurred with the prior finding
but believed that the occurrence was an isolated incident and not a systematic problem. The
Department of Children’s Services bills and receives reimbursement from TennCare for targeted
case management, which reimburses DCS for TennCare’'s share of costs associated with
providing case management services for children in the state's custody. Targeted case
management includes, but is not limited to, case manager visits with children, developing
permanency plans, maintaining case files, and arranging TennCare-related services such as
health screenings and behavioral health services. DCS bills TennCare a daily rate for each child
in its custody that has been assigned a case manager. Targeted case management billings to
TennCare were over $56 million for the fiscal year. We selected a sample of 42 children for
whom TennCare was billed a total of $10,719 for targeted case management. Based on the
testwork performed, there was no evidence that case management was provided to 2 of 42
children tested (5%) during the dates of service specified on the billing. Questioned costs total
$184. We believe likely federal questioned costs exceed $10,000 for this condition.

Questioned costs associated with the instances of noncompliance reported in this finding,
except those associated with targeted case management, are reported in the Department of
Finance and Administration’s audit report and in the TennCare findings as reportable conditions
in the Tennessee Single Audit Report for the year ended June 30, 2002.
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Recommendation

The Commissioner should continue to develop and implement procedures necessary to
ensure that TennCare is not billed for inappropriate expenses related to children in youth
development and detention centers, not in state custody, on runaway status, or placed in
hospitals. In addition, targeted case management billings should be based on children receiving
targeted case management services. Effective internal control requires management to have
systems in place to adequately monitor operations, particularly relating to such compliance
issues. Management could develop the information necessary to detect these discrepancies by
using the types of computer analyses auditors have used to identify these problems. The
Commissioner should monitor the implementation of corrective measures and evauate their
effectiveness. Management should make it a priority to bill TennCare only for alowable
services provided to eligible children.

M anagement’s Comment
We concur.

Incarcerated Y outh

As noted in the audit finding, the department reduced the incorrect billings to TennCare
for incarcerated youth by $177,213, or 70%. The department has implemented new procedure
codes for use by providers to aid in identifying the appropriate funding mechanism for children
that have been incarcerated to avoid incorrect billingsto TennCare. Based on departmental staff
evauation of the discrepancies noted by the auditors, it appears that the substantial cause of these
errors is attributable to incorrect procedure codes used by providers on the Standard Claims
Invoice (SCI) form. It is management’s position that the implementation of the new Standard
Claim Invoice (SCI) procedure codes for services that are ineligible for TennCare
reimbursement, and the associated provider training in the use of these codes, has effectively
enhanced controls and resulted in increased compliance by the department.

The discrepancies noted in the finding are further exacerbated by untimely updates to
child information in TNKIDS and the lack of system integration between the SCI system and
TNKIDS. Due to the excessive volume of invoices received by the department from providers, it
is not feasible to perform a manual verification of each invoice to confirm a child’'s placement on
a given date. However, the Placement Re-Design for TNKIDS is anticipated to begin
development in April 2003. With the development and implementation of the Placement Re-
Design and the conversion of the SCI system to the Oracle Financial System, these discrepancies
will be greatly reduced as a result of the verification controls in place both for departmental
personnel to confirm the child's placement and the vendor to verify that information
electronically through the invoicing process.

Children Not in State Custody

As noted in the finding, the department has reduced the amount of incorrect billings to
TennCare by $170,534, or 47%. The department has implemented new procedure codes for use
by providers to aid in identifying the appropriate funding mechanism for children that have
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reached the age of mgority in accordance with TCA 37-1-173. Departmenta staff is currently
evauating the causative factors that contributed to the discrepancies noted in the finding, and
although this evaluation is not complete as of this date, documentation suggests that the magjority
of these incorrect billings are attributable to the use of incorrect procedure codes by the provider
on the SCI. In al the cases reviewed by departmental staff, the discrepancies noted are related to
youth in placements that reach the age of majority as defined in TCA 37-1-173 (@) or (b) and
elect to continue receiving care from the department.

Children on Runaway Status

The department is pleased that the incorrect billing to TennCare for youth on runaway
status has reduced by $179,753, or 67%, from last fisca year's audit. The department has
implemented new procedure codes for use by providers to aid in identifying the appropriate
funding mechanism for children on runaway status. Departmental records indicate total payments
to vendors with youth in this category were $707,357.23 for fiscal year 2002. Without the
implementation of the identifying procedure code, TennCare would have been erroneoudy billed
$412,982.84 rather than the $86,917 noted by the auditors. It is management’s position that the
implementation of the new Standard Claim Invoice procedure codes for this break in custody and
the associated provider training in the use of these codes has effectively enhanced controls and
resulted in increased compliance by the department as evidenced by the reduction in erroneous
billings.

Hospitalized Children

As noted in the finding, the department has reduced the amount of incorrect billings to
TennCare by $7,110, or 17%. It is management’s position that the implementation of the new
SCI procedure codes for other situations noted in this finding that are ineligible for TennCare
reimbursement and the associated provider training in the use of these codes has effectively
enhanced controls and resulted in increased compliance by the department.

Targeted Case M anagement

Based on the department’s review of the discrepancies noted in the finding, the billing
errors occurred during the implementation of modifications to programs that bill TennCare and
conversion of databases for program builds in TNKIDS. Management will take action to assure
appropriate quality control is maintained over billings during future conversion and
implementation of program modifications.

In conclusion, management anticipates the implementation of an Internet-based invoicing
process as part of the Phase 1 implementation of the Oracle Financial System within fiscal year
2004. This application will contain edits to reduce the likelihood of errors by both departmental
employees and its service providers as it will require confirmation of the child’s placement on
the part of the provider and verification of the custody dates by Case Management staff. This
will aso integrate with the Placement Re-Design portion of TNKIDS to confirm custody
episodes, placement types, and other critical provider data.
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Finding Number 02-DFA-03

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Procurement and Suspension and
Debarment, Program Income, Reporting, Subrecipient Monitoring,
Special Tests and Provisions

Questioned Costs None

Top management still hasfailed to addressthe TennCar e program’s numer ous and Serious
administr ative and programmatic deficiencies

Finding

As noted in the previous three audits, most of the findings in this report are the result of
TennCare's numerous administrative and programmatic deficiencies. Well-publicized events
concerning the ability of the program to continue in its present form have contributed to the
perception that the program isin crisis. Management concurred with the prior audit finding, as
discussed throughout this finding. Although significant improvements were made through the
eligibility reverification process, many serious problems still exist.

The auditors are responsible for reporting on the department’s internal control and
management’s compliance with laws and regulations material to the program. However, top
management, not the auditors, is responsible for establishing an effective control environment,
which is the foundation for all other components of internal control: risk assessment, control
activities, information and communication, and monitoring. Under generally accepted auditing
standards, control environment factors include assignment of authority and responsibility;
commitment to competence, integrity, and ethical values, management’s philosophy and
operating style; and organizational structure.

Our evaluation of the control environment and the other components of internal control
revealed severa continuing overal, structural deficiencies that have caused or exacerbated many
of the program’s problems. In addition, this finding reflects ongoing unresolved shortcomings on
the part of the program’'s leadership. Other areas of this report reveal that TennCare
management

alleged existence of agreements from the Centers for Medicare and Medicaid
Services that apparently do not exist (see finding 02-DFA-17);

in prior management’s comments has misrepresented information (finding 02-DFA-
17), was not aware of the status of corrective actions described (finding 02-DFA-15),
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did not take corrective action indicated, and failed to address grounds for
nonconcurrence with the audit finding (finding 02-DFA-24);

demonstrated an indifference to noncompliance (see finding 02-DFA-17);
has alack of coordination and overview at the top (see finding 02-DFA-16);

promises to develop policies or take other long-term, preparatory steps rather than
working on the problem directly (see finding 02-DFA-19); and

made decisions without performing a cost/benefit analysis (see findings 02-DFA-16
and 02-DFA-35).

In addition, some of the most serious problems are discussed below:

Inadequate | nformation System

Management concurred with the prior audit finding and stated,

TennCare concurs that it still does not have an adequate information system to
meet the business demands it faces. Significant progress has, however, been
made on changing this. The Bureau has invested a year in developing a
procurement for a replacement TCMIS. This development process included many
users and constituents, including other state agencies and affected outside parties.
The procurement is expected to be public before the end of March 2002. The new
system is to be implemented by October 1, 2003.

However, the TennCare program still does not have an adequate information system. The
program is still dependent upon a large and complex computer system, the TennCare
Management Information System (TCMIS), that is outdated and inflexible. According to the
Director of Information Systems, the RFP (request for proposal) was released on April 22, 2002.
According to Information Systems (1S) staff, the implementation of a new TCMIS is to occur in
2003 and is atop project for the Bureau of TennCare. See finding 02-DFA-36 for further details
regarding this matter.

TennCare Lacks Stable L eadership and Adequate Staff Resources
Management stated in response to the prior audit finding,

Significant changes have aso been made in staffing. A number of new positions
have been hired into the Bureau. Staffing shortages still occur when appeals
volumes peak, but overall staffing is substantially improved. The organization
has also been restructured to include a stronger senior management structure. A
new assistant commissioner for member services has been established to
coordinate al activities directed a members, including eligibility policy, the
member hotline, administrative appeals, and medical appedls. A new assistant
commissioner for delivery systems has been hired to coordinate al of the ways in
which TennCare delivers services, including the MCO program, behavioral
health, pharmacy, dental, and long term care. In addition, a separate MCO
program director has been created to coordinate all interaction with MCOs.
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However, according to management, the TennCare program is still understaffed despite
efforts to hire additional staff, and only one of the three individuals referenced in the above
comment is still employed by the Bureau of TennCare. Furthermore, the TennCare program has
continued to lack stable leadership. Since the beginning of the program in January 1994, and
through December 2002, the program has had nine directors. In addition, during the year ended
June 30, 2002, the Director of TennCare and the TennCare Deputy Director/Chief Operating
Officer resigned.

Inadequate Written Operating Policies and Procedures and | nadeguate Monitoring

Management stated in response to the prior audit finding, “All of TennCare's €eligibility
and reverification procedures have been rewritten. A detailed manual has been created for the
Department of Health staff.” Management corrected weaknesses regarding policies and
procedures for financial change requests and €ligibility. However, despite its size and
complexity, TennCare still does not have adequate written operating policies and procedures for
certain critical areas. As previously noted, the lack of written, comprehensive operating policies
and procedures increases the risk that errors or inconsistencies may occur in the TennCare
program. For example:

TennCare's policies and procedures manual for pricing cross-over claims is still not
adequate. See finding 02-DFA-24 for further details regarding this matter.

TennCare ill has no written, comprehensive operating policies and procedures
pertaining to utilization control and suspected fraud (finding 02-DFA-35).

In addition, TennCare' s monitoring effort still needs improvement. See findings 02-
DFA-06, 02-DFA-15, 02-DFA-16, 02-DFA-19, 02-DFA-20, and 02-DFA-32 for
further details.

Recommendation

Note: The language in this recommendation is practically identical to that in the last three
audits, reflecting little improvement.

For the TennCare program to improve and succeed over the long term, the Director of
TennCare and his staff must address the long-existing problems within and externa to the
administrative structure of the program.

The Director should also develop a plan to address the personnel requirements of the
program. The plan might include cross-training, employee development, emphasizing employee
career-paths, staff reassignment, and workload redistribution. In addition, the Director should
continue to pursue acquisition/development of a new TennCare information system.

The Director should ensure that adequate written and comprehensive operating policies

and procedures are developed for al areas of the TennCare program still lacking critical policies
and procedures. The policies and procedures should be clearly communicated to al program
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employees, and responsibility for updating the policies and procedures, as well as distributing the
updates, should be assigned to the appropriate staff. The Director should ensure that adequate
monitoring is performed.

M anagement’s Comment

We concur with the overall recommendations made in this finding. However, for certain
areas discussed in the finding, we do not concur and these matters are addressed in the responses
to individua findings in this report.

While efforts have been made to correct these identified problems, obviously, not all of
these efforts have been successful. However, TennCare management realizes the importance of
the issues addressed in these findings and is committed to resolving each one. Bureau staff are
developing corrective action plans for each finding and will meet monthly with the Director to
review the progress made towards resolution of each finding.

We agree that the information system needs to be replaced and considerable resources
have been put into developing a replacement model that will employ sophisticated, up-to-date
strategies for assuring that data is reported, collected, and analyzed efficiently. This new system
is due to be operational on October 1, 2003.

We aso agree that staff turnover has been a problem in the past. In the past eight
months, the following positions have been added: a new MCO Director, a new Policy Director,
and a new Legidative Liaison. Administrative services have been consolidated into one area,
and new support staff have been brought on board. Two recent recruits include a Chief
Operations Officer whose last position was Director of the Regional CM S Office in Atlanta and
who has a wealth of experience and expertise to offer to TennCare. A new Director of Member
Services, who is an attorney with long-time experience in state government, has been also hired.
In addition, there is less reliance on consultants than there has been in the past.

Managing the TennCare program so that it works efficiently and in the best interests of
the state is a challenging responsibility. We have reported throughout this document on efforts
we are making to address the problems that have been pointed out. We intend to be successful in
solving these problems in the years ahead.
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Finding Number 02-DFA-08

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Eligibility

Questioned Costs None

TennCaredid not require the Department of Human Services to maintain adequate
documentation of the information used to determine M edicaid digibility

Finding

As noted in the prior audit, the Bureau of TennCare did not require the Department of
Human Services (DHS) to maintain adequate documentation of the enrollee’s information used
to determine Medicaid €eligibility. The Department of Human Services performs Medicaid
eligibility determinations under an interdepartmental contract with the Bureau of TennCare.

DHS uses the Automated Client Certification and Eligibility Network (ACCENT) system
to determine dligibility for Medicaid. During the enrollment process, county DHS eligibility
counselors meet with the potential enrollees in face-to-face interviews. Each applicant is
required to provide hard-copy documentation to support various eligibility criteria  This
information includes income, resources, medical expenses, family information, social security
numbers, date of birth, etc. During the enrollment process, dligibility counselors examine
documentation supporting the information that is entered into ACCENT. For example, before
entering income into the system, an eligibility counselor would examine such documentation as
employment pay stubs or federal tax returns. At the end of the enrollment process, the
documentation supporting the information entered into the system is then returned to the
applicant/enrollee.  ACCENT makes the eligibility determination based upon the information
entered into the system by the eligibility counselor.

DHS transmits dligibility updates from ACCENT daily to the Bureau of TennCare to
update TennCare €igibility information in the TennCare Management Information System
(TCMIS).

Auditor inquiry revealed that the enrollee’s application is the only paper documentation
consistently kept by DHS. Although ACCENT maintains electronic case notes, there is no
documentation kept to support the digibility information entered into ACCENT. Without
adequate documentation of the information entered into ACCENT, the risk is increased that
ineligible enrollees may be enrolled on Medicaid.

Discussions with management at DHS revealed that the department relies heavily upon
information from the Tennessee Department of Labor and Workforce Development, the Social
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Security Administration (SSA), the Tennessee Department of Health, and the Interna Revenue
Service (IRS) for verification of digibility information. From the Department of Labor and
Workforce Development, DHS receives monthly data on Unemployment Insurance Benefits that
can be used to verify unemployment income.

DHS also receives monthly beneficiary and earnings data, daily social security number
verification, and daily information on Supplemental Security Income (SSI) recipients from SSA.
The data from SSA provide DHS a method of verifying an individua’s Socia Security
payments, socia security number, Medicare eligibility status, and SSI eligibility status. Through
the Office of Vita Records within the Department of Health, DHS has daily access to birth
records. This information can be used to verify ages and relationships needed when making an
eligibility determination. DHS also receives wage data from the Department of Labor and
Workforce Development. However, not al employers are required to report employee wages to
the state. Employers that are not required to report include churches, regardless of the size of
payroll or number of employees, and non-government organizations with a small payroll and/or
few employees. Furthermore, this information is sometimes several months old and is reported
on a quarterly basis. Medicaid digibility is determined based on current monthly income. In
addition, the information DHS receives from the IRS concerning income that is reported on an
individual’s IRS 1099 form is delayed several months and is reported on a yearly basis.

Although DHS receives information from outside sources, not al eligibility requirements
can be verified through this information. These outside information sources do not provide a
systematic way to verify al types of income an enrollee might have. In addition, none of the
updates received from other departments include documentation of other resources for non-SSI
recipients or medical expenses that could affect an eligibility decision.

Management did not concur with the prior finding. It is management’s position that
keeping copies of supporting documents is unnecessary because:

a. much of the information supporting the eligibility of recipients is verified through
data matches described above,

b. the Department of Human Services has a quality control process that samples a
portion of the recipient population monthly,

c. the federal Departments of Health and Human Services and Agriculture approved the
design of and funded the creation and operation of the ACCENT system with full
knowledge of the “paperless’ aspects of the system,

d. the system has been in place since 1992 without any indication from the Centers for
Medicare and Medicaid Services (CMS), formerly the Heath Care Financing
Administration, that the process in place was not adequate to meet federal
requirements, and
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e.

the State Attorney General issued an informal opinion in 1992 that the application
form and the electronic file satisfied the legal requirements for determining eligibility
and would be admissible evidence in legal proceedings and that there were no federal
requirements specifying that written documentation other than the signed application
form be maintained.

We bdieve that management’s arguments are not unreasonable. However, we believe
that there are sufficient counter points to these arguments such that management should either
implement a process to maintain supporting documentation or obtain explicit approval from the
appropriate federal authorities for maintaining the “paperless’ system. The counter points to
management’ s arguments are:

a

while the data matches do verify much of the necessary information for many of the
recipients, they do not verify such things as other resources and medical expenses for
most recipients, they do not verify income information for all recipients, and they do
not always provide timely information,

at best, a quality control system provides after-the-fact inferences about the accuracy
of eligibility determinations, and the system used by DHS does not include all
Medicaid enrollees in the population sampled,

neither TennCare nor DHS has been able to produce evidence that the federa
Department of Health and Human Services specifically approved the “paperless’
aspects of the system,

CMS has not specifically stated that the process in place is adequate to meet federa
regquirements, and

while federal regulations do not state what specific documentation is needed to
support eligibility determinations for the Medicaid program, OMB Circular A-87
does state that costs must be adequately documented to be allowable under federal
awards.

Furthermore, without maintaining the documentation, the Bureau of TennCare cannot
ensure that the information entered into ACCENT is accurate and Medicaid enrollees are eligible
at the time benefits are awarded. Not maintaining this documentation also reduces accountability
for information entered and makes researching cases more difficult.

Recommendation

The Director of TennCare should ensure that DHS keeps documentation of the
information entered into ACCENT that is used to determine Medicaid eligibility or obtain
explicit approval from the appropriate federal authorities for maintaining the “ paperless’ system.
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M anagement’s Comment

We do not concur. Approval of the ACCENT system design, which includes the
electronic recording of eligibility data, was obtained from the U.S. Department of Health and
Human Services before implementation of the system in 1992. There has never been any
indication from the Centers for Medicare and Medicaid Services (CMS), formerly the Health
Care Financing Administration, that the process in place was not adequate to meet federa
requirements. In addition, the State Attorney Genera aso issued an opinion in 1992 that the use
of an electronic €ligibility file and the application form satisfied legal requirements for
determining eligibility.

As required by federal law and to ensure program integrity, the Department of Human
Services (DHS) has had a quality control system in place since implementation of TennCare (and
previoudy under the Tennessee Medicaid program). In this quality control system, caled
Medicaid Eligibility Quality Control (MEQC), each month DHS uses a random sampling of
Medicaid cases to validate eligibility determinations, whether active (eligible) or negative
(denied). The MEQC system is designed to reduce erroneous expenditures by monitoring
eligibility determinations, third party liability activities, and claims processing (State Medicaid
Manual, Part 7, Quality Control). MEQC programs approved in Section 1115 waiver states are
relieved of any liability for disallowances for Medicaid eligible enrollees and for individuals
added under the waiver resulting from errors that exceed the 3 percent tolerance level established
by federal regulations.

TennCare believes that the digibility procedures, including the level of documentation,
and the MEQC reviews and follow-up activities provide adequate internal controls over the
eligibility process and meet federa requirements. However, consideration will be given as to
whether any additional monitoring of the process in place at DHS should be performed.

Rebuttal

In a letter of correspondence from the U.S. Department of Health and Human Services
(HHS) to the Commissioner of the Tennessee Department of Finance and Administration
regarding the Sngle Audit of the State of Tennessee for the period July 1, 2000, through June 30,
2001, HHS stated:

This is a material weakness. We recommend procedures be developed and
implemented to ensure client eligibility is adequately documented and the
documentation is retained.

In addition, according to the Code of Federal Regulations (CFR), 42 CFR 431.17(d),
“Conditions for optional use of microfilm copies,”

The agency may substitute certified microfilm copies for the originals of
substantiating documents required for Federal audit and review [emphasis added]
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While federal regulations do not explicitly define the form of the documentation
to be maintained, this regulation establishes that there is an expectation that the
department maintain original documentation of the information received.
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Finding Number 02-DFA-09

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028

Finding Type Material Weakness

Compliance Requirement  Eligibility

Questioned Costs None

TennCare does not have a court-approved plan to redetermine or terminatethe TennCare
gligibility of SSI enrolleesthat become in€ligible for SSI

Finding

As noted in prior audit findings in the previous two audits, TennCare does not
redetermine or terminate the TennCare eligibility of Supplemental Security Income (SSI)
enrollees that become ineligible for SSI. This is because TennCare does not have a court-
approved plan which alows TennCare to make a new determination of the digibility of these
enrollees. According to 1200-13-12-.02(1)(c) of the Rules of the Tennessee Department of
Finance and Administration, Bureau of TennCare, “The Social Security Administration
determines dligibility for the Supplemental Security Income (SSI) program. In Tennessee, SS|
recipients are automatically eligible for Medicaid. All SSI recipients are therefore TennCare
eligibles.” However, when an individual enrolled in TennCare as an SSI enrollee is terminated
from SSI, TennCare does not redetermine or terminate the enrollee’s digibility. Currently,
TennCare does not terminate SSI recipients unless the recipient dies, moves out of state and is
receiving Medicaid in another state, or requests in writing to be disenrolled. Management
concurred with the prior finding and stated,

The Director will ask the Attorney Genera to take action to bring this issue back
before the court for final disposition. . . . The AG will be asked to present this
decision, coupled with assurances that eligibility review will be performed by the
Department of Human Services to determine whether the individual qualifies for
any other category of TennCare benefits (including the right to appea if DHS
determines that the individual is no longer eligible for any category of benefits) to
the Court with a request to set aside or modify its November 13, 1987, Order. A
positive finding by the Court could lift the injunction and permit the
disenrollment, if appropriate, of those individuas who have been provided
continuous Medicaid and TennCare benefits following termination of SSI.

In response to the finding, TennCare has drafted a plan dated July 12, 2002, that will
allow the Bureau to make a new determination of the eligibility of enrollees that become
ineligible for SSI, once the court approves the plan. Management stated that the plan will be
submitted to the Attorney General, who will in turn present the plan to the court for court
approval.
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The Cluster Daniels et al. vs. the Tennessee Department of Health and Environment et al.
court order states,

. . . defendants are hereby ENJOINED from terminating Medicaid benefits
without making a de novo [a new] determination of Medicaid eligibility
independent of a determination of SSI dligibility by the Social Security
Administration. The Court further ENJOINS defendants to submit to the Court
and to plaintiffs, within thirty (30) days of entry of this Order, the plan by which
defendants have implemented de novo determination of Medicaid digibility. . . .

Furthermore, the court has required that the Medicaid program must make a determination
whether or not the recipient’ s termination from SSI was made in error.

Management has stated that TennCare follows the direction of the Attorney General’s
office concerning how to comply with the court order. We requested information from the
Attorney General’s office on this matter and received a response dated October 17, 2001, which
stated,

There is no reason that the affected state agencies (Bureau of Medicaid/ TennCare,
Department of Human Services) cannot or should not proceed to attempt to
comply with the district court’s orders and injunction by devising a plan which
would satisfy the requirements of those orders. (Under the terms of the Court’s
orders, the Court will have to approve any State plan to make de novo
determinations of Medicaid eigibility independent of determinations of SS|
eligibility by the Social Security Administration.) Furthermore, we understand
that a number of efforts have been made over the years following entry of those
orders to devise a plan which would satisfy the orders' requirements. The efforts
have included extensive negotiations between counsel for plaintiffs, counsel for
the federal defendants, the Attorney General’s office and the Tennessee
Department of Human Services (which makes, under law, the Medicaid digibility
determinations). Unfortunately, these efforts have been unsuccessful to date.

By not having a court-approved plan that would allow TennCare to determine if
terminated SSI recipients are till eligible for TennCare and to terminate ineligible enrollees,
TennCare is alowing potentialy ineligible enrollees to remain on TennCare until they die, move
out of state and receive Medicaid in another state, or request in writing to be disenrolled.

Recommendation
The Director of TennCare should ensure that TennCare complies with all court orders
and injunctions that relate to the eligibility of SSI enrollees. TennCare should develop and

implement a court-approved plan that would allow TennCare to determine if terminated SSI
recipients are still eligible for TennCare and terminate ineligible enrollees.
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M anagement’s Comment

We concur. In an effort to obtain Court approval, the proposal referenced in the finding
was submitted to the Attorney General with a request that it be submitted to the Court for
approval. The Attorney General has requested additional information regarding systems and
programmatic implementation of the proposal. This information is to include such things as a
detailed methodology for systems matching to determine current addresses for persons
terminated from SSI who have not utilized TennCare benefits. In addition, the Department of
Human Services is developing a process to provide the reviews required by the Daniels Order to
determine if persons who have been terminated from SSI qualify for other distinct categories of
benefit eigibility. The Attorney General will submit the proposal to the Court when the
implementation plans are complete. When the Court has reviewed the proposal and approved or
modified it, it will be implemented.
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Finding Number 02-DFA-10

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness and Noncompliance
Compliance Requirement  Eligibility

Questioned Costs $370,044.00

Internal control over TennCare digibility is still not adequate

Finding

As noted in the seven prior audits of the Bureau of TennCare, internal control over
TennCare €ligibility is not adequate. Management concurred in part with the prior audit
findings, as discussed throughout this finding. In response to the prior-year finding, management
corrected weaknesses regarding policies and procedures, recipients enrolled on TennCare twice,
and enrollees with out-of-state and post office box addresses. However, serious internal control
issues still exist.

During the year ended June 30, 2002, the responsibility of initial eligibility determination
for the uninsured and uninsurable population, which represents approximately 43% of all
TennCare enrollees, was divided between the county health offices in the Department of Health
and the Member Services Unit in the Bureau of TennCare. For the Medicaid population, the
Department of Human Services (DHS) has the responsibility for digibility determinations. The
Department of Children’'s Services (Children’s Services) is responsible for eligibility
determinations of children in state custody.

As of July 1, 2002, DHS began enrolling the uninsured and uninsurable population,
which is now caled TennCare Standard, in addition to the Medicaid population, which is now
caled TennCare Medicaid. Children’s Services enrolls children in state custody in both
TennCare Standard and TennCare Medicaid.

Inadequate Staff to Verify Information on Applications

This issue was first reported in the audit for year ended June 30, 2000. The audit
reported that the unit that reviews the uninsurable applications was understaffed. Management
responded to that finding and stated that a new Member Services Unit would be formed to handle
all member communications. However, in the audit for year ended June 30, 2001, we reported
that although a new Member Service Unit had been organized, the unit within Member Services
was still understaffed.

Management concurred with this portion of the prior audit finding and stated,



Members Services reorganized resources to assure that all services related to
members were under one TennCare Divison. However, staffing of the
uninsurable unit has not increased. The unit is still not staffed to verify al
information on al TennCare applications. Under the modifications to the
TennCare waiver, submitted to U. S. Department of Health and Human Services
in February 2002, the Department of Human Services would be the single point of
entry for all TennCare applications. This process will include a face-to-face
interview with verification of critical eligibility components. If approved, the
modified waiver would become effective January 1, 2003, with eligibility
determinations to begin July 1, 2002, at the county Department of Human
Services offices.

As stated in management’s comments, the unit that reviews the uninsurable, uninsurable
with limited benefits, and uninsured with COBRA termination applications was still understaffed
during the audit period. These applications also include enrollees in the State Children's
Insurance Program (SCHIP). The unit receives approximately 1,000 applications weekly.
During the first nine and a half months of the audit period, there were only two individuals who
initially reviewed the applications to verify the information for completeness and accuracy.
During the trangition period (the last two and a half months of the audit period) of moving
enrollment to DHS, there were four individuals, with additional job duties, who initialy
reviewed the applications to verify the information for completeness and accuracy. However,
because these four individuals were assigned other job duties, they could not devote 100 percent
of their time to the application review process. As a result, for the entire year, not al the
information on the applications (e.g., income, access to insurance, address, and citizenship
dtatus) was verified for accuracy. Not verifying information on these applications increases the
risk that ineligible recipients will be enrolled.

No Verification of Applications for Individuals Losing Medicaid

This issue was first reported in the audit for year ended June 30, 2000. That audit
reported that the applications were entered on the TennCare Management Information System
without verification of information contained on the application. Management then responded
that they believed accuracy of eigibility determinations would be improved with the new
Member Services Unit. However, in the report for year ending June 30, 2001, we reported that
the Bureau till did not verify information contained on applications for individuals losing
Medicaid digibility

Management concurred with this portion of the 2001 audit finding and stated,

The new waiver design, which upon approval is intended to go into effect in July,
requires that persons applying for the demonstration population, including those
who are exiting the Medicaid program, go into Department of Human Services
offices to have all information checked in a face-to-face interview process. This
process will be more rigorous than the process that is currently in place and will
resolve this finding, we believe.
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However, during the audit period, the Bureau did not verify information contained on
applications for individuals losing Medicaid digibility. According to 1200-13-12-.02(5)(a) of
the Rules of the Tennessee Department of Finance and Administration, Bureau of TennCare,

. . . Persons losing Medicaid igibility for TennCare who have no access to
insurance may remain in TennCare if they are determined to meet the non-
Medicaid TennCare eligibility criteria. . . .

These applications were entered on the TennCare Management Information System
(TCMIS) and processed without verification of information contained on the application.
Without verifying the information on the applications, the Bureau of TennCare cannot ensure
that the applicant meets non-Medicaid TennCare eligibility or SCHIP criteria. In addition, not
verifying the information on the applications can result in inaccurate premium amounts based
upon the unverified and possibly inaccurate income amounts reported by the recipient.

Inadeguate Documentation of Eligibility Information (This portion of the finding has not been
reported in prior years)

During fieldwork, we examined the applications and all supporting documentation
maintained by the Bureau of TennCare for a sample of 60 uninsured and uninsurable enrollees
(including SCHIP enrollees). For 57 out of 60 enrollees (95%), we determined that TennCare
did not have adequate documentation (such as pay stubs or tax returns) to support the income
amounts reported by the enrollee on the TennCare application.

As a result of inadequate income documentation, we could not verify that the income
amounts reported by the enrollee were accurate, nor could we determine that correct amounts
were used to determine premiums for enrollees or that SCHIP enrollees were €eligible. Not
maintaining adequate documentation of income increases the risk that incorrect premiums are
charged to enrollees.

In addition, we noted that TennCare did not require the Department of Human Services to
keep adequate documentation of the information used to determine Medicaid dligibility. See
finding 02-DFA-08 for further details regarding this matter.

Invalid and Pseudo Social Security Numbers Again Discovered

This issue was first reported in the audit for the year ended June 30, 1997. In that audit
we discovered that several thousand TennCare participants had fictitious or “psuedo” social
security numbers. In response to that finding, management stated that the reverification project
would help to ensure that valid numbers are obtained from enrollees. The audit report for year
ended June 30, 1998, reported that there were still 84 enrollees on TennCare's system with
uncorrected “psuedo” social security numbers. In response to that finding, management stated
that “Health Departments included information in their training that addressed validation of
Social Security Numbers and obtaining a valid number for enrollees with pseudo numbers.” In
the audit report for year ended June 30, 1999, we reported that there were still 68 enrollees on
TennCare’'s system with uncorrected “pseudo” socia security numbers. The response to that
finding did not discuss “pseudo” social security numbers. In the audit report for year ended June
30, 2000, we reported that TennCare had 79 enrollees with uncorrected “pseudo” social security
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numbers. In response to that finding, management stated that it “is our intent to address this
issue as a part of our planning for the new TCMIS.” In the audit report for year ended June 30,
2001, we reported that 76 individuals had uncorrected “pseudo” social security numbers in
TennCare' s system.

Management concurred with the 2001 audit finding and stated,

There are pseudo sociad security numbers in the TCMIS and the Bureau is
working on a means of validating and correcting them through the Socia Security
Administration (SSA). The TCMIS assignment of pseudo social security
numbers occurs for newborns to the system through the uninsured/uninsurable
process. . . .

Similar to results noted in the five previous audits, when computer-assisted audit
techniques were used to search TCMIS, the search reveded that 721 TennCare participants had
invalid or pseudo social security numbers. Thirty-three of the 721 social security numbers were
pseudo social security numbers that began with “888,” which are assigned by TCMIS.
According to TennCare personnel, some applicants who do not have their social security cards
and/or newborns who have not yet been issued social security numbers are assigned these pseudo
numbers. The remaining 688 individuals had invalid social security numbers.

Testwork revealed that, during and after the end of the audit period, TennCare staff
replaced 52 of the 721 invalid/pseudo socia security numbers with valid numbers. However, the
remaining 669 invalid or pseudo social numbers were still in the TCMIS system as of November
2002. Further testwork revealed that one TennCare enrollee had been enrolled in Medicaid with
an invalid socia security number since 1981. Another enrollee was enrolled since 1991 with a
pseudo social security number.

Also, while it is not always possible to obtain social security information for newborns
(zero to three months), auditors noted that several individuals with pseudo socia security
numbers were over one year old or had psuedo social security numbers for severa months or
years. The total amount paid for individuals with invalid social security numbers was $583,253.
Federal questioned costs totaled $369,699. The remaining $213,554 was state matching funds.

According to the Code of Federal Regulations, Title 42, Part 435, Section 910(a), “The
agency must require, as a condition of eligibility, that each individua (including children)
requesting Medicaid services furnish each of his or her social security numbers SSNs).” In
addition, according to the Code of Federal Regulations, Title 42, Part 435, Section 910(g), “The
agency must verify each SSN of each applicant and recipient with SSA [Socia Security
Administration], as prescribed by the Commissioner, to insure that each SSN furnished was
issued to that individual, and to determine whether any others were issued.” TennCare is adso
required to follow the Rules of the Department of Finance and Administration, Bureau of
TennCare, Chapter 1200-13-12-.02 (2)(b), which state, “All non-Medicaid €ligible individuals . .
. 3. Must present a Social Security number or proof of having applied for one. . . .” Also,
according to the Rules of the Tennessee Department of Human Services, Division of Medical
Services, Chapter 1240-3-3-.02 (10), “As a condition of receiving medical assistance through the
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Medicaid program, each applicant or recipient must furnish his or her Social Security Number
(or numbers, if he/she has more than one) during the application process. If the
applicant/recipient has not been issued a number, he/she must assist the digibility worker in
making application for a number or provide verification that he/she has applied for a number and
is awaiting its issuance.”

Indligible Enrollees Discovered

This portion of the audit finding was first reported in the prior audit. Management did
not concur with this portion of the prior audit finding and stated that,

We do not concur that individuals eligible under Medicaid categories in the
TCMIS and not eligible in ACCENT [the Automated Client Certification and
Eligibility Network] represent ineligible TennCare enrollees. As stated in the
audit finding, existing business rules alow certain categories of eligibles to be
extended for up to 12 months of digibility within the TCMIS. We concur that
Medicaid enrollees could remain eligible beyond the twelve month extended end
date as aresult of pended/incomplete applications. TennCare generates notices to
all Medicaid enrollees 30 days in advance of reaching their TCMIS end date. If
an application is entered into ACCENT or the TCMIS within the window
allowed, the end date is opened until the application is completed. TennCare
Information Systems has worked closely with the Department of Human Services
to ensure these pended applications are reported accurately to TennCare, and
TennCare reviews any incomplete/pended uninsured/uninsurable applications.
Beginning in November 2001 TennCare is identifying the population who have
been extended for greater than 12 months of digibility with aged/pended or
incomplete applications, loading end dates to those records and re-sending the 30
day advanced termination notice.

In its comments, management stated that TennCare's unwritten “business rules’ allow
certain categories of Medicaid-eligible enrollees a 12-month extension of eligibility even though
the enrollee’ s éigibility on ACCENT ends before the 12-month extension ends. We determined
that the TennCare waiver allows TennCare to grant eligibility for one year only for “medically
needy” enrollees if they are eligible for any month of a calendar year. This extension does not
appear to apply to any other categories of eligibility. During audit fieldwork, auditors made
numerous requests of management to provide written documentation and justification giving
TennCare the authority to grant digibility to “categoricaly needy” Medicaid enrollees in
segments of 12 months, or to allow enrollees to remain Medicaid €ligible until all applications
are processed. However, as in the previous year no such documentation was provided.

In November 2001, to respond to the prior finding, TennCare identified and started the
termination process for enrollees mentioned above rather than citing unsubstantiated existing
“business rules.”

A sample of the Medicaid population, excluding Supplemental Security Income (SSl)

enrollees, was tested to determine if the enrollees were dligible for Medicaid on the date of
service, based solely upon the information in ACCENT. Testwork revealed that TennCare did
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not ensure that DHS maintained adequate documentation of the information entered into
ACCENT. See finding 02-DFA-08 for further details on this matter. Medicaid enrollees are
enrolled through DHS and Children’s Services using ACCENT. TennCare receives daily
digibility data files from ACCENT, which update information in TCMIS. The Bureau of
TennCare pays the managed care organizations MCOs) and behaviora health organizations
(BHOs) amonthly capitation payment to provide services to these enrollees. For the year ended
June 30, 2002, the Bureau paid capitation payments totaling over $2.3 billion to MCOs and over
$357 million to BHOs for TennCare enrollees. Of the 60 capitation payments for Medicaid
enrollees tested, testwork revealed 3 enrollees (5%) were not igible for Medicaid on the date of
service, based solely upon the information in ACCENT. Of the three ineligible enrollees, two
enrollees were no longer eligible for Medicaid according to ACCENT, and one enrollee enrolled
through Children’s Services was no longer in state custody. According to TennCare's eligibility
policies and procedures manual, the two enrollees Medicaid eligibility should have ended in
TCMIS one month after eligibility ended in ACCENT.

Specific details from the sample testwork were as follows:

For one enrollee, Medicaid ended per ACCENT on November 30, 1997, and should
have ended in TCMIS on December 31, 1997. However, TennCare did not close the
enrollee’s Medicaid eligibility on TCMIS until December 31, 2001, which allowed
this enrollee to continue receiving Medicaid services for four extra years. This
enrollee was not classified as “medically needy.”

For another enrollee, Medicaid ended per ACCENT on August 31, 2001, after 18
months of “Transitional Medicaid.” In Tennessee, Families First €ligibility
automatically qualifies an individual for Medicaid. According to the Families First
Policy and Procedure Manual, “Transitional Medicaid” is Medicaid eligibility that is
extended for 18 months after an individua loses Families First digibility. This
enrollee’s Medicaid digibility should have ended on September 30, 2001, in TCMIS.
However, TennCare did not close this enrollee’ s Medicaid eligibility on TCMIS until
February 1, 2002, which alowed this enrollee to continue to receive Medicaid
services for an extra four months. This enrollee was not classified as “medically
needy.”

One enrollee’'s Medicaid was open on ACCENT on the date of service, but the child
was no longer in state custody. The Child Welfare Benefits Counselors within
Children's Services are responsible for €ligibility determinations and
redeterminations of children in state custody. According to Children’s Services
personnel, when a child leaves state custody, Children’s Services ends the Medicaid
eigibility in ACCENT after a 30-day extension. This enrollee was released from
state custody on August 18, 2000. This enrollee’s Medicaid eligibility should have
ended on September 18, 2000. However, Children’'s Services did not end the
Medicaid digibility until March 31, 2002, which allowed this enrollee to continue
recelving Medicaid services for an extrayear and six months.
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The Medicaid population, excluding SSI enrollees, makes up approximately 53% of the
TennCare population. The total amount of capitation improperly paid during the audit period for
all the errors noted above was $541, out of a total of $4,848 tested. Federal questioned costs
totaled $345. The remaining $196 was state matching funds. We believe likely questioned costs
exceed $10,000.

Furthermore, because TennCare has not ensured that only Medicaid-eligible individuals
are enrolled in TennCare as a Medicaid enrolleg, ineligible enrollees could be inappropriately
enrolled in other programs. For example, according to the Code of Federal Regulations Title 7,
Part 247, Section 7(d)(2)(vi)(A), Medicaid enrollees are automatically income-eligible for the
Department of Health's Specia Supplemental Nutrition Program for Women, Infants, and
Children (WIC).

Recommendation

Note: For theissuesthat have been repeated in this finding over the years, thisisthe same
basic recommendation that has been made in the many past audits.

The Director of TennCare should ensure that adequate staff is assigned at DHS and
Children’s Services to verify information on all applications and that al information on the
applications is verified. The Director of TennCare should ensure that documentation of all
critical information used in an eligibility determination or premium determination is maintained
in the enrolleg’sfile.

The Director should ensure that valid social security numbers are obtained for all
individuals in a timely manner. The Director should ensure that only eligible enrollees are
receiving TennCare, and all ineligible enrollees should be removed from the program. When
possible, TennCare should recover capitation payments made to the MCOs for indligible
enrollees.

M anagement’s Comment

| nadeguate Staff to Verify I nformation on Applications

We concur that during the audit period we had inadequate staff for verification of
information on applications. Under the modifications to the TennCare waiver, approved by the
U. S. Department of Health and Human Services on May 30, 2002, the Department of Human
Services (DHYS) isthe single point of entry for all TennCare applications. This process includes a
face-to-face interview with verification of critical eligibility components. Once approved, the
modified waiver became effective January 1, 2003, with eligibility determinations beginning
July 1, 2002, at the county Department of Human Services offices.

TennCare has a contract with DHS that requires performance of eligibility determinations
and redeterminations including verification of critical eigibility components.
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No Verification of Applicationsfor Individuals L osing M edicaid

See comments above.

I nadeguate Documentation of Eligibility | nformation (This portion of the finding has not
been reported in prior years)

We concur in part. Effective July 1 2002, all eligibility determinations are made by DHS
through face-to-face encounters. Proof of information regarding income is required at the time of
each face to face interview for eligibility determination.

DHS enters al critical information into the ACCENT system. Approva of the ACCENT
system design, which includes the electronic recording of eligibility data, was obtained from the
U.S. Department of Health and Human Services before implementation of the system in 1992.
There has never been any indication from the Centers for Medicare and Medicaid Services
(CMYS), formerly the Health Care Financing Administration, that the process in place was not
adequate to meet federal requirements. In addition, the State Attorney General aso issued an
opinion in 1992 that the use of an electronic eigibility file and the application form satisfied
legal requirements for determining dligibility.

As required by federal law and to ensure program integrity, DHS has had a quality
control system in place since implementation of TennCare (and previously under the Tennessee
Medicaid program). In this quality control system, called Medicaid Eligibility Quality Control
(MEQC), each month DHS uses a random sampling of Medicaid cases to validate eligibility
determinations, whether active (eligible) or negative (denied). The MEQC system is designed to
reduce erroneous expenditures by monitoring eligibility determinations, third party liability
activities, and clams processing (State Medicaid Manual, Part 7, Quality Control). MEQC
programs approved in Section 1115 waiver states are relieved of any liability for disallowances
for Medicaid eligible enrollees and for individuals added under the waiver resulting from errors
that exceed the 3 percent tolerance level established by federa regulations.

In addition, TennCare contracts with the University of Tennessee for the performance of
MEQC procedures for the uninsured and uninsurable population.

TennCare believes that the eligibility procedures, including the level of documentation,
and the MEQC reviews and follow-up activities provide adequate internal controls over the
eligibility process and meet federal requirements.

Invalid and Pseudo Social Security Numbers Again Discover ed

We concur in part. The TCMIS assignment of pseudo social security numbers occurs for
newborns to the system. Benefits for illegal/undocumented aliens are issued with pseudo
numbers, since they cannot get a SSN legally. These are the only cases that will never have a
'real’ SSN.
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Effective July 1 2002, al igibility determinations are made by DHS where dligibility
information is entered into the ACCENT system. If a number is blank or invalid, ACCENT does
an automatic front end match of SSN's entered into the system and provides an ‘alert' to the case
worker if an adjustment needs to be made. DHS also has a systems report of individuas for those
that cannot be matched (usually newborns) that workers are to check. DHS aso uses State on-
line Query (SOLQ) to verify a number if an individual does not have a card. ACCENT does not
allow two individuas to use the same SSN.

Ineligible Enrollees Discover ed

We do not concur that individuals eligible under Medicaid categories in the TCMIS and
not eigible in ACCENT represent ingligible TennCare enrollees. As stated in the audit finding,
business rules (Member Services Policy — MS-002) allowed certain categories of eligibles to be
extended for up to 12 months of digibility within the TCMIS. We concur that Medicaid
enrollees could remain eligible beyond the twelve month extended end date as a result of
pended/incomplete applications.

Upon implementation of TennCare, it was apparent that the nature of sudden and
retroactive loss of Medicaid €ligibility was not in keeping with a good managed care
environment. Therefore, methodology was adopted to assure continuity of care for Medicaid
enrollees as outlined in the goals for the Waiver and the TennCare Program. Since Families First
Legidation extends benefits for eighteen (18) months, it is no longer necessary to provide an
additional extension in order to achieve continuity of care for enrollees and we have discontinued
this practice.

TennCare generates notices to all Medicaid enrollees 30 days in advance of reaching their
TCMIS end date. If an application is entered into ACCENT or the TCMIS within the window
alowed, the end date is opened until the application is completed. TennCare Information
Systems has worked closely with DHS to ensure these pended applications are reported
accurately to TennCare, and TennCare reviews any incomplete/pended uninsured/uninsurable
applications. Beginning in November 2001 TennCare identified the population who have been
extended for greater than 12 months of eligibility with aged/pended or incomplete applications,
loading end dates to those records and re-sending the 30 day advanced termination notice.
Significant re-verification efforts were implemented at this time. Effective July 1 2002, DHS
became the single point of entry for all TennCare determinations and redeterminations including
verification of critical eligibility components.

Rebuttal
In a letter of correspondence from the U.S. Department of Health and Human Services
(HHS) to the Commissioner of the Department of Finance and Administration (F&A) regarding

the Single Audit for the State of Tennessee for the period July 1, 2000, through June 30, 2001,
HHS stated:
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This is a material weakness, a materia instance of noncompliance, and a repeat
finding. We recommend 1) procedures be strengthened to ensure participant
eligibility is accurately determined and periodically reviewed for any changes that
would affect eigibility . . .

Regarding the lack of documentation, the Code of Federal Regulations (CFR), 42 CFR
431.17(d), “ Conditions for optional use of microfilm copies,”

The agency may substitute certified microfilm copies for the originals of
substantiating documents required for Federal audit and review [emphasis added]

While federa regulations do not explicitly define the form of the documentation to be
maintained, this regulation establishes that there is an expectation that the department maintain
original documentation of the information received.

Regarding the invalid or pseudo social security numbers again discovered, it is not clear
from management’ s comments which part of the issue management does not concur.

Regarding the ineligible enrollees discovered we did not state that all individuals eligible
under Medicaid categories in the TCMIS and not eligible in ACCENT represent ineligible
TennCare enrollees. However, we did identify individuas in TCMIS who appear to be
ineligible. Although management does not concur, it again has not provided any documentation
to support the eigibility of those enrollees in question. Furthermore, there is no provision in the
rules, written policies, or written “business rules’ that allows individuals who submit incomplete
applications to remain eligible for program services indefinitely. As stated in the audit finding,
one enrollee’s Medicaid should have ended on December 31, 1997, but was not ended until four
years later on December 31, 2001.

Management did not address the part of the recommendation concerning the recovery of
capitation payments made to the MCOs for ineligible enrollees.
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Finding Number 02-DFA-13

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Reportable Condition

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, and Eligibility
Questioned Costs $241,287.00

TennCare incorrectly reimbursed M anaged Car e Organizations, Consultec, Volunteer
State Health Plan, and the Department of Children’s Services for servicesthat were
unallowable or not performed, resulting in federal questioned costs totaling $241,287;
TennCare also claimed to have newly written proceduresto address the Children’s
Services issues, but would not provide those procedures during the audit

Finding

As noted in the prior three audits, TennCare has paid the Department of Children’s
Services (Children’s Services) for services that were unalowable or not performed. In
accordance with its agreement with TennCare, Children’s Services contracts separately with
various practitioners and entities (service providers) to provide Medicaid services not covered by
the managed care organizations (MCQOs) and the behavioral health organizations BHOS) that are
also under contract with TennCare. During the year ended June 30, 2002, TennCare paid
approximately $140 million in fee-for-service reimbursement claims to Children’s Services. The
prior audit noted $576,721 improperly paid to Children’s Services. The current audit showed
some improvements made by Children's Services had reduced these improper billings to
$199,809 for the current audit period.

The three previous audit findings addressed three specific types of unallowable payments
made by TennCare to the Department of Children’s Services:

payments for incarcerated youth,
payments for children on leave status, and
payments for children under the age of three.
Regarding the unallowable costs to children under three years of age, testwork revealed that for

children under the age of three who received services, those services appeared to be medically
necessary. However, the two other issues remain.

In a letter of correspondence from the U.S. Department of Health and Human Services
(HHS) to the Commissioner of the Department of Finance and Administration (F&A) regarding
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the Single Audit of the State of Tennessee for the period July 1, 2000, through June 30, 2001,
HHS stated:

Thisis arepeat finding. We recommend 1) procedures be implemented to ensure
Federa funds are not used for health care costs of a) children who are in youth
development or detention centers, . . . ) children on runaway status, . . .

Testwork revealed the following deficiencies:

Payments for Incarcerated Y outh

Since 1997, TennCare has not identified incarcerated youth enrolled in the program and
has paid for the health care costs of youth in the state’s youth development centers and detention
centers. Management concurred with this part of the prior audit finding and stated, “We will
implement procedures to improve our monitoring of DCS's [Children’s Services] billing activity
to be sure that inappropriate payments requested are either denied or recouped, if payment has
already occurred.” The contract between TennCare and Children’s Services requires Children’s
Services to submit monthly, beginning July 1, 2001, a listing of children who are incarcerated.
However, based on discussions with TennCare’s Children’s Services liaison, TennCare received
its first listing on June 7, 2002, and therefore was unable to perform necessary reviews of the
billing activity for the period under audit.

Under federal regulations (Code of Federal Regulations, Title 42, Part 435, Sections
1008 and 1009), delinquent children who are placed in correctional facilities operated primarily
to detain children who have been found delinquent are considered to be inmates of a public
institution and thus are not eligible for Medicaid (TennCare) benefits.

In addition, athough TennCare's management had entered into a Memorandum of
Understanding (MOU) in fiscal year 1999 with F&A Division of Resource Development and
Support (RDS) to examine this area, TennCare still does not have adequate controls and
procedures in place to prevent these types of payments.

As in the previous audits, we used computer-assisted audit techniques (CAATS) to search
TennCare€'s paid claims records to find that TennCare made payments totaling $268,582 for the
year ended June 30, 2002, for juveniles in the youth development centers and detention centers.
Of this amount, $127,410 was paid to MCOs; $77,667 to Children’s Services, $51,116 for
TennCare Select fee-for-service claims; and $12,389 for drug claims paid through Consultec.
Federa questioned costs totaled $163,510. The remaining $105,072 was state matching funds.

The payments to the MCQOs were monthly capitation payments—payments to managed
care organizations to cover TennCare enrollees in their plans. Since the Bureau did not receive a
listing of incarcerated youth until June 7, 2002, and was not aware of the ineligible status of the
children in the youth development and detention centers for most of the audit period, TennCare
incorrectly made capitation payments to the MCOs on their behalf. As a result, TennCare is
making payments on behalf of these individuals to the MCQOs, which incur no costs for providing
Services.
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Payments for Children on Leave Status

TennCare has paid Children's Services for enhanced behavioral hedth services for
children who are in the stat€’ s custody but are on runaway status or placed in a medical hospital.
No services were performed for these children because they have run away from the service
providers or have been placed in a medical hospital. In response to the audit for fiscal year
ended June 30, 1999, management stated:

We concur. TennCare will review the services provided by the BHOs in relation
to those services provided by DCS and will work with DCS to ensure their
knowledge of those services that can be billed to TennCare and those that must be
billed to the BHOs. TennCare will continue to work with DCS to determine the
cause and resolution necessary to resolve problems addressed with this program.
TennCare will address monitoring techniques that may be available to help detect
or prevent unauthorized payments for children in state custody or at risk of
coming to state custody.

Regarding payments for children on leave status in the audit for fiscal year ended June
30, 2000, management stated:

TennCare has instructed DCS not to bill TennCare for services not provided to
children on leave status. TennCare is developing a DCS Policies and Procedures
Manual and will confirm this understanding in that manual. In addition,
TennCare will request that F&A PAR strengthen its efforts to assure that
inappropriate payments are better detected in the future.

Management again concurred with this portion of the prior audit finding in the 2001 audit
report and stated that

TennCare should not be paying the Department of Children’s Services (DCS) for
services to incarcerated youth or for services for children on leave status. . . .

During fieldwork, management stated that TennCare had developed procedures and was
in the process of reviewing these procedures. Although TennCare staff stated they were
developing a procedures manual, we were unable to confirm its existence because TennCare
would not provide it to us. In January 2003, management stated that they were till in the
process of modifying some of the procedures. However, these procedures have not been
implemented. As a result, the problems with this area continued during the audit period.
According to Office of Management and Budget (OMB) Circular A-133, to be alowable,
Medicaid costs for services must be for an allowable service that was actually provided. Code of
Federal Regulations, Title 42, Part 1003, Section 102, prohibits billing for services not rendered.

It is the responsibility of Children’s Services to notify TennCare when children run away
from service providers or are hospitalized in a medical hospital. In related findings in Children’s
Services audits for the previous three audits, Children’s Services' management concurred in part
with the audit findings. Auditor inquiry revealed that Children’s Services still does not notify
TennCare when children are on runaway status or are placed in a medical hospital. TennCare
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relies upon Children’s Services not to bill TennCare when the department has determined the
child has run away or been placed in a medical hospital. The Children’s Services provider
policy manual allows service providers to bill Children’s Services for up to 10 days for children
on runaway status. However, based upon HHS' response to the prior year audit findings as well
as TennCare not obtaining written approval for the payment of leave days from CMS, Children’s
Services cannot bill TennCare for those leave days. Children’s Services' provider policy manual
also alows service providers to bill Children’s Services for seven days if the provider plans to
take the child back after hospitalization. If the provider has written approval from the Children’s
Services Regional Administrator, the provider may bill Children’s Services for up to 21 days
while the child is in the hospital, but as stated above Children’s Services cannot bill TennCare
for any hospital leave days. In spite of repeat audit findings, the Bureau till has no routine
procedures, such as data matching, to check for such an eventuality. Therefore, the Bureau has
again elected to pay Children’s Services without assuring that treatment costs were incurred by
the service providers. However, based on the prior findings, TennCare was aware of the
possibility of such costs and should have taken appropriate action to identify such situations.

During fieldwork, we asked management about the “new €ligibility file update system”
referenced in last year's management’'s comment and how through this system, €igibility
information is updated daily. Based upon discussion with management these electronic updates
are related to moving the child from the current managed care organization into TennCare select
and are not related to the fee-for-service payments to children’s services.

Asin prior years, using CAATS, we again performed a data match comparing TennCare’s
payment data to runaway records from the Tennessee Kids Information Delivery System
(TNKIDS). The results of the data match indicated that for the year ended June 30, 2002,
TennCare had improperly paid $86,917 to Children’s Services for children on runaway status.
Federa questioned costs totaled $55,347. The remaining $31,570 was state matching funds.

In addition, as in prior years using CAATS, we again performed a data match comparing
TennCare's payment data to medical records from the MCQOs. The results of the data match
indicated that for the year ended June 30, 2002, TennCare had improperly paid $35,041 to
Children’s Services for children while they were in hospitals. Federal questioned costs totaled
$22,313. The remaining $12,728 was state matching funds.

Targeted Case M anagement

The Department of Children’s Services bills and receives reimbursement from TennCare
for targeted case management. Targeted case management includes but is not limited to case
manager visits with children, developing permanency plans, maintaining case files, and
arranging TennCare related services such as health screenings and behavioral health services.
Children’s Services bills TennCare a daily rate for each child in its custody that has been
assigned a case manager. Targeted case management billings were over $56 million for the year
ended June 30, 2002. We selected a sample of 42 children for which TennCare paid a total of
$10,719 to Children’s Services for targeted case management. Based upon the testwork
performed, there was no evidence that case management was provided to 2 of 42 children tested
(5%) during the dates of services specified in the billing. TennCare paid $184 for the two
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billings in question. Federa questioned costs totaled $117. The remaining $67 was state
matching funds. We believe likely federal questioned costs exceed $10,000 for this condition.

TPL Edits Overridden

It was also determined that TennCare overrides TPL (third-party liability) edits for
Children’s Services claims. The TPL edits are designed to identify enrollees who have other
insurance and deduct/adjust the amount of claim reimbursement owed to the providers by
TennCare. Because TennCare chose to override these edits, the state and the federal government
are paying for services that are the legal obligation of third parties. OMB Circular A-133
requires that “states must have a system to identify medical services that are the legal obligation
of third parties,” so that costs are not passed on to the federal government. Similarly, the state
should not have to pay for these costs.

In total, $199,809 was improperly paid to Children’s Services; $127,410 to the MCOs
$51,116 for TennCare Select fee-for-service claims; and $12,389 for drug claims paid through
Consultec. A total of $241,287 of federa questioned costs is associated with the conditions
discussed in this finding. The remaining $149,437 was state matching funds.

Recommendation

Note: This is the same basic recommendation, for the repeated portions of the finding,
madein the prior three audits.

In light of the multiple repeat findings over the years, the Director and staff of TennCare
must realize the probability of such improper payments continuing in the absence of effective
controls. They should at least ensure that computer-assisted monitoring techniques are
developed by the Bureau to prevent or detect payments for incarcerated youth, children on
runaway status, and children placed in medical hospitals. The Director of TennCare should
ensure that Children’s Services bills only for recipients who receive services and are eligible to
receive services. The Director should ensure that targeted case management rates and billings by
Children’s Services are based on children receiving targeted case management services. The
Director should ensure that TennCare does not override the third-party liability edits for
Children’s Services clams and that TennCare does not pass on to the state and federa
government the cost of services that are the legal obligation of third parties.

M anagement’s Comment

We concur in part, including the notation that there were reductions in inappropriate
billings. The staff of the Bureau worked assiduously with the Department of Children's Services
(DCS) during the last quarter of fiscal year 2002 to develop policies and procedures for
identifying and reporting children who are either in a youth development center (YDC) or on
runaway status. According to the interagency agreement, beginning in June 2002, DCS provides
amonthly list of childrenin YDCs and a list of children on runaway status. Currently, TennCare
Fisca staff review hillings against these lists to identify any inappropriate billings and
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subsequently recoups any funds paid for indligible services. This, as the report has noted, has
resulted in a reduction in the amount of inappropriate billings for both incarcerated and runaway
youth.

The policies and procedures referenced in the finding were in still in progress while the
auditors were performing the audit. Although the policies and procedures have still not been
finalized, the listings generated as a result of the work done on them are available and are being
used as stated previously. TennCare did not release these policies and procedures because after
extensive internal review, it was determined that they did not fulfill the requirements of the
interagency agreement with DCS. Specifically, while the procedures identified children who are
ineligible for certain services and allowed TennCare to recoup inappropriate billings, they did
not fulfill the requirement that DCS prevent inappropriate billings, and submit only *clean”
billings.

Accordingly, four new policies and procedures have been requested of DCS: One each
for identification of children in a YDC or on runaway status and one each to prevent
inappropriate billings of children in a YDC or on runaway status. TennCare has also requested
the assistance of the Department of Finance and Administration, Office of Program
Accountability Review (PAR) to validate the listings as part of the Bureau's monitoring of DCS.
TennCare is now in the process of working with DCS to ensure that these policies and
procedures are established.

We will review the processes in place over TPL and the related edits to determine
whether any changes should be made.

While improvements have been made in developing DCS infrastructure (their process for
identifying children who are ineligible due to their incarcerated or runaway status) and in
reducing or recouping inappropriate billings, the Bureau is committed to continuing to work with
DCSto ensure billings reflect only eligible services.
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Finding Number 02-DFA-15

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Reportable Condition

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs None

TennCare has not adequately monitored TennCare-reated activities at the Department of
Children’s Services

Finding

The previous five audits have reported that TennCare has not adequately monitored
TennCare-funded activities of the Department of Children’s Services (DCS). TennCare uses the
services of the Department of Finance and Administration’s Division of Resource Development
and Support (RDS) to monitor DCS. The prior year's audit finding addressed two specific areas
where RDS did not follow the requirements of its agreement with TennCare.

RDS did not test the accuracy of DCS hilling rates.
RDS did not submit quarterly monitoring reports.

These areas were not corrected. Management concurred with the prior audit finding and
stated that TennCare had discussed the testing of billing rates with RDS in a planning meeting
and had determined that TennCare would be responsible for monitoring these rates.
Management also stated that TennCare would select a sample of claims on a periodic basis, test
the rates billed by DCS, and resolve any discrepancies with DCS. In addition, management also
stated that TennCare would work with RDS to ensure that the quarterly reports are submitted.
However, based upon discussions during fieldwork with the Assistant Commissioner of Delivery
Systems, the Chief Financial Officer, an Assistant Commissioner with the Department of
Finance and Administration, and TennCare's DCS liaison, none knew if any of these actions had
occurred.  Furthermore, testwork revealed that neither RDS nor TennCare has tested the
accuracy of DCS billing rates. In addition, TennCare did not modify the contract with RDS to
remove RDS' responsibility to test the rates. Discussions with management during fieldwork
reveded that an Assistant Commissioner had discusson with RDS regarding this matter.
However, the Assistant Commissioner did not ensure that the contract was modified.

Testwork aso revealed that RDS did not submit a monitoring report to TennCare for the
first quarter of the audit period, and the monitoring efforts for the fiscal year did not include all
procedures requested by TennCare. For example, according to the agreement between TennCare
and RDS, RDS is also responsible for the following:

100



determining whether DCS has implemented procedures to identify incarcerated youth
and prevent charges related to the care and treatment of the incarcerated youth to
TennCare and to provide TennCare with notification of the date of admission and
release of ayouth to/from alocked facility;

testing to ensure that the rates charged to TennCare are consistent with the
documentation of expenditures;

testing whether DCS adjusted billings to TennCare with any reimbursements/credits
received from third-party providers for services previously billed to TennCare; and
testing for the consistency of amount billed by provider and paid by DCS and the
amount billed to TennCare by DCS.

Based on discussions with RDS personnel, none of the above were performed during the fiscal
year.

In accordance with the agreement between DCS and TennCare, DCS contracts separately
with various practitioners and service providers to provide health care benefits not provided by
the managed care organizations (MCOs) and the behavioral health organizations BHOs) under
contract with TennCare. DCS pays these providers and bills TennCare for reimbursement. For
the year ended June 30, 2002, TennCare paid approximately $140 million to DCS in fee-for-
service reimbursement claims.

Because of the inadequate monitoring of DCS, TennCare cannot ensure that the amounts
billed are correct and alowable.

Recommendation

The Director of TennCare should ensure that RDS properly performs its responsibilities
under the monitoring agreement and should require quarterly reports from RDS. The Director of
TennCare should see that specific TennCare staff are assigned the duties of monitoring the DCS
billing rates and that they fulfill that responsibility. The Director should ensure that staff are
held accountable for actions promised in management’s comments that do not occur.

M anagement’s Comment

We partialy concur. The new contract with RDS that went into effect October 1, 2002
will be revised to no longer require testing of the DCS rates.

Although the agreement with RDS stated the contractor would test rates billed by DCS,
the Bureau agreed with RDS to test the rates internally. However, these tests were not performed
during the audit period. Because of the process in place for establishing and loading DCS rates,
the determination has been made that rates do not require testing. DCS residential treatment rates
are reviewed in advance by the Comptroller’s Office and the methodology is approved by the
Centers for Medicare and Medicaid Services. Rates for targeted case management are reviewed
by the Comptroller’s Office. All rates are verified for accuracy when loaded onto the payment
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system. The system will identify and reject any billings that exceed the established rates. The
new contract with RDS that went into effect October 1, 2001, was revised and no longer requires
testing of the DCS rates.

RDS submitted quarterly monitoring reports for three quarters during state fiscal year
2002 and a memorandum report for the first quarter of the year. For the first quarter, monitoring
of DCS residential providers was not performed; this information is clearly disclosed in the
memorandum dated October 19, 2002. RDS performs the monitoring of these providers during
the remaining three quarters of the year, thereby ensuring adequate monitoring.

Staff from the Bureau of TennCare worked with staff of DCS to develop a process to
provide the Bureau a monthly report of children who are incarcerated (in youth development
centers) and thus ineligible for TennCare services. Beginning in June 2002, DCS generated a
monthly report of children in the centers. Reports submitted to the Bureau cover the last quarter
of the fiscal year ending June 30, 2002. The Bureau has used these reports to send notices to
DCS regarding inappropriate billings.

While a procedure to identify incarcerated youth has been implemented, currently the
only procedure available to correct for these hillings is to notify DCS and recover funds.
Accordingly, TennCare requested, in January 2003, that DCS develop new policies to both
identify youth in the centers and prevent billings for these services to TennCare.

Rebuttal

This is the fifth consecutive year that the Bureau of TennCare has not ensured adequate
monitoring of DCS. Management has concurred with the audit finding in each of the previous
four audits.

In a letter of correspondence from the U.S. Department of Health and Human Services
(HHS) to the Commissioner of the Department of Finance and Administration (F&A) regarding
the Single Audit for the State of Tennessee for the period July 1, 2000, through June 30, 2001,
HHS stated:

Thisis amaterial weakness and a repeat finding. We recommend procedures
be strengthened to ensure billings from the Department of Children’s
Services are monitored to comply with grant requirements.

While RDS submitted quarterly monitoring reports for three quarters during the audit
period, this monitoring did not include areas required by the agreement TennCare has with RDS
which include:

determining whether DCS has implemented procedures to identify incarcerated youth

and prevent charges related to the care and treatment of the incarcerated youth to
TennCare and to provide TennCare with notification of the date of admission and
release of ayouth to/from alocked facility;
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testing to ensure that the rates charged to TennCare are consistent with the
documentation of expenditures;

testing whether DCS adjusted hillings to TennCare with any reimbursements/credits
received from third-party providers for services previously billed to TennCare; and

testing for the consistency of amount billed by provider and paid by DCS and the
amount billed to TennCare by DCS.

During fieldwork, discussions with the Assistant Commissioner of Delivery Systems, the
Chief Financial Officer, an Assistant Commissioner with the Department of Finance and
Administration, and TennCare’ s DCS liaison, none knew if TennCare had selected a sample of
claims on a periodic basis, tested the rates billed by DCS, and resolved any discrepancies with
DCS as promised in the previous audit’s management’ s comment.

It does not appear that “all rates are verified for accuracy when loaded onto the payment
system” as described by management. During fieldwork we noted that one procedure code for a
provider was incorrectly loaded as $270.79 per day instead of $275.79 per day. Further
investigation with staff at Children’s Services reveaed that Children’s Services had submitted a
request to TennCare to correct this problem. According to TennCare’'s system, the rate was
updated on September 16, 2002. Since TennCare did not have adequate rate monitoring in place,
it appears that if Children's Services had not notified TennCare of the rate discrepancy, the
problem would have gone on much longer without detection.

Given the high probability of errors when loading the rates, TennCare should improve its
rate monitoring effort. Also as stated in finding 02-DFA-13, TennCare has turned off third-party
liability (TPL) edits for Children’s Services claims. Monitoring of the rates could assist the
Bureau in determining that TPL amounts are appropriately being deducted from payments to
Children’s Services.

Finally, management stated that “the determination has been made that rates do not
require testing.” However, management contradicts this statement in the “State of Tennessee
Summary Schedule of Prior Audit Findings for Years 2001 and prior” required by the Office of
Management and Budget Circular A-133. In the reporting of the status of corrective actions for
the prior year audit findings as of June 30, 2002 management stated that “TennCare will select a
sample of claims on a periodic basis and test the rates billed by DCS.”
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Finding Number 02-DFA-18

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness and Noncompliance

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility
Questioned Costs $18,075.00

TennCare has still failed to ensure that adeguate processes are in place for approval of the
recipient and for thereview and payment of services under the Medicaid Home and
Community Based Services Waiver

Finding

As noted in the prior three audits, TennCare has not ensured that the Division of Mental
Retardation Services (DMRS) appropriately reviews and authorizes the eligibility of and the
allowable services for recipients under the Medicaid Home and Community Based Services for
the Mentally Retarded and Developmentally Disabled (HCBS MR/DD) Waiver and the Elderly
and Disabled waivers. DMRS allowed providers to render services to recipients before proper
eligibility preadmission evaluations (PAES) were performed and documented and before services
were reviewed and authorized. As a result, clams were paid for unalowable and/or
unauthorized services, and the required service plan and cost plans were inconsistent.

Management concurred with the findings reported in the audit reports for fiscal years
ended June 30, 1999, and June 30, 2000, and stated it would review and modify the service
authorization process. The only apparent change to the process occurred in June 2000 when
TennCare began approving PAEs. For the audit period ended June 30, 2001, management
partially concurred and indicated that it would continue to review the deficiencies noted in the
finding. It isnot clear from management’s prior comments with which part of the finding it did
not concur. Furthermore, as evidenced by the high percentage of errors, management apparently
has not taken sufficient action to correct the numerous issues noted.

A sample of 60 claims from the HCBS MR/DD Waiver was selected. Inthe review of
the 60 claims, testwork revealed that for 52 (87%) of the claims tested for the waiver recipients,
deficiencies were noted. The deficiencies included the following:

For 47 of the claims tested, the enrollee's service plans were not signed timely or
were missing from the regiona office. The Operations Manual for Community
Providers, Chapter 2, states that billing cannot be claimed for services furnished prior
to the development and authorization of the Service Plan.
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The services provided on the enrollee’s service plan were not in agreement with the
independent support plan (1SP) for two of the recipients tested.

The enrollee’s Freedom of Choice form was not completed properly or was missing
for five of the claims tested. Chapter 1 of the Operations Manual for Community
Providers requires the Freedom of Choice to be signed by the individual prior to
enrollment, and the completed form should include the name of the individual
considered for waiver services.

Chapter 2 of the Operations Manual for Community Providers requires the service
plan to be maintained for a minimum of three years by the organization funded to
provide support coordination. However, for 10 of the 35 ISC (independent support
coordination) claims in the sample, the service plans were either not approved by the
regional office or were missing at the ISC agency.

Proper supporting documentation was not retained by many of the vendors for the
clamsreviewed. In many instances, the support was inadequate because the hours or
days recorded by the vendor differed from the hours or days paid by TennCare. In
some cases, documentation could not be found, or the waiver recipient was absent
from the provider on the day the claim was made.

Testwork also reveaded that in one case the services provided exceeded the levels
approved in the service plans. For this claim, ten more hours of nursing were paid
than were approved on the service plan. In another case, a service approved on a
service plan was not provided to the enrollee.

The total amount of the 60 claims sampled was $91,429. Costs associated with the errors
noted above totaled $27,967, of which $17,809 is federa questioned costs. The remainder of
$10,158 is state matching funds. The total amount paid for HCBS MR/DD waiver claims was
$190,555,033.

A sample of 60 claims for the HCBS Elderly and Disabled waiver was selected. In a
review of the claims for the elderly and disabled recipients, testwork reveaed that for 57 of 60
claims tested (95%), the supporting documentation was not adequate. The following problems
were noted:

For 22 claims (37%), the supporting documentation for personal care obtained from
the provider was not adequate for many of the claims examined because the hours
paid did not agree with the hours the vendor recorded. Other differences occurred
because office hours that should have been charged as administrative time were
charged to personal care hours. Also, severa discrepancies were noted between the
meals provided and the meals paid. In some cases, vendors were paid for more units
than the documentation showed. (See the questioned costs below.)

For 55 claims (92%), the services were furnished pursuant to a written plan of care,
and numerous individuals who should have been furnished two to four hours of
personal care per the plan of care received less than two hours per day. Not following
the written plan of care could result in enrollees not receiving services in accordance
with their needs assessment.
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The total amount of the 60 claims sampled was $54,263. Costs associated with the
overpayments noted above totaled $417, of which $266 is federal questioned costs. The
remainder of $151 is state matching funds. The tota amount paid for HCBS Elderly and
Disabled waiver claims was $4,507,580. We believe likely questioned costs associated with this
condition exceed $10,000.

A sample of 25 PAEs from the HCBS waivers was selected from PAEs approved during
the year ended June 30, 2002. TennCare uses PAEs to document the necessity of waiver
services. Before enrollees obtain waiver services, TennCare requires an approved and completed
PAE. Inareview of the PAE approva process, testwork reveaed that for 13 of 25 PAES tested
(52%) for the waiver recipients, the PAES were not completed properly, or the supporting
documentation was not adequate. Specifically, one or more of the following deficiencies were
noted:

For ten PAEs (40%), the supporting physical and/or psychological exams were not
signed within the required time frame. Chapter 1 of the Operations Manual for
Community Providers requires that the psychological and physical exams be
performed within the preceding 12 months. If an exam was performed over 90 days
but less than one year before the PAE date, the PAE must be updated.

The regional office could not locate one of the approved PAESs selected for review.
For three PAES (12%), the Plan of Care on the PAE were not properly completed.

In addition, testwork noted that the TennCare Management Information System (TCMIS)
does not have a system edit to prevent payment for duplicate services during the same time
period for a person who receives services from more than one waiver. Although no duplicate
payments were found, similar services could be provided to an enrollee through different
waivers. Allowing individuals to receive services through multiple waivers could prevent others
who need waiver services from obtaining access to the services because there are a limited
number of slots available.

Since TennCare did not ensure that adequate processes were in place for the approval of
recipient eligibility and for the review and payment of services under the Medicaid Home and
Community Based Services Waiver, Medicaid providers of HCBS Waiver services were paid for
recipients whose €ligibility and services were not adequately documented.  Office of
Management and Budget Circular A-87, Cost Principles for Sate, Local, and Indian Tribal
Governments, requires that costs be adequately documented.

Recommendation
Note: Thisisthe same basic recommendation madein the prior three audits.
The Director of TennCare should determine why the measures taken in the previous year

were inadequate and should ensure that the eligibility criteria for al individuals are documented
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on the PAE. The Deputy Commissioner over DMRS should ensure that review and approval of
services under the HCBS Waiver is adequately documented. Freedom of Choice forms should
be appropriately completed for all enrollees. The Director should ensure that provisions are
made to ensure documentation is kept for providers that cease providing services. The Director
of TennCare should ensure that only properly supported and completed PAEs are approved.
Waiver claims without adequate documentation should be denied. The Director should ensure
that 1SC agencies maintain proper service plans. The Director of TennCare should ensure that
recipients are approved for only one waiver so as not to limit access to services by others.

M anagement’s Comment
We partially concur.

HCBS MR/DD Waiver |ssues

We concur. Draft audit findings have been provided to Division of Mental Retardation
Services (DMRS). The findings, as well as the auditor’ s documentation of these findings will be
reviewed at the April TennCare/DMRS Steering Committee meeting. Potential corrective
measures will be discussed aswell. DMRS will be required to submit a corrective plan within 30
days and TennCare will review and approve the plan or make additiona recommendations.
TennCare Division of Long Term Care (TDLTC) will monitor implementation of the corrective
actions.

TDLTC has hired a new staff member who will be responsible for tracking al corrective
actions for programs under TDLTC’ s administrative oversight.

The Corrective Action and Infrastructure Development Plan created by TennCare and
DMRS, with input from program stakeholders, includes measures intended to streamline the
planning and service authorization process. Work plans with action steps will be developed for
al areas of the Plan. All corrective actions identified in this plan will be tracked for completion
by identified responsible parties at TennCare and DMRS. Some work plans have been
developed with assistance from CMS technical assistance contractors. Development of
remaining work plans will be discussed at the April TennCare/DMRS Steering Committee
meeting.

Elderly and Disabled /Waiver

We concur with these findings. In fact, smilar issues were identified during the last
TennCare State Assessment of the ADAPT waiver. The report for the ADAPT State Assessment
has been delayed due to staffing and workload issues; however, a summary of the findings has
been compiled for review with Senior Services. A meeting will be scheduled to discuss findings
with Senior Services management during the month of April, in advance of issuing the report of
findings. The State Assessment Report will be issued by April 30, 2003. Senior Services will be
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required to submit a plan of correction that will be reviewed by TDLTC. Upon acceptance of the
plan of correction, TDLTC will monitor for implementation of corrective actions.

Senior Services has previousy been advised in correspondence from TDLTC that
travel/administrative time may not be billed as administrative hours.

PAEs

We partially concur with these findings. Nurse reviewers who approve the PAE ensure
that there is a physician’s history and physical within 1 year of the physician’s certification date
on the PAE. If the H&P (History and Physician Certification) is more than 90 days old, an
update is required. TDLTC policy is to consider the physician’s signature on the PAE as an
update to the H&P if “see attached” is written on the H& P section of the PAE. PAE nurse
reviewers are aware of the policies for PAE reviews. Reviewers receive an average of 4-6
months training including follow-behind review by an experienced review nurse. However,
approximately 32,000 PAEs are reviewed annually, and some human error is expected. TDLTC
isin process of collecting and reviewing auditor documentation and will address any errors that
are noted with the appropriate nurse reviewers.

In discussions with auditors, it was explained that while psychological dates may be after
the date of the PAE certification and the H& P date, an individua may not be enrolled in the
waiver until a PAE is approved. PAEs are not approved without an attached psychological.
Consequently, payment for waiver services should not occur prior to the date of the
documentation submitted with the PAE. Although TDLTC staff still do not fully agree with the
auditors position, we have revised internal policies to hopefully avoid further audit findings
related to thisissue. Nurse reviewers who review MR waiver or ICF/MR PAEs were instructed
to ensure that the date of the PAE certification and approval is on or after the date of the H& P
and psychological prior to approval. Written TDLTC internal policies will be revised
accordingly. We will follow this process point forward, but will not be able to make adjustments
for PAEs approved in the past. Following meetings with auditors last fall, a conference call was
held with DMRS intake staff to advise of potential audit findings. A forma memorandum will
now be sent to DMRS Central Office and Regiona Offices to outline changes in requirements
for PAEs submitted. The memorandum will also advise of the importance maintaining required
documentation in accordance with the contract between DMRS and TennCare, as well as
TennCarerules.

We do not have sufficient information at this time to determine agreement or
disagreement with findings related to Plans of Care. TDLTC staff will review auditor’'s
documentation to determine what was improper about the Plan of Care on the PAE and address

appropriately.
Systems Edit

We concur that there is no edit to prevent payment for services in 2 different waiver
programs simultaneously. However, no duplicate payments were found. Because of previous
audit findings, TDLTC explored the possibility of establishing such an edit, but were told that it
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was not possible at this time. Consequently, different avenues were explored to correct the
problem. All Support Coordination agencies were advised that clients were not to be enrolled in
other waiver programs if enrolled in the MR waiver. Senior Services were advised of the audit

finding as well. Although these may not have been the corrective actions originally intended,
there is no evidence at this point that these measures were not effective.
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Finding Number 02-DFA-19

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs None

TennCar € s monitoring of the pharmacy program payments still needs impr ovement

Finding

As noted in the prior year, TennCare's monitoring of the payments for the pharmacy
program still needs improvement. TennCare contracts with Consultec, LLC (Consultec) to pay
clams on a feefor-service basis to providers for individuals who are both Medicare and
Medicaid eligible as well as for behaviora health drugs for TennCare enrollees. Consultec pays
the claims submitted by the pharmacy program providers, and then TennCare reimburses
Consultec for the cost of the claims paid. TennCare reimbursed $850,742,110 to Consultec for
clams for the year ended June 30, 2002.

The prior audit finding discussed the following three specific problems:

TennCare did not adequately monitor the payments for the pharmacy program,

TennCare did not maintain al the weekly listings of claims submitted by Consultec,
and

TennCare could not locate the drug use review board annual report.

The last two issues have been corrected. However, the first and most critical issue
remains.

In response to the prior finding, management stated:

We do concur with the need for monitoring procedures. The Bureau will
coordinate efforts between the Fiscal Unit and the Pharmacy Unit to assure
written policies and procedures are developed and followed to effectively monitor
the contract between TennCare and Consultec (ACS). The monitoring effort will
include procedures that will assure claims are paid correctly for eligible members
and that Consultec pays providers exactly as they invoice the TennCare Bureau.
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Furthermore, during the current audit fieldwork, management stated that they planned for
the Internal Audit Unit to perform payment monitoring of Consultec and that management has
begun devel oping a monitoring process.

Based on discussions with management, testwork, and observation, we have determined
that TennCare has not developed the written policies and has not ensured adeguate monitoring of
the payments to Consultec. Some examples of the deficienciesin TennCare’'s monitoring of the
contract between TennCare and Consultec include the following:

TennCare did not monitor to ensure the amount paid to the providers for the drugs

was correct and based on the average wholesale prices of the drugs prescribed, and
that third-party liabilities were appropriately deducted from the amount paid.

TennCare did not adequately monitor to ensure that an individual provider claim was
not reimbursed more than once.

TennCare did not monitor to ensure that Consultec paid providers only for claims for
TennCare eligibles who should be receiving benefits through Consultec.

TennCare did not monitor to ensure that Consultec paid the providers the same
amounts billed to TennCare.

TennCare did not monitor for claims paid for deceased individuals or incarcerated
individuals.

Inadequate monitoring could lead to duplicate paid claims, ineligible recipients receiving
benefits, Consultec’s not paying providers what is billed to TennCare, and/or the incorrect
amount being paid for drugs. In addition, TennCare's inadequate monitoring of the payments for
the pharmacy program has resulted in payments for deceased individuas. (See finding 02-DFA-
22 for further details regarding this matter.)

Recommendation

Note: Thisisthe same basic recommendation for the remaining issues that has been noted
in the previous audit finding.

The Director of TennCare should ensure that staff perform adequate monitoring of
pharmacy program contract payments and develop and implement written policies and
procedures as necessary to effectively monitor the contract with Consultec. The monitoring
effort should include procedures to ensure that claims are paid only for individuals who should
be receiving benefits thorough Consultec, correct amounts are paid for drugs, third-party
liabilities are appropriately deducted, no duplicate claims are paid, claims are paid only for living
enrollees who are not incarcerated, and that Consultec is paying providers the same amount
billed to TennCare.
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M anagement’s Comment

TennCare Pharmacy Program

We concur. TennCare has worked extensively with our internal auditors over the last year
to develop a sound monitoring process for the TennCare Pharmacy Program’s contract with
Consultec. Our last meeting with the auditors was held on February 20, 2003. The auditors had
requested changes in the reports and other data submitted by the pharmacy contractor to alow
the TennCare Pharmacy Unit and TennCare Fiscal Unit to adequately monitor the contract. We
expect final written recommendations from the auditors in the near future. TennCare is currently
using an independent contractor to collect third party liabilities as that is not a duty performed by
Consultec.

The new monitoring process will include mechanisms that ensure, at a minimum:

Providers are paid accurately and TennCare is invoiced accurately for those claims
Providers claims are not paid twice (duplicate billings)
All paid pharmacy claims are for eligible TennCare members

Pharmacy claims are not paid for deceased members; or recognizing the lag between

death notices and claims submissions, recoupment of prescriptions that were paid in
error

112



Finding Number 02-DFA-20

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs None

TennCar e s monitoring of the paymentsfor TennCar e Select needs improvement

Finding

TennCare's monitoring of the payments for TennCare Select enrollees needs
improvement. TennCare contracts with Volunteer State Health Plan, Inc., for the administration
of TennCare Select. According to the contract, the purpose of TennCare Select is to “(1)
provide services to populations who are more difficult to serve because of their hedth care
needs, their mobility, and/or their geographic location; and (2) to serve as a back-up in any area
of the state where TennCare enrollees cannot be adequately served by other TennCare HMOs,
either in the event of the unexpected exit of an existing risk HMO or a need for additional
capacity.” Volunteer State Health Plan pays the claims submitted by the providers for
individuals enrolled in TennCare Select, and then TennCare reimburses Volunteer State Health
Pan for the cost of the claims. The amount TennCare reimbursed Volunteer State Health Plan
for TennCare Select claims was $312,061,645 for the year ended June 30, 2002.

Discussions with management reveded that TennCare staff have not adequately
monitored the payments to Volunteer State Health Plan for claims of the TennCare Select
enrollees.  Some examples of the deficiencies in TennCare’'s monitoring of the payments for
TennCare Select include the following:

TennCare did not monitor to ensure the amount paid to the providers for services
provided to TennCare Select enrollees was correct and that third-party liabilities were
appropriately deducted from the amount paid.

TennCare did not adequately monitor to ensure that an individual provider claim was
not reimbursed more than once.

TennCare did not adequately monitor to ensure that Volunteer State Health Plan only
billed TennCare for claims paid for eigible TennCare Select enrollees.

TennCare did not monitor to ensure that Volunteer State Health Plan paid the
providers the same amounts billed to TennCare.
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TennCare did not reconcile the amount TennCare reimbursed Volunteer State Health
Plan to the TennCare Select claim encounter data received by the Division of
Information Systems.

The inadequate monitoring could lead to duplicate paid claims, ineligible recipients
receiving benefits, Volunteer State Health Plan not paying providers the same amounts it
received from TennCare, and/or the incorrect amount being paid to providers.

Recommendation

The Director of TennCare should ensure that staff perform adequate monitoring of the
TennCare Select payments. The monitoring effort should include procedures to ensure that the
amount paid to the providers for services provided to TennCare Select enrollees is correct and
that third-party liabilities are appropriately deducted from the amount paid, an individual
provider claim is not reimbursed more than once, Volunteer State Health Plan only bills
TennCare for claims paid for eligible TennCare Select enrollees, Volunteer State Health Plan
pays the providers the same amounts received from TennCare, and TennCare reconciles the
amount TennCare reimburses Volunteer State Health Plan to the TennCare Select claims.

M anagement’s Comment
We concur. We will develop procedures to monitor for the items in the recommendation.

We have begun reconciling payments to encounter data. We will have an audit performed of the
amounts billed to the state for compliance with contract terms.
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Finding Number 02-DFA-21

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Reportable Condition

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs $919,767.00

For the second year, TennCare chose to go against the direction of the Centersfor
M edicare and M edicaid Services and inappropriately claimed federal matching funds for
premium taxesrelated to the graduate medical education program and pool payments
madeto M eharry Medical College and essential provider hospitals

Finding

As noted in the prior-year audit, against the direction of the Centers for Medicare and
Medicaid Services (CMS), TennCare inappropriately clamed federal funds for premium taxes
related to the graduate medical education program and a pool payment to Meharry Medical
College for its dental program. In addition, during the current audit, it was found that TennCare
also inappropriately claimed funds for premium taxes related to a pool payment to essential
hospital providers. Management did not concur with the prior-year audit finding even though
CMS specifically stated in both years approval letters that TennCare could not claim federal
financial participation for these taxes.

As noted in the prior finding, TennCare has contracted with four graduate medical
schools to administer the graduate medical education program. For the years ended June 30,
2002, and June 30, 2001, these contracts with the schools totaled $46 million for each year.

In addition to these four contracts, TennCare aso contracted each year with Volunteer
State Health Plan (VSHP), a managed care organization (MCO), to disburse the $46 million to
the four graduate medical schools. However, TennCare's payments to VSHP resulted in MCO
premium taxes that were to be paid by VSHP back to the state. Asaresult, TennCare contracted
with VSHP for a total of $46,938,776 for each fiscal year to cover VSHP's premium tax cost.
The approva letters from CMS to TennCare for the graduate medical education program
specificaly state,

... aswe have already advised your staff, the State cannot claim Federal financial
participation (FFP) for the $938,776 that you intend to pay Volunteer State Health
Plan for their cost of the MCO premium tax that will be paid back to the state.

An examination of TennCare's quarterly expenditure report revealed that TennCare again
claimed federal financial participation for this premium tax. For the year ended June 30, 2002,
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the premium tax totaled $938,776, of which $597,437 is federal questioned costs. The remaining
$341,339 is state matching funds.

TennCare also contracted with Xantus Healthplan to make a pool payment to Meharry
Medical College for Meharry’s dental program. The total amount paid to Xantus was
$4,917,276 for the year ended June 30, 2002. A similar amount of $4,909,168 was paid in the
year ended June 30, 2001. The fiscal year 2002 payments consisted of $4,817,950 to Meharry; a
2% MCO premium tax of $98,326; and an administrative fee to Xantus of $1,000.00. The CMS
approval letters for these pool payments also prohibited TennCare's claiming the federal
financial participation on the paymentsto Xantus for premium taxes. However, TennCare again
claimed $62,575 in federa financia participation for the premium tax for the year ended June
30, 2002, which is federa questioned costs. The remaining $35,751 is state matching funds.

In addition, TennCare contracted with VSHP to make a pool payment to essential
provider hospitals. The tota amount paid to VSHP was $20,408,164, which consisted of the
payment to the hospitals of $20,000,001 and a 2% MCO premium tax of $408,163. The CMS
approval letter for this pool payment also prohibited TennCare's claiming the federal financial
participation on the payment to VSHP for premium taxes. However, TennCare claimed
$259,755 in federa financial participation for the premium tax, which is federa questioned
costs. The remaining $148,408 is state matching funds.

In total, for the year ended June 30, 2002, TennCare claimed $1,445,265 for premium
taxes. A total of $919,767 of federal questioned costs is associated with the conditions discussed
in thisfinding. The remaining $525,498 was state matching funds.

TennCare's continued failure to follow specific CMS guidance outlined in the approval
documents has resulted in more federal questioned costs and could also jeopardize future federal
funding.

Recommendation

The Director of TennCare should ensure that TennCare follows directives of the federal
grantor in determining which costs can be funded with federa dollars.

M anagement’s Comment
We do not concur. It is our opinion that these are allowable expenditures under Title
XIX regulations. It is our responsibility to claim all expenditures digible for federal funding.

CMS officids are aware the state claimed the funding and we have not received any further
correspondence from CMS on this issue.
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Rebuttal

In a letter of correspondence from the U.S. Department of Health and Human Services
(HHS) to the Commissioner of the Tennessee Department of Finance and Administration
regarding the Sngle Audit of the State of Tennessee for the period July 1, 2000, through June 30,
2001, HHS stated:

This is a material instance of noncompliance. We recommend (1) procedures be
implemented to ensure Federal funds are not used to pay premium taxes and (2)
the questioned costs be returned.

In addition, CMS continued to specifically state in the approval letters that TennCare
cannot claim federal financia participation for these taxes. CMS, not TennCare, is ultimately
the judge as to which costs are allowable and which costs are not. OMB Circular A-133 defines
a questioned cost as a cost which “resulted from a violation or possible violation of a provision
of a law, regulation, contract, grant, cooperative agreement, or other agreement or document
governing the use of Federal funds, including funds used to match Federal funds” [emphasis
added].
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Finding Number 02-DFA-26

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness and Noncompliance

Compliance Requirement  Activities Allowed or Unallowed, Allowable Costs/Cost Principles
Questioned Costs $4,636.00

TennCare€'s providers did not substantiate the medical costs associated with fee-for -
services claims or provide evidence that the service was actually provided

Finding

TennCare could not provide documentation to substantiate medical costs associated with
fee-for-service clams. For claims to be alowable, Medicaid costs for medical services must be
for an alowable service rendered which includes being supported by medical records or other
evidence indicating that the service was provided and consistent with the enrollee’'s medical
diagnosis.

Although the state is operating under a waiver from the federal Centers for Medicare and
Medicaid Services (CMS) to implement a managed care demonstration project, more and more
services are being paid on afee-for-service basis. Thisis occurring because the state has decided
to shift the burden of high cost/high risk groups from the managed care organizations to the state.
Services provided on a fee-for-service basis include: services provided in the long-term care
facilities, services provided to children in the state's custody, services provided under the
Medicad Home and Community Based Services Waiver for the Mentally Retarded and
Developmentally Disabled, services provided to enrollees who are both TennCare and Medicare
recipients (Medicare cross-over claims), services provided to TennCare Select enrollees, and
pharmacy claims for individuals that are recipients of TennCare and Medicare as well as
behavioral health drugs for al TennCare enrollees.

We tested a sample of claims for children in state custody, claims for services provided
under the Medicaid Home and Community Based Services Waiver for the Mentaly Retarded
and Developmentally Disabled, claims for services provided to TennCare Select enrollees, and
pharmacy claims, to determine the adequacy of documentation supporting the medical costs
associated with these clams for service. Specificaly, testwork revealed that TennCare's
providers could not provide documentation to support the need for the medical service,
including pharmaceutical services, or that the service was actually provided for 13 of 65 claims
(20%). The documentation for these claims could not be obtained for the following reasons:
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For one pharmacy claim, TennCare personnel indicated that a provider located in
Florida prescribed the medication to the individual. When the provider was
contacted, the provider stated that they had never seen the individual. This issue has
been referred to the Special Investigations section of the Comptroller’s Office and to
the Bureau of TennCare's Office of Program Integrity for further investigation.

For two pharmacy claims, the provider that prescribed the drug could not be located.

For two pharmacy claims, the documentation received from the doctors that
prescribed the drugs did not support the need for the drugs.

For one of Children's Services claims, the documentation could not be obtained
because the medical records according to the provider had been destroyed in afire.

For one of Children’s Services claims, there was no documentation that the child was

located in the facility for 6 days of the 28 days billed. There was an additional two
days, where the child was alowed a leave of absence from the facility.

For five of the HCBS claims, there was not adequate documentation that the services
billed were provided.

For one of the Children's Services claims, the documentation received from the
facility did not support the services billed.

The total amount of the errors noted above was $7,281, out of a total of $45,797 tested.
Federal questioned costs totaled $4,636. The remaining $2,645 was state matching funds.
TennCare paid $1,524,319,677 in fee-for-service claims for the types of claims sampled. We
believe likely questioned costs exceed $10,000.

Without having adequate documentation that medical services, including pharmaceutical
services, are provided and are consistent with the medical diagnosis, TennCare may be paying
for and billing the federal government for unallowable medical costs.

Recommendation

The Director of TennCare should ensure that providers maintain the required
documentation to support costs charged to the program. In addition, TennCare should perform
its own post-payment reviews to ensure providers are hilling for appropriate, allowable medical
costs.

M anagement’s Comment

TennCareDivision of Long Term Care

We concur with regard to Home and Community Based Services claims. Adequate
documentation was not provided to auditors to document provision of services billed. We do not
know at this point if the documentation did not exist or if it was just not provided. We have
obtained information regarding the claims tested and have provided this information to DMRS.
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DMRS regionad office staff are assisting in researching whether there is sufficient documentation
to support the claims paid. If the documentation does not exist, recoupments will be initiated as

appropriate.
Phar macy

We concur. On July 1, 2002 the use of a standardized prescriber identification system for
al pharmacy claims (MCO and carve-outs) was implemented. The use of DEA numbers has
improved encounter data and pharmacy utilization management. In the future, when asked
similar pharmacy questions by state auditors, TennCare staff will not only provide prescriber
identification information, but also research the specific claims by contacting the dispensing
pharmacy to assure the claims correctly identified the prescriber. In one of the cases above, the
pharmacist had incorrectly entered the prescriber identification number for a physician that
happened to live in Florida

TennCare is currently implementing an audit procedure for the pharmacy carve-out
programs, based in large measure on the input and recommendations from TennCare Internal
Audit. These new monitoring efforts of Consultec’s (ACS) billings and data will assure that the
payments to Consultec are correct. TennCare cannot audit pharmacy claims for dually eligible
members to determine medical necessity because these patients are not typicaly seen by
TennCare participating providers.

Children's Services Claims

We concur that providers should maintain adequate support for services provided. The
Bureau of TennCare contracts with the Department of Finance and Administration, Office of
Program Accountability Review (PAR) to monitor the Department of Children's Services (DCS)
residential treatment providers. Regarding the provider's records that were destroyed in a fire,
there is no possible way that TennCare can ensure that these incidents do not occur. For the two
remaining issues, TennCare will coordinate with DCS to determine the cause of the issues and
make appropriate billing adjustments, if such are indicated.
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Finding Number 02-DFA-34

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Reportable Condition

Compliance Requirement  Special Tests and Provisions

Questioned Costs $2,241.00

For the fourth consecutive year, internal control over provider €igibility and enrollment
was not adeguate to ensur e compliance with Medicaid provider regulations

Finding

As noted in the three previous audits, the TennCare program still did not have adequate
internal control for provider eigibility and enrollment to ensure compliance with Medicaid
provider regulations. Management partially concurred with the prior audit finding and corrected
three issues concerning the following:

TennCare's contract with the Department of Children’s Services (Children's

Services) requiring Children’s Services to comply with Medicaid provider rules and
regulations;

TennCare's providing the Division of Mental Retardation Services (DMRS) with the
Medicaid provider rules and regulations that DMRS should follow; and

TennCare's maintaining documentation that the providers for al long-term care
facilities (LTCF) met the prescribed health and safety standards.

However, the current audit revealed that TennCare still had the following interna control
weaknesses and noncompliance issues that were noted in the previous audit:

the licensure status of Medicare crossover, managed care organization (MCO), and
behavioral health organization (BHO) providers was not reverified after the providers
were enrolled;

TennCare did not monitor the enrollment of Medicaid providers at Children’s
Services and DMRS;

provider agreements did not comply with all applicable federal requirements;
departmental rules were not followed; and

not al providers had a provider agreement, as required.
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Responsibility for TennCare provider eligibility and enrollment is divided among the Provider
Enrollment Unit in the Division of Provider Services and the Pharmacy Program in the Division
of Pharmacy, both in the Bureau of TennCare; the Divison of Resource Management in
Children’s Services; and the East, Middle, and West Tennessee regiona officesin DMRS.

The Provider Enrollment Unit is responsible for enrolling MCO and BHO providers;
Medicare crossover individual and group providers (providers whose claims are partially paid by
both Medicare and Medicaid/TennCare); and long-term care facilities, which include skilled
nursing facilities and intermediate care facilities. The Pharmacy Program is responsible for the
eligibility of the providers that provide drugs to individuals who are both Medicare and Medicaid
eligible and that provide behaviora health drugsto TennCare enrollees.

Children’s Services is responsible for the digibility of the providers it pays to provide
Medicaid-covered services to eligible children. DMRS is responsible for the eligibility of the
providers it pays to provide services under the Home and Community Based Services Waiver for
the Mentally Retarded and Developmentally Disabled program. (DMRS is responsible for the
daily operations of this Medicaid program.) TennCare reimburses Children’s Services and
DMRS for payments to these providers.

Provider Licensure Not Reverified

In response to the prior-year finding, management stated, “The Provider Enrollment unit
has developed procedures for reverifying the licensure renewal for providers participating in the
Medicaid Program. The implementation of this new program will ensure providers participating
in the program maintain a valid license. However, the implementation of the license
reverification program is pending for mainframe system modifications and the hiring of three
new staff members.” Although the system modifications were made and the procedures
developed, new staff positions have not been obtained; therefore, the positions cannot be filled.
Testwork revealed that for 38 of 50 crossover providers tested (76%), there was no evidence in
the TennCare Management Information System that the provider’s license had been reverified.
This appears to have occurred because, without the needed staff, the reverification process has
not been fully implemented or performed on a continuous basis.

Testwork also reveded that the Pharmacy Program does not perform an initia
verification or a reverification of pharmacy provider licenses. Although the Department of
Commerce and Insurance has a Web site available to verify that a pharmacy has a license, the
TennCare Pharmacy Program staff does not use the site for verification.

Because of the lack of reverification of providers, the Provider Enroliment Unit and the
Pharmacy Program cannot ensure that only licensed providers are enrolled in the TennCare
program as required. The Rules of the Tennessee Department of Finance and Administration,
Section 1200-13-1-.05, “Providers,” states that participation in the TennCare/Medicaid program
is limited to providers that “Maintain Tennessee, or the State in which they practice, medical
licenses and/or certifications as required by their practice.”

122



Children’s Services and DMRS Did Not Always Comply With Medicaid Provider Rules and
Regulations

Testwork revealed TennCare did not monitor the enrollment of Medicaid providers at
Children’s Services. On behalf of TennCare, the Division of Resource Development and Support
(RDS) in the Department of Finance and Administration (F&A) performed fiscal monitoring
procedures at Children’s Services during the year ended June 30, 2002. At that time, RDS
verified that providers had a current license. However, TennCare did not require RDS to
examine Children’s Services provider agreements to ensure compliance with the Medicaid
regul ations discussed below.

Testwork revealed that Children's Services and DMRS did not always comply with
Medicaid provider rules and regulations governing requirements of the provider agreements.
Children's Services and DMRS did not comply with criteria (3) of the Code of Federal
Regulations (CFR), Title 42 Part 431 Section 107, “Required Provider Agreement,” and
Children’s Services did not comply with criteria 4 and DMRS did not comply with criteria 4 and
6 of the Rules of the Tennessee Department of Finance and Administration, 1200-13-1-.05,
“Providers.”

Section 4.13(a) of the Tennessee Medicaid State Plan says, “With respect to agreements
between the Medicaid agency and each provider furnishing services under the plan, for al
providers, the requirements of 42 CFR 431.107 . . . are met.” Also, 42 CFR 431.107 (b)(1)(2)(3)
states,

A State plan must provide for an agreement between the Medicaid agency and
each provider or organization furnishing services under the plan in which the
provider or organization agrees to: (1) Keep any records necessary to disclose the
extent of services the provider furnishes to recipients; (2) On request, furnish to
the Medicaid agency, the Secretary, or the State Medicaid fraud control unit . . .
any information maintained under paragraph (b)(1) of this section and any
information regarding payments claimed by the provider for furnishing services
under the plan; (3) Comply with the disclosure requirements specified in part 455,
subpart B of this chapter.

The Rules of the Tennessee Department of Finance and Administration, Section 1200-13-
1-.05 (2)(a), “Providers,” states,

Participation in the Medicaid program will be limited to providers who

1. Accept, as payment in full, the amounts paid by Medicaid or paid in lieu of
Medicaid by athird party . . . ; 2. Maintain Tennessee, or the State in which they
practice, medical licenses and/or certifications as required by their practice; 3. Are
not under a federal Drug Enforcement Agency (DEA) restriction of their
prescribing and/or dispensing certification for scheduled drugs. . . ; 4. Agree to
maintain and provide access to Medicaid and/or its agency all Medicaid recipient
medical records for five (5) years from the date of service or upon written
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authorization from Medicaid following an audit, whichever is shorter; 5. Provide
medical assistance at or above recognized standards of practice; and 6. Comply
with all contractual terms and Medicaid policies as outlined in federal and state
rules and regulations and Medicaid provider manuals and bulletins.

Provider Agreements Not Adequate

In response to the prior finding, management stated, “The Provider Enrollment unit
developed and implemented the use of a new Provider Participation Agreement form and revised
the current Provider Enrollment application to comply with the requirements of 42 CFR 431.107.
We implemented the use of these new forms in October 2001. Each provider must complete
these forms to enroll and participate in the Medicaid Program.” However, these forms are only
completed for new enrollees enrolling with the Provider Enroliment Unit after September 31,
2001. Therefore, the Children’s Services, DMRS, and Pharmacy Program provider agreements
did not comply with federal requirements. Testwork performed on the Children’s Services,
DMRS, and Pharmacy Program provider agreements noted that these agreements did not
disclose ownership and control information and information on a provider’s owners and other
persons convicted of criminal offenses against Medicare or Medicaid, as required by 42 CFR 455
subpart B.

In addition, TennCare's agreements for individual crossover, MCO, and BHO providers
enrolled prior to October 1, 2001, did not require providers to

keep any records necessary to disclose the extent of services the provider furnishes to
recipients;

furnish to the Medicaid agency, the secretary, or the state Medicaid fraud control unit
information required in 42 CFR 431.107; and

disclose ownership and control information and information on a provider’'s owners
and other persons convicted of criminal offenses against Medicare or Medicaid.

Furthermore, TennCare’'s agreements with group crossover providers enrolled prior to
October 1, 2001, did not require providersto

keep any records necessary to disclose the extent of services the provider furnishes to
recipients; and

furnish to the Medicaid agency, the secretary, or the state Medicaid fraud control unit
information required in 42 CFR 431.107.

Departmental Rules Not Followed

The TennCare Provider Enrollment Unit, Children’s Services, DMRS, and the Pharmacy
Program did not limit participation to providers that complied with the Rules of the Tennessee
Department of Finance and Administration, Section 1200-13-1-.05 (1)(a), “Providers.”

Testwork revealed that the TennCare Provider Enrollment Unit did not require Medicare
crossover, MCO, and BHO providers that enrolled prior to October 1, 2001, to
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accept, as payment in full, the amounts paid by Medicaid or paid in lieu of Medicaid
by athird party;

and/or dispensing certification for scheduled drugs;

maintain and provide Medicaid and/or its agency access to al Medicaid recipient
medical records for five years from the date of service or upon written authorization
from Medicaid following an audit, whichever is shorter;

provide medical assistance at or above recognized standards of practice; and

comply with al contractual terms and Medicaid policies as outlined in federal and
state rules and regulations and Medicaid provider manuals and bulletins.

Children’s Services did not require providers to

maintain and provide Medicaid and/or its agency access to all Medicaid recipient

medical records for five years from the date of service or upon written authorization
from Medicaid following an audit, whichever is shorter.

DMRS did not require providersto

maintain and provide Medicaid and/or its agency access to all Medicaid recipient
medical records for five years from the date of service or upon written authorization
from Medicaid following an audit, whichever is shorter; and

comply with al contractual terms and Medicaid policies as outlined in federal and
state rules and regulations and Medicaid provider manuals and bulletins.

The Pharmacy Program did not require providersto

not be under a federal DEA restriction of their prescribing and/or dispensing
certification for scheduled drugs; and

provide medical assistance at or above recognized standards of practice.

TennCare Did Not Have Documentation That All Providers Had an Agreement

In response to the prior finding, management stated, “To ensure al intermediate care and
skilled nursing facilities provider files contain the appropriate forms and agreements, the
reviewer must complete an enrollment checklist. We currently depend on HCF [Health Care
Facilities in the Department of Health] to notify our office of nursing home facilities needing
new contracts. However, we are currently working with the IS [Information Systems]| unit on
system modifications to track all LTCF recertification due dates and to generate monthly reports
to aert staff of upcoming contract termination dates.” Although the system modifications have
been made, the Provider Enrollment Unit is not receiving the monthly reports. Also, even
though the use of an enrollment checklist has been implemented, not al providers had an
agreement in their file.
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A sample of payments to intermediate care facilities and skilled nursing facilities was
tested to determine if TennCare had documentation that the provider met the prescribed health
and safety standards and that a provider agreement was on file for the dates of services for which
each payment was made. Intermediate care facilities and skilled nursing facilities are long-term
care providers. Each time the Board for Licensing Health Care Facilities recertifies a long-term
care provider, it sends TennCare a Certification and Transmittal Form, and TennCare issues a
new provider agreement to the long-term care provider for the certification period. As mentioned
above, the State Plan and 42 CFR 431.107 require that providers have a provider agreement.

For one of 60 payments to intermediate care facilities tested (2%), TennCare did not have
a provider agreement. The total amount of errors noted above was $,612. Federal questioned
costs totaled $1,663. An additional $949 of state matching funds was related to the federal
guestioned costs. We believe that likely questioned costs would exceed $10,000. For one of 60
payments to skilled nursing facilities tested (2%), TennCare did not have a provider agreement.
The total amount of errors noted above was $908. Federa questioned costs totaled $578. An
additional $330 of state matching funds was related to the federal questioned costs. We believe
that likely questioned costs would exceed $10,000. However, after testwork was performed, the
provider agreements were negotiated with the providers to correct the errors.  TennCare paid
approximately $923 million to intermediate care facilities and $104 million to skilled nursing
facilities for the year ended June 30, 2002.

TennCare contracts with Consultec, LLC (Consultec), to pay claims on a fee-for-service
basis to providers for individuals who are both Medicare and Medicaid €eligible as well as for
behavioral health drugs for TennCare enrollees. Consultec pays the claims submitted by the
Pharmacy Program providers, and then TennCare reimburses Consultec for the cost of the claims
paid. A sample of paymentsto Consultec was tested to determine if the pharmacy was licensed
and that a provider agreement was on file for the dates of services for which each payment was
made. Testwork revealed that 25 of 25 agreements tested (100%), were signed by the providers,
but not by the Bureau of TennCare. The Pharmacy Participation Agreement, Section 9.5,
“Application of Pharmacy,” states, “This signing of this Agreement by Pharmacy shall constitute
an offer only, unless and until it is executed by TennCare in the State of Tennessee.” The
agreements are not considered executed without containing all proper signatures. TennCare
reimbursed approximately $851 million to Consultec for claims for the year ended June 30,
2002.

Compliance with applicable rules and regulations, as well as a system of internal control
to ensure compliance, is necessary to ensure that the providers participating in the TennCare
program are qualified and that they meet all eligibility requirements.

Recommendation

Note: Thisisthe same basic recommendation, for the remaining uncorrected issues,
that has been madein the prior three audits.
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The Director of TennCare should ensure that adequate internal control exists for
determining and maintaining provider eligibility. The Director should ensure that procedures are
implemented to reverify licensure and to prevent future payments to non-licensed providers.

The Director should ensure that a knowledgeable staff monitors the enrollment of
Medicaid providers at Children’s Services and DMRS. Management and staff should ensure the
Bureau of TennCare, Children’s Services, and DMRS comply with al Medicaid federal and state
provider rules and regulations. The provider agreements should be revised to comply with the
State Plan and the Code of Federal Regulations. Participation should be limited to providers that
meet the requirements of the departmental rules. Management should ensure that al
Medicaid/TennCare providers have a provider agreement, the agreement is signed by the
appropriate parties, and providers are otherwise properly enrolled before they are allowed to
participate in the program.

M anagement’s Comment

Provider Licensure Not Reverified

Provider Enrollment Unit

We partially concur. As stated in the finding above, the Provider Enrollment Unit (PEU)
verifies the license on al new providers enrolling in the TennCare program. In addition, in early
2002, the PEU implemented procedures to reverify licenses of active TennCare providers, which
are those currently billing TennCare for crossover claims. During 2002, PEU reverified the
license renewals of over 6,000 (90%) providers currently participating in the TennCare program.
Active TennCare providers were determined by using the 2001 provider payment report and/or
the IRS 1099 reports. During this reverification effort, only one provider was identified that had
not renewed his license; this issue was subsequently resolved as the provider was in the process
of renewing it.

Because provider licenses are renewed biennially, PEU will reverify license renewal for
active providers every other year. During 2003, the reports mentioned above will again be used
to identify active providers. With the current staffing levels and the huge number of registered
providers, it is not possible to implement a full reverification program for all providers in the
system. We believe that reverification of the active providers fulfills the requirement of the Rules
since these are the providers participating in the program.

TennCar e Pharmacy Unit
We concur. The TennCare Pharmacy Unit will begin a process of reviewing all pharmacy

provider agreements to assure the pharmacy providers licenses are current. For al new
providers, this review is performed before their participation is approved.
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Children’s Services and DMRS Did Not Always Comply With Medicaid Provider Rules and
Regulations

Children's Servicesissues

We concur. TennCare will immediately request monitoring of Children's Services
provider agreements by the Program Accountability Review section of the Department of
Finance and Administration. We will request that the monitors confirm compliance with the
required Medicaid provider rules and regulations regarding provider agreements.

TennCare Division of Long Term Care (TDLTC)- DMRS issues

We do concur that DMRS was not compliant with all Medicaid Provider rules and
regulations. Following last year's audit, DMRS was advised of their responsibility to maintain
compliance with al state and federal Medicaid rules, regulations and policies related to
providers. A suspension/debarment policy has been drafted. The draft policy has been
forwarded to DMRS management staff with instructions to prepare for implementation of the
policy. The final policy will be forwarded when available. Specific language related to
suspension/debarment was included in the FY 2002 and FY 2003 contracts between TennCare
and DMRS at D.5.d.

The contract between DMRS and TennCare was revised for FY 2002 and FY 2003 to be
inclusive of specific requirements for maintenance of records. The contract contains language
requiring DMRS to comply with state and federal rules and regulations and TennCare policies
and procedures as well. TennCare and DMRS continue to work together to ensure compliance
with the contract and with State and Federal requirements for the waiver program. Throughout
the past year, numerous meetings were held between TennCare and DMRS to work through
compliance issues. Weekly meetings between DMRS, TennCare and the Commissioner of
Finance and Administration were initiated in February 2003. Monthly steering committee
meetings between TennCare and DMRS central office staff were initiated in March 2003 for the
purpose of monitoring the progress of corrective actions and discussing compliance and other
programmatic issues.

Provider Agreements Not Adequate
Departmental Rules Not Followed

Provider Enrollment Unit

The Provider Enroliment Unit developed and implemented the use of a new Provider
Participation Agreement form and revised the current Provider Enrollment application to comply
with the requirements of CFR-431.107. PEU implemented the use of these new forms in
October 2001 and effective with the implementation date all providers enrolling in TennCare
Medicaid must complete the new forms. With respect to providers enrolled before October
2001, PEU will use the 2002 provider payment report and/or the IRS 1099 report to identify
providers that are actively participating in the TennCare program. All providers identified as
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currently participating in the TennCare program and enrolled before October 2001 will be
notified and requested to compl ete the new agreement.

With the current staffing limitations and the huge number of providers registered, it is not
possible to obtain new agreements on both active and inactive providers. We believe that
obtaining new agreements on active providers fulfills the requirements of the Rules since these
are the providers participating in the TennCare program.

TDLTC

We concur for the audit period; however, the finding has been corrected. The FY 2002
DMRS provider agreements were revised to add suspension/debarment language. The FY 2003
provider agreements were revised to add disclosure of ownership and control.

TennCare Pharmacy Unit

We concur. TennCare's Pharmacy Unit will soon be issuing amendments to the current
Pharmacy Participation Agreement that will include requirements for compliance with the
Tennessee state plan, 42 CFR 431.107, 42 CFR 455 subpart B and Section 1200-13-1-.05(1)(a),
as appropriate. The new amendments of the agreement will also change the language in Section
9.5 to be more consistent with other TennCare provider agreements in that it will not require
signature by the state, only the provider.

The TennCare Pharmacy Unit will begin a process of reviewing all pharmacy provider
agreements to assure the pharmacy providers' licenses are in order. All new providers will have
this review performed before their participation is approved.

Children's Services

We concur. We will work with Children's Services to revise the current provider
agreements to ensure that all federal requirements are included. Also, as stated above, we will
request that the monitors confirm compliance with the required Medicaid provider rules and
regulations regarding provider agreements.

TennCare Did Not Have Documentation That All Providers Had Agreements

Provider Enrollment Unit

We concur. The provider agreement referenced in the finding was obtained and on file
for the new owners; however, due to the facility’s change of ownership, the effective date of the
new ownership was not clearly communicated to TennCare PEU. We contacted Health Care
Facilities regarding the error on the Certification and Transmittal (C&T) Form and requested a
corrected copy. The facility received and signed a new agreement.
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To ensure al intermediate care skilled nursing facilities provider files contain the
appropriate forms and agreements; the reviewer must complete a checklist and verify the C& T
effective dates. In addition, all provider agreement contracts will be reviewed to verify any
lapses in coverage dates.

TennCare Pharmacy Unit

See comments above regarding pharmacy provider agreements.
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Finding Number 02-DFA-35

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Reportable Condition

Compliance Requirement  Special Tests and Provisions

Questioned Costs None

For thefourth consecutive year, TennCare did not comply with federal regulations and the
Tennessee Medicaid State Plan concer ning unnecessary utilization of care and services and
suspected fraud

Finding

As noted in the previous three audits, the Bureau of TennCare still has not complied with
federal regulations and the Tennessee Medicaid State Plan concerning unnecessary utilization of
care and services and suspected fraud for areas of the program that are till under the fee-for-
service arrangement. Management concurred with the prior-year finding and stated,

. . . Significant steps have been taken toward implementing a Post-payment
review process for LTC [long-term care] waiver programs. . . . Two nurse
auditors from the Comptroller's office have been reassigned to TDLTC [the
TennCare Division of Long-Term Care] and are being trained to review records
for HCBS [Home and Community Based Services| Waiver programs. . . . These
nurses began formal record reviews in November 2001. A process for post-
payment reviews for the MR [Mentaly Retarded] Waiver program is being
developed first, due to the need to develop such process for compliance with the
MR Waiver Corrective Plan. The process developed will then be modified and
implemented for other LTC waiver programs.

The nurses performed one limited post-payment review, consisting of a sample size of
40, on the HCBS Waiver for the Mentally Retarded and Developmentally Disabled. Per
discussion with the Director of Long-Term Care, no other reviews were performed on the HCBS
Waiver clamsor LTC facility clams. She also stated that because TennCare has been unable to
hire staff to perform post payment reviews, it plans to contract with an outside vendor to perform
these reviews. However, TennCare did not use an outside vendor during the audit period, nor
did TennCare have other procedures in place for the ongoing post-payment reviews for the
HCBS Waiver or LTC services. The Director of Long-Term Care was not aware of any formal
cost/benefit analysis performed to arrive at the outsourcing decision.

In addition in its comments from the prior audit, management stated,
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With respect to fraud and abuse, a new process will require the respective
programs and the TennCare Quality Oversight and Program Fraud organizations
to work together to assure the finding is addressed. The Bureau will develop a
plan to address this issue in collaboration with Program Fraud organizations.

For the past three audits, management’s comments have basically remained the same
stating that they would address changes in the program and develop a plan to address utilization
of care and suspected fraud in the areas of the program that were still on a fee-for-service basis.
In the audit report for the year ended June 30, 2001, we reported that TennCare had begun
developing, but did not complete a comprehensive plan to address these requirements.

Finaly, during the audit for the year ended June 30, 2002, discussions with management
revealed that a new committee called PRIQ, consisting of members from the Provider Network,
Provider Relations, Program |ntegrity, and Quality Oversight, was formed to address issues of
fraud, abuse, complaints, and audit findings. The committee conducted its first formal meeting
in February 2002 and now meets monthly. The group focuses primarily on providers for which
complaints have been received. Formal written procedures were developed in October 2002,
after the end of the audit period.

Although the state is operating under a waiver from the federal Centers for Medicare and
Medicaid Services (CMS) to implement a managed care demonstration project, more and more
services are being paid on afee-for-service basis. Thisis occurring because the state has decided
to shift the burden of high cost/high risk groups from the managed care organizations to the state.
Services provided on a fee-for-service basis include: services provided in the long-term care
facilities, services provided to children in the state's custody, services provided under the
Medicaid Home and Community Based Services Waiver for the Mentaly Retarded and
Developmentally Disabled, services provided to enrollees who are both TennCare and Medicare
recipients (Medicare cross-over claims), services provided to TennCare Select enrollees, and
pharmacy claims for individuals that are recipients of TennCare and Medicare. Discussions with
key TennCare management during the current audit and in the previous audits revealed that

TennCare has no “methods or procedures to safeguard against unnecessary utilization
of care and services,” except for long-term care ingtitutions,

for al types of services, including long-term care, there are no procedures for the
“ongoing post-payment review . . . of the need for and the quality and timeliness of
Medicaid services,” except for the one post-payment review performed for the HCBS
waiver during the audit period; and

there are no methods or procedures to identify suspected fraud related to “children’s
therapeutic intervention” claims and claims for the Home and Community Based
Services waiver for the mentally retarded.

These same conditions existed during the three preceding audits.

According to the Office of Management and Budget “A-133 Compliance Supplement,”
which references the Code of Federal Regulations, Title 42, parts 455, 456, and 1002,
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The State Plan must provide methods and procedures to safeguard against
unnecessary Uutilization of care and services, including long-term care institutions.
In addition, the State must have: (1) methods or criteria for identifying suspected
fraud cases, (2) methods for investigating these cases, and, (3) procedures,
developed in cooperation with legal authorities, for referring suspected fraud
cases to law enforcement officials. . . .

The State Medicaid agency must establish and use written criteria for evaluating
the appropriateness and quality of Medicaid services. The agency must have
procedures for the ongoing post-payment review, on a sample basis, of the need
for and the quality and timeliness of Medicaid services.

In addition, in 1992 the State Medicaid Agency told the federal grantor in the Tennessee
Medicaid State Plan,

A Statewide program of surveillance and utilization control has been implemented
that safeguards against unnecessary or inappropriate use of Medicaid services
available under this plan and against excess payments, and that assesses the
quality of services.

However, audit testwork revealed that during the audit period, there was no statewide program of
surveillance and utilization control. This condition has existed during the previous three audit
periods.

An example of an area needing utilization review is TennCare’'s pharmacy program.
During testwork we noted an enrollee who averaged more than 40 prescriptions a month and two
enrollees for whom TennCare paid over $100,000 each for drugs for the year ended June 30,
2002. While al or some portion of these billings may be appropriate, the lack of procedures to
identify enrollees with possible excessive use and investigate these billings could cause
TennCare to be incurring costs for drugs that are not needed by the enrollee.

Although much of the TennCare program operates differently than the former Medicaid
fee-for-service program, for areas that still operate under the Medicaid fee-for-service program,
effort is needed in the form of program-wide surveillance and utilization control and
identification of suspected fraud, to help ensure that state and federal funds are used only for
valid medical assistance payments.

Recommendation

Note: Thisisthe same basic recommendation we have made for the three consecutive prior
audits.

The Director of TennCare should ensure development of the comprehensive plan for
utilization control and identification of fraud for al areas of the program that are fee-for-service
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based. When the plan is completed, the Director should ensure that it is implemented promptly.
The Director should ensure that procedures are performed to identify and investigate enrollees
who might be receiving excessive prescriptions.

M anagement’s Comment
Program Integrity Unit and PRIQ Group

We concur. As stated in the finding, the PRIQ team meetings began in February 2002 and
continue on a bi-monthly basis. This group focuses on complying with federal regulations and
the state plan regarding unnecessary utilization of care and services and suspected fraud for fee-
for-service areas of the program by providing opportunities to discuss trends identified in
provider behavior which appear outside the norm. These meetings have resulted in some case
referrals to the Program Integrity Unit (PIU), which performs investigations as indicated by
circumstances of each case. Referrals are also received by the PIU from other sources, including
mail, fax, hotline cals and the Fraud and Abuse web-site. A representative from the Long Term
Care Division has been asked to join the PRIQ group at the next meeting in March 2003.

PIU also meets with representatives of Health Related Boards (HRB) and the Tennessee
Bureau of Investigation (TBI) Medicaid Fraud Unit on a regular basis regarding allegations of
potential provider abuse of the TennCare program. These meetings have resulted in referras to
the PIU for validation of allegations. If an allegation is validated, the case is referred to TBI
and/or HRB for further action on licensure or prosecution.

The PIU has actively participated in the development of the Fraud and Abuse program in
the replacement TCMIS, which is being designed. This program will allow the PIU to perform
statistical analysis and peer review reports and identify outliers (both enrollees and providers) in
addition to other fraud and abuse monitoring activities. Both on-demand reports and targeted
gueries have been developed for the new system, which will assist Program Integrity in initiating
investigations in a timely manner and will alow for movement towards more proactive
investigations.

TennCare Division of Long-Term Care

We partialy concur. The TennCare Divison of Long Term Care (TDLTC) has had
difficulties recruiting and retaining staff in the Quality Monitoring (QM) Unit. Resources were
stretched in training new QM staff, given the fact that there was only one existing staff member
with QM experience. TDLTC did get two nurse auditors on loan from the Comptroller’s Office
to assist with QM functions. However, one of these nurses has since retired and the position has
been abolished. TDLTC continues to attempt to fill vacant positions within the QM Unit.
Although outsourcing had been planned for this unit because of the inability to adequately staff
it, the current fiscal environment may not allow this flexibility.

A tool was developed for the two nurses to review approximately 40 records. The review
process took longer than anticipated due to the training needs of the reviewers, the complexity of
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the program, the volume of records involved, and the need for the reviewers to assist the
Comptroller's Office with some special audits. The reviews are now completed and draft
handwritten findings have been submitted to the TDLTC director. There have been insufficient
staff (given the volume of work) available within TDLTC to compile these findings into an
acceptable report.

TDLTC and the Division of Mental Retardation Services (DMRS) are currently working
with the Centers for Medicare and Medicaid Services (CMYS) technical assistance consultants to
develop a comprehensive quality assurance system. Staff from TDLTC and DMRS is meeting
regularly with and without representatives from the CMS consultant group to complete this
project. A technical assistance contract has been developed, a draft initial report has been issued,
and a work plan with time frames has been developed. Utilization review will be a part of the
comprehensive quality assurance program. Utilization Review is noted in the Infrastructure
Development and Corrective Action Plan.

In addition, DMRS is currently testing a Utilization Review tool for select services. The
tool is being tested in reviewing randomly selected files of 25 individuas receiving behavior
services and 25 individuals receiving therapy or nutrition services through the Arlington Waiver.
The results will be available in late March 2003. This tool/process will be evaluated for use in
both waiver programs.

Phar macy

We concur. TennCare has developed a Request for Proposal (RFP) to secure the services
of a vendor that could perform fraud, waste and abuse audits of pharmacy claims data. This
vendor would be required to perform computer audits, desk audits and onsite audits of every
pharmacy provider every year. This audit process will identify waste, fraud and abuse in both
the provider community (pharmacists and physicians) and among enrollees. This contractor
would work closely with TennCare, the TBI and the TennCare Program Integrity Unit to share
and integrate information regarding overuse or abuse of the pharmacy program. If the funds
become available, this RFP will be released, evaluated and a contract awarded this calendar year.
TennCare has announced its intention to develop a single statewide drug formulary and the
fraud/abuse contractor will be able to more easily monitor all of TennCare's pharmacy
expenditures when that occurs.

Auditor’s Comment

Regarding the comments by the TennCare Division of Long-Term Care, it is not clear
from management’ s comments with which part(s) of the finding management does not concur.
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Finding Number 02-DFA-36

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Other

Questioned Costs None

The TennCar e M anagement | nformation System lacks the necessary flexibility and
internal control

Finding

As noted in four previous audits, management of the Bureau of TennCare has not
adequately addressed critical information system internal control issues. In addition, the
TennCare Management Information System (TCMIYS) lacks the flexibility it needs to ensure that
the State of Tennessee can continue to run the state’ s $6.2 billion federal/state health care reform
program effectively and efficiently. Management partially concurred with the prior finding and
indicated it has begun preparations for implementing a new TennCare Management Information
System. Management also stated that the “current work schedule calls for the RFP to be
released on February 28, 2002.” According to the Director of Information Systems, the RFP was
released on April 22, 2002. According to Information Systems (1S) staff, the implementation of
anew TCMISisto occur in 2003 and is a top project for the Bureau of TennCare.

Because of the system’s complexity, frequent modifications of the system, and because
this system was developed in the 1970s for processing Medicaid claims, TennCare staff and
Electronic Data Services (EDS) (the contractor hired to operate and maintain the TCMIS)
primarily focus on the critical demands of processing payments to the managed care
organization, behavioral health organizations, and the state's nursing homes rather than
developing and enhancing interna control of the system. This has contributed to a number of
other findings in this report.

Recommendation

The Director of TennCare should continue to address internal control issues and pursue
the acquisition of a system designed for the managed care environment. Until a new system is
acquired, the Bureau should continue to strengthen the system’s interna control to prevent or
recover erroneous payments. TennCare should ensure that an updated system is implemented
timely that more effectively supports TennCare’ s operations.
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M anagement’s Comment

We concur. TennCare Information Systems contracted with EDS to design, test,
implement, and maintain a modern, efficient replacement TennCare Management Information
System (TCMIS). The new TCMIS, which is scheduled to become fully operational by October
2003, will be a highly sophisticated, feature-rich system centered on a strong, Medicaid-specific
relational data model which divides the application into components so that they process on
different networked computers, leveraging the true power of client/server architecture.

The new TennCare system will employ modern graphic capabilities and native Windows-
based features that only atrue graphical user interface (GUI) can provide. Features such as pull-
down menus, tabs, and buttons will be programmed for users in each individual application.
These features will simplify the windows uses and reduce the learning curve for new users,
which is a significant concern in the new system.

The new TCMIS will be based on a true client/server design utilizing industry-leading
Sun servers. The applications will take advantage of the client/server platform capabilities that
yield such benefits as concurrent processing and load balancing in a readily scalable
environment.

Preliminary testing on the new system indicates that it will effectively solve the
shortcomings evident in the current system. The new system will provide for all current
functionality plus additional enhanced reporting, tracking, and fraud detection capabilities.
This new system will have a vastly superior database as a foundation, which will alow for more
expeditious access to any necessary information.

Access to information will be one of the strengths of the new TCMIS. The new system
will employ a standard Structured Query Language (SQL) data access methodology. The online
application will alow users to query key information using multiple parameters, which will bring
extensive flexibility from online information access to users.

The new TCMIS will feature Sun Microsystems servers running Sun Solaris UNIX with
server applications coded in ANSI Standard C. Other functions and servers that support the
various TCMIS functions will connect off this solid foundation.

In the interim, TennCare has implemented various financial ad-hoc monitoring reports for
both the fiscal and program integrity units.
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Finding Number 02-DFA-37

CFDA Number 93.778

Program Name Medicaid Cluster

Federal Agency Department of Health and Human Services
State Agency Department of Finance and Administration
Grant/Contract No. 05-0105TN5028; 05-0205TN5028
Finding Type Material Weakness

Compliance Requirement  Other

Questioned Costs None

M anagement has misr epresented the corrective action taken regar ding controls over access
to the TennCar e M anagement | nfor mation System

Finding

As noted in the four previous audits, one of the most important responsibilities, if not the
most important, for the official in charge of an information system is security. The Director of
TennCare is responsible for ensuring, but did not ensure that, adequate TennCare Management
Information System (TCMIS) access controls were in place during the audit period. As aresult,
deficiencies in controls were noted during system security testwork.

The TCMIS contains extensive recipient, provider, and payment data files; processes a
high volume of transactions; and generates numerous types of reports. Who has access and the
type of access permitted are critical to the integrity and performance of the TennCare program.
Good security controls provide access to data and transaction screens on a “ need-to-know, need-
to-do” basis. When system access is not properly controlled, there is a greater risk that
individuals may make unauthorized changes to the TCMIS or inappropriately obtain confidential
information, such as recipient social security and Medicaid identification numbers, income, and
medical information.

Audit testwork revealed the following discrepancies.

Justification Forms Not Obtained for Existing Users

The lack of authorization forms was first reported in an audit finding for the year ended
June 30, 1998. Management then responded that a new security authorization form was being
developed. However, in the audit report for the year ended June 30, 1999, we reported that
system users till did not have authorization forms. In response to that finding management
responded that action had been taken in July 1999 to resolve the issue. However, in the 2000
audit report our finding stated that while authorization forms were being completed by new users
beginning in July 1999, no forms had been obtained from existing users. At that time
TennCare's security administrator stated that forms were not obtained for all existing users
because she was not instructed to obtain these forms. In response to that finding, management
stated that they would continue their efforts to ensure that proper access forms are obtained for
al TennCare and other users who require interaction with the TennCare system. However, in the
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2001 audit report we indicated that authorization forms still had not been obtained for all existing
users outside the Bureau of TennCare.

Management concurred with this portion of the audit finding for year ended June 30,
2001, and stated that staff was “currently obtaining justification from users in the Department of
Human Services (DHS).” However, once again TennCare has misrepresented the corrective
action which has been taken. In fact, our testwork revealed that justification forms have not been
obtained for any of the more than 1600 DHS employees who have access to TCMIS.

Access to TCMIS is controlled by Resource Access Control Facility (RACF) software,
which prohibits unauthorized access to confidential information and system transactions. The
TennCare security administrator in the Division of Information Systems is responsible for
implementing RACF, as well as other, system security procedures; for assigning a “username”
(“RACF User ID”); and establishing at least one “user group” for al TennCare Bureau and
TCMIS contractor users. RACF controls access by alowing each member of a user group to
access a set of transaction screens. Not requiring users outside the Bureau of TennCare to sign
justification forms makes it more difficult to monitor and control user access. For example, it is
not possible to compare the type and level of access needed and requested with the type and level
of access given.

Unnecessary Accessto TCMIS

In the audit report for the year ended June 30, 1998, we reported that users in the default
group had access to at least 44 TCMIS transaction screens, some of which were not necessary for
the performance of each user’s job duties. Management responded that a review was being done
of the user groups to verify that the types of transactions for al groups were as needed and that
changes would be made as needed.

In the audit report for the year ended June 30, 1999, it appeared that the previous problem
had been corrected, but that users in the default group had the ability to update at least two
screens. Management sent a work request to the contractor in August 1999 to make corrections.
An audit finding in the 2000 report indicated that the problems had still not been corrected.
Management’ s response indicated they were still awaiting corrective action by the contractor.

In the 2001 audit report we indicated that unauthorized acess to one screen was still
permitted.

Management concurred with this portion of that audit finding and requested Electronic
Data Systems (EDS) (the contractor hired to operate and maintain the TCMIS) to restrict
unnecessary access to TCMIS. However, during the audit period, there was still a problem with
access to one screen.  User access testwork reveadled that auditors and users in TennCare's
default group could obtain unauthorized access and inappropriately add or change information
regarding an enrollee’s application for the TennCare/Medicaid program. Thus, it appears that
management has not ensured that transactions are protected against unauthorized users making
changes. Management did correct this problem after we brought it to their attention.
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Security Administration Not Centralized

In the audit report for the year ended June 30, 1998, it was first reported that security
administration was not centralized. Both security administrators at the Department of Health and
a the Bureau of TennCare could give users access to TCMIS. In response to the finding
management agreed that it was necessary for the Security Administrator to be centralized. The
audit report for the year ended June 30, 1999, indicated that the Security Administrator for the
Department of Health was still giving access idependent of TennCare's Security Administrator.
Management responded that “effective immediately, only the TennCare Security Administrator
can now authorize access to TCMIS.” However, the 2000 audit indicated that management’s
response to the prior audit finding was incorrect and that the situation remained the same.
Management then responded that “Centralization of TCMIS security under TennCare
Information Systems’ security administrator was implemented as of November 3, 2000.” The
2001 audit indicated that an attempt had been made to correct the situation by removing the
TCMIS transactions from the Department of Health’'s default group. However, the removal
interupted the ability of users in the Department of Health to perform their TennCare
responsibilities. As a result, the transaction screens were added to the default group once again
and no other attempt to correct the problem had been made.

Management partially concurred with this portion of the audit finding for the year ended
June 30, 2001, and stated that TennCare, the Department of Health, and the Department of
Human Services (DHS) were currently in negotiations “to develop a no-cost inter-departmental
contract that will include enhanced procedures to control access to the TCMIS.” TennCare
corrected the problem with the Department of Health Security Administrator granting access.
However, as of December 17, 2002, the contract has not been developed, and the security
administrator for DHS continues to have the ability to add users to TennCare user groups without
notifying TennCare's security administrator. Furthermore, as noted earlier in the finding, neither
TennCare nor the DHS security administrator obtained justification forms for users added to
these groups. In addition, TennCare did not monitor the activities of the DHS security
administrator as they relate to TennCare. When access to TCMIS is decentralized, it is more
difficult to monitor and control.

Dataset Modifications Not Monitored and Access not Documented (This portion of the finding
has not been reported in previous years.)

Auditor inquiry determined that TennCare does not monitor EDS programmers with
TCMIS access to production datasets. Production datasets are computer files used by TCMIS
that contain critical information about enrollees. When making system changes, sometimes it is
necessary for an EDS programmer to change information in a production dataset. TennCare,
however, does not monitor the changes made by the programmers to ensure changes are made
correctly and are authorized.

Testwork aso revedled that TennCare has not maintained documentation of state
employees who have access to TCMIS datasets. Management stated that the Director or a
manager in the Division of Information Systems must first approve a request for access to a
dataset before access is granted; however, testwork revealed that this approva is not
documented. The failure to require signed security authorization forms with proper supervisory
approval makes it more difficult to monitor user access. For example, it is not possible to
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compare the type and level of access needed and requested with the type and level of access
given.

Recommendation
Note: Thisisthe same basic recommendation we have made for the four previous audits.

The Director of TennCare and the TennCare security administrator should ensure that the
authorization forms are obtained for all current and future users who have access to TCMIS,
including users who have dataset access. Access levels for al TCMIS screens should be
reviewed to guarantee that only authorized users have the ability to make changes.
Responsibility for TCMIS security should be centralized under the TennCare security
administrator. Formal monitoring procedures should be developed to monitor all TCMIS dataset
activity and the DHS security administrator’s activity asit relates to any TCMIS security issues.

M anagement’s Comment

We do not concur. TennCare Information Systems has worked with the Department of
Human Services to ensure that signed agreements are obtained for al users. However, the
agreement between the agencies has not been signed. We will continue to work with DHS to get
the contract in place and/or obtain copies of al signed agreements that DHS currently possesses.

Rebuttal

Despite management’s refusal to acknowledge the problem, significant deficiencies
existed in controls over access to TCMIS during the audit period. Indeed, because management
has continuously failed to fully acknowledge these deficiencies and to take appropriate corrective
actions, this finding is being repeated for the fifth consecutive year. As stated in the finding, our
testwork revealed that justification forms have not been obtained for any of the more than 1600
DHS employees who have accessto TCMIS.

Management’s comments did not address the following recommendations:
Access levels for all TCMIS screens should be reviewed to guarantee that only

authorized users have the ability to make changes.

Responsibility for TCMIS security should be centralized under the TennCare security
administrator.

Formal monitoring procedures should be developed to monitor al TCMIS dataset
activity and the DHS security administrator’s activity as it relates to any TCMIS
Security issues.
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State of Tennessee
Schedule of Findings and Questioned Costs
For the Year Ended June 30, 2002
(continued)

Section |11 — Federal Award Findings and Questioned Costs

Finding Number 02-DHS-01

CFDA Number Various

Program Name Various

Federal Agency Department of Agriculture, Department of Health and Human
Services

State Agency Department of Human Services

Grant/Contract No. Various

Finding Type Materia Weakness; Noncompliance

Compliance Requirement  Reporting; Cash Management

Questioned Costs None

The department’s Federal Cash Transaction Report did not reconcile with the Schedule of

Expenditures of Federal Awards, and requests for federal funds wer e not always based on

actual federal disbursements, requiring the state to pay interest to the federal gover nment
Oon excessive recepts

Finding

The amounts reported as disbursements on the Federal Cash Transaction Reports
prepared by the Department of Human Services (DHS) are not reconciled with the accounting
records. Furthermore, such amounts did not reconcile with the amounts shown on the Schedule
of Expenditures of Federal Awards (SEFA). In addition, the department does not aways
calculate federa receipt requests based on actual federal disbursements.

On a quarterly basis, the federal Department of Health and Human Services, Division of
Payment Management, electronically sends DHS a Federal Cash Transaction Report for several
of the department’s federal programs. This report contains the cumulative receipt information
from the inception of the grant through the end of the current quarter and the cumulative
disbursement information from grant inception through the end of the previous quarter. DHS is
required to provide, by grant number, the cumulative quarter-to-date disbursement totals. When
the disbursement totals shown on the Federal Cash Transaction Report for the year ended June
30, 2002, were compared to the Schedule of Expenditures of Federal Awards, significant
variances were noted in the following federal programs:. Child Care and Development Block
Grant (CCDBG), Refugee and Entrant Assistance State Administered Programs (REA), Child
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Care Mandatory and Matching Funds of the Child Care and Development Fund (CCDF),
Temporary Assistance for Needy Families (TANF), and Child Support Enforcement Program
(CSEP). Details about the variances are displayed below.

Federal Federal Cash Transaction | Schedule of Expenditures

Program Report of Federal Awards Variance
CCDBG $28,844,067.00 $48,460,739.00 ($19,616,672.00)
REA $1,262,628.00 $1,104,117.73 $158,510.27
CCDF $66,390,225.00 $45,984,860.15 $20,405,364.85
TANF $135,240,082.00 $120,378,382.41 $14,861,699.59
CSEP $27,314,590.00 $28,717,338.67 ($1,402,748.67)

It appears, based on discussions with management, that total disbursements reported on
the Federal Cash Transaction Report are incorrectly based on estimates of the federal share of
actual disbursements. The amounts requested should have been based on actua federal
disbursements. In some cases, information in the state's accounting system does not reflect the
correct federal matching percentages; and the department does not alocate administrative costs
in a timely manner. For these reasons, the department is not in compliance with the federal
reporting requirements as it applies to these programs and this report.

The Department of Finance and Administration’s Year-End Accounting Procedures
Manual contains instructions for the preparation of the Schedule of Expenditures of Federal
Awards. Part Il1, B, requires a reconciliation of disbursements per the schedule to the federal
financia reports. The department has not performed this reconciliation for this report.

OMB Circular A-133, Part 3, “Compliance Requirements,” Subpart L, Reporting, states
“Each recipient must report program outlays. . . on acash or accrual basis. .. .”

As a result of the problems mentioned above, federa receipts in some programs were
significantly greater than federal disbursements supported by the accounting records. For
example, federal receipts for the Temporary Assistance for Needy Families, Social Services
Block Grant, and Refugee and Entrant Assistance-Discretionary Grants exceeded disbursements
by $15,843,559.68 for the fisca year ended June 30, 2002. This amount was recorded as
deferred revenue in the accounting records. Also, in the Food Stamp program, for the federal
fiscal year ended September 30, 2001, receipts exceeded disbursements by $1,154,841.32. When
federal receipts exceed federal disbursements, the state is not in compliance with federa cash
management principles and at times is required to pay the federa government interest on the
excessive receipts.

Recommendation
The Commissioner should ensure that amounts shown on federa reports reconcile to the

Schedule of Expenditures of Federal Awards. Also, the federa receipt requests should be based
on actual cash disbursements. This will require that the department enter into the state’'s
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accounting system the proper federal matching percentages for each grant and make a timely
reallocation of related administrative costs.

M anagement’s Comment

We do not concur. The department always reconciles the Schedule of Expenditures of
Federal Awards (SEFA) to the appropriate federal expenditure reports. We are not aware of any
federal requirement to reconcile SEFA to the Federal Cash Transactions Report, nor do we
believe that the Department of Finance and Administration’s Year-End Accounting Procedures
Manual requires a reconciliation of the SEFA to the Federal Cash Transactions Report.

The Federal Cash Transactions Report must be submitted each quarter prior to the
completion of all federal expenditure reports and before a reconciliation of disbursements
reported on the federal expenditure reports to cash drawdowns is completed. Once the final
expenditure report and cash analysis are completed, the amounts on the SEFA, federal
expenditure reports, and Federal Cash Transactions Report will be reconciled.

We adso do not concur that our draws of federal funds are not based on actual
disbursements. We draw federal funds daily based on the Daily Grant Drawdown Report in the
State of Tennessee Accounting and Reporting System (STARS). Each of these draws is
supported by actual disbursements. At the end of each quarter and fiscal year, an anaysis is
completed of each disbursement. Based on this anaysis, adjustments to the funding will be
made to ensure compliance with maintenance-of-effort (MOE) and matching requirements. We
are required by statute to complete this analysis. The Block Grant Review Act of 1996 (Public
Chapter No. 1062, Section 3.a) states that each state agency shall make decisions concerning
block grant funding that will minimize harmful impacts to the program and the state’ s economy.

MOE requirements are different from traditional matching requirements; there is no
“correct” or “proper” federal matching percentage. We must ensure that we spend a set amount
of non-federa funds in order to maintain digibility to receive the federal funds. In order to
satisfy the MOE, expenditures made by multiple allotment codes within the department, other
state agencies, or contract agencies outside of the state may be pooled. This makes it impossible
to establish a daily drawdown percentage that will exactly ensure we meet our MOE
requirements for the fiscal year.

We also do not concur with the assertion that costs are not allocated timely. The
department is currently using a cost allocation plan approved by the U.S. Department of Health
and Human Services. This approved plan includes the use of quarterly allocations. Any
alocation made more frequently than quarterly would necessitate estimations based on a
previous quarter. We do not fed the use of estimates in order to allocate on a more frequent
basis would improve our federa reporting process. We feel a quarterly alocation of costs is
logical in that most of our federal reports are due on a quarterly basis.
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Rebuttal

The Office of Management and Budget Uniform Administrative Requirements for Grants
and Cooperative Agreements to State and Local Governments, Subpart C-Post Award
Requirements Sec._20 Standards for Financial Management Systems (@) requires each state to
account for grant funds in accordance with the same state laws and procedures that the state uses
for its own funds. The process should be sufficient to permit the tracing of funds to a level of
expenditures adequate to establish that such funds have not been used in violation of restrictions
and prohibitions of applicable statutes. While the reconciliation process can be, at times, very
time consuming; it appears that if the reconciliation can be done for the other reports, it can aso
be done for the Federal Cash Transaction Report. In the particular quarter that was tested, the
Federal Cash Transaction Report was submitted 14 days after the Federa Financia Status
Report. 1t would appear that if the necessary information was available for the Federal Financial
Status Report, it was available for the Federal Cash Transaction Report.

With regard to the Department of Finance and Administration’s Year-End Accounting
Procedures Manual, the instructions for preparing the Schedule of Expenditures of Federa
Awards specifically state “In any instances where disbursements per the schedule(s) do not agree
with federal financial reports, reconciliation must also be submitted.”

Although the draws may be based on actual disbursements, the amount of federal funds
drawn is based on management’s application of various reallocations and assumptions about
federal matching percentages which have been applied to actual disbursements. The testwork
results indicated that management’s applications resulted in drawdowns which were significantly
different from the actual amounts ultimately eligible for federal funding. While an “exact”
matching percentage may not be practicable, the department should be able to calculate a closer
approximation of the final amount than what was used to determine the amounts on the cash
transaction report.

The recommendation that timely reallocations of administrative costs be made did not
recommend that drawdowns be based on or made in violation of the currently approved cost
allocation plan. However, the Department of Finance and Administration’s Policy 20 requires
recoveries of indirect costs on a timely basis. Although the department is exempted from
monthly reallocation, it is not exempted from the 30-day time limit for preparing the reallocation
journal voucher. The quarterly reallocations should be determined within 30 days of the end of
each quarter.
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Finding Number 02-DHS-04

CFDA Number Various

Program Name Various

Federal Agency Various

State Agency Department of Human Services
Grant/Contract No. Various

Finding Type Material Weakness; Noncompliance
Compliance Requirement  Subrecipient monitoring
Questioned Costs None

The department still does not have adequate proceduresin place to ensur e that vendors
and subr ecipientsfile a single audit report

Finding

As noted in the prior year's audit report, the Department of Human Services (DHS) has
not adequately maintained a listing of vendors and subrecipients who are required to file a single
audit report. Also, there are inadequate procedures in place to ensure that program directors
receive these reports, review them for compliance with federal requirements, and follow up with
the vendors and subrecipients to ensure that they take prompt corrective action on any findings.
Management concurred with the prior audit finding and outlined a number of ways in which it
intended to correct this finding. Management stated that it intended to fill a position that would
be responsible for updating and monitoring the audit report tracking system. It aso planned to
update the database and contact subrecipients to have them submit the required audit reports to
the Internal Audit section. Internal Audit would then be responsible for distributing the audit
reports to the fiscal and program staff who would be responsible for reviewing the reports and
following up on the corrective actions on any findings. Management also stated that the tracking
system should be updated by June 30, 2002. In March 2001, the Internal Audit staff began the
process of recording the receipt of single audit reports in the tracking system. However, no other
updating or monitoring of the system has been put in place. Also, there has been an inadequate
effort by the department to determine all of the organizations that are required to submit a single
audit report to DHS, and no organizations have been contacted with regard to this report. As a
result, problems still persist.

Testwork was performed on 25 organizations that received at least $300,000 in funding
from DHS. Seventeen of these organizations were subrecipients, and eight were vendors.
Fourteen of the 25 tested (56%) had not submitted a single audit report to the department for
fiscal year 2001, and the department had not contacted these organizations. Six of the 14 were
subrecipients (43%) and 8 were vendors (57%).

The Internal Audit Section maintains an EXCEL spreadsheet to track the single audit
reports. Eight of the 25 organizations tested (32%) were not in the EXCEL spreadsheet. Seven
were vendors, and one was a subrecipient. Also, there were two subrecipients that had submitted
a single audit report; however, the report receipt date was not shown in the EXCEL spreadshest.

147



The department is responsible for ensuring that the subrecipient submits a single audit
report. Also, contracts with certain vendors contain a clause requiring them to obtain a single
audit report. As aresult, the department should ensure that it receives and reviews these reports
to determine compliance with federal requirements. If the report contains findings, the
department should ensure that the subrecipient or vendor takes prompt corrective action.

OMB Circular A-133 requires that the department monitor subrecipient and vendor
activities to provide reasonable assurance that subrecipients and vendors administer the federal
awards in compliance with federal requirements. OMB A-133 aso requires the department to
ensure that required audits are performed and that there is prompt corrective action on any
findings. The department cannot determine subrecipient and vendor compliance with applicable
regulations if the required audits are not obtained and reviewed. Furthermore, funds could be
used for objectives not associated with the grant, and subrecipient errors and fraud could occur
and not be detected.

Recommendation

The Commissioner should establish procedures which ensure that the list of vendors and
subrecipients requiring a single audit is properly maintained. These procedures should ensure
that the any tracking system includes all organizations required to submit a single audit report.
The tracking system should also be monitored and updated when reports are received, and if the
single audit report is not received, the vendor or subrecipient should be contacted. Also, reports
should be reviewed by appropriate personnel in a timely manner, and program directors should
ensure that prompt corrective action has been taken on al findings.

M anagement’s Comment

We concur. The department has not completely resolved the issues related to single audit
reports and our subrecipients. We have made significant progress in resolving this issue since
last year. The department has identified al subrecipients receiving more than $300,000 from the
department and has loaded this information into our audit report tracking system. The system
aso has been updated to reflect the submission of audit reports from a number of our
subrecipients. We plan to work with Municipal Audit to identify those entities that might exceed
the $300,000 threshold because of funding from additional state agencies. We concur that
follow-up phone calls have been made to a limited number of subrecipients.

The resolution of the single audit report issue will continue to move forward as the
department fully implements the plan outlined in the previous report. The database will be fully
populated with al subrecipients identified as requiring submission of a single audit report and
the Office of Program Integrity will serve as the single point of contact for the collection of these
reports. Failure to receive an audit report will initiate action by the Office of Program Integrity
to contact the subrecipient. The audit reports will be reviewed and forwarded to the appropriate
department staff for resolution of any shortcomings identified.
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Finding Number 02-DHS-08

CFDA Number Various

Program Name Various

Federal Agency Various

State Agency Department of Human Services
Grant/Contract No. Various

Finding Type Reportable Condition

Compliance Requirement  Procurement and Suspension and Debarment
Questioned Costs None

The department received advertising services without going through the required bid
process and inappropriately used a contract initiated by the Department of Economic and
Community Development

Finding

The department improperly obtained advertising services by using a contract between the
Department of Economic and Community Development; the Tennessee Film, Entertainment and
Music Commission; and Akins and Tombras, Incorporated. This action circumvented the
required bid process. Furthermore, the services provided to the department were not within the
scope of services described in the contract.

The Rules of the Department of Finance and Administration, Chapter 0620-3-3-.03
(D(a), state “. . . contracts representing the procurement of services shall be made on a
competitive basis. (b) To be competitive, a procurement method must include a consideration
and comparison of potential contractors, based upon both cost and quality.” Chapter 0620-3-3-
.12 alows the Commissioner of Finance and Administration to make exceptions to the rules.
Approved exceptions are to be filed with the Comptroller of the Treasury. The department did
not get an exception from the Commissioner of Finance and Administration to forgo the
competitive bid process. However, the Commissioner of Finance and Administration did
approve the department’s request for usage of $100,000 of advertising assistance in the
advertising contract. The department stated in its request that these services were needed to help
with child care reform legidation and other pending initiatives.

In addition, the department received services that were outside the scope of services
detailed in the contract previousy mentioned. Section A.1 of the contract states that the
contractor will provide advertising and marketing “as needed to best promote the business
advantages of Tennessee” and that “would best reach prospective industrial and corporate
clients” The contractor will also “make specific promotional and media recommendations on
how to promote and advertise Tennessee to prospective clients’ and “maintain an expert
knowledge of al media opportunities and options available to best reach Tennessee's potential
customer.” Section C.9 of the contract states that the services of the Contractor may be extended
“ ... to perform work related to Workforce Development Initiative for other departments and
agencies of the State of Tennessee.”
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According to management and a review of the supporting documentation, the services
provided to the department at a cost of over $72,000 included posters, brochures, and videos
promoting quality child care. The services provided do not appear to be not related to promoting
the business advantages of Tennessee, promoting the state of Tennessee to prospective clients
and customers, or the Workforce Development Initiative.

The Rules of the Department of Finance and Administration, Chapter 0620-3-3-.05, also
state, “The purpose of a written contract is to embody, in writing, the complete agreement
between parties. No terms shall be left to an unwritten understanding. A contract shall be
explicit and clearly state the rights and duties of each party.” However, the Department of
Human Services was not a party to this contract, and the scope of services mentioned in the
contract did not include the advertising services that were provided.

The purpose of the state€'s purchasing rules is to ensure that state agencies and
departments enter into arrangements that are in the best interest of the state. In addition, not
having all services documented in the contract could lead to confusion as to the scope of
services, payment terms, and other conditions. Not obtaining bids could result in the state paying
more than is necessary for desired services.

Recommendation

The Commissioner should not bypass bidding procedures by obtaining services through
other state contracts, unless those contracts conform exactly to the needs of the department.
Initiation of new contracts for services should follow the states competitive bid requirements.
All agreements with contractors should be sufficiently detailed to outline each party’s
responsibilities.

M anagement’s Comment

We do not concur. The use of the Department of Economic and Community
Development contract by the Department of Human Services is permitted under Section C.9.
This section states that the services of the contractor may be extended “ . . . to perform work
related to Workforce Development Initiative for other departments and agencies of the State of
Tennessee.” The department plays a critica role in al workforce development initiatives
undertaken by the state. The Department of Human Services is a partnering agency with the
Department of Labor and Workforce Development in implementing the Workforce Investment
Act in Tennessee. The availability of quality childcare is a key ingredient to sustaining a skilled
labor force. It is the department’s responsibility to ensure access to quality childcare for al
Tennessee citizens.  Further, the Employment and Training Administration of the U.S.
Department of Labor has recognized the importance of quality childcare. The Administration
awarded grants to 11 states to implement the “Quality Child Care Initiative’. Congress aso
officially recognized the close link between workforce development and childcare by including a
specific credit for this type of expense in the tax code. In defining who may claim this credit, the
IRS is very specific about the association to work. According to the IRS, “This credit is
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available to people who, in order to work or to look for work, have to pay for childcare services
for dependents under age 13.”

According to the Economic Opportunity Institute, “An investment in quality childcare
doesn't just benefit the workforce of today — it's an investment in the workforce of the future.
Communities with necessary services such as childcare are better able to attract and retain

workers.”
We believe that there is a link between quality child care and workforce development
which supports our use of the ECD contrast in question.
Rebuttal
Management was unable to provide any documentation to support the department’ s initial

intent for using the Department of Economic and Development’s contract was to perform work
related to Workforce Development Initiative.
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Finding Number 02-DHS-09

CFDA Number Various

Program Name Various

Federal Agency Various

State Agency Department of Human Services
Grant/Contract No. Various

Finding Type Reportable Condition
Compliance Requirement  Other

Questioned Costs None

Security over computer systems needs improvement

Finding

As noted in the prior five audits, the Department of Human Services (DHS) does not have
adequate controls over access to the Automated Client Certification and Eligibility Network
(ACCENT). During the review for the fiscal year ended June 30, 2002, the auditors noted that
security authorization forms were missing, not properly completed, or did not match the current
access privileges of the users. The prior-year audit report contained a finding concerning
discrepancies related to security over the agency’s computer systems, notably that authorization
forms were discovered to be missing, incomplete, or inconsistent with the employees actual
access rights.  During the current audit period, the same conditions were found to be present in
the Tennessee Rehabilitation Agency Tracking System (TRACTS) and the Tennessee Child Care
Management System (TCCMYS).

Management concurred with the prior audit finding relating to ACCENT.Review during
the current year revealed that the Security Focus Group had continued to work to assess the
security environment and to attempt to revise and update the security policies and procedures
followed by DHS personnel. Additionally, the consolidated security form created by the
Security Focus Group has been implemented beginning with new users to the agency’s systems,
and the Security Focus Group is continuing work related to DHS security issues. However,
additional effort is still needed in order to correct continuing weaknesses in ACCENT security
along with the newly identified weaknesses in both TRACTS and TCCMS.

Authorization forms were missing, incomplete, or inconsistent with users actual access
rights.

Department personnel were unable to locate one of the 20 ACCENT User
Authorization forms selected for testwork (5%).

Seventeen of the 20 ACCENT User Authorization forms selected for testwork (85%)
were not properly authorized by management.

Department personnel were unable to locate 3 of the 19 TRACTS User Authorization
forms selected for testwork (16%).
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Seven of the 19 TRACTS User Authorization forms selected for testwork (37%) were
not properly authorized by management.

None of the 19 TRACTS User Authorization forms selected for testwork (0%)
specified the type of access requested by the user.

Department personnel were unable to locate 3 of the 25 TCCMS User Authorizations
forms selected for testwork (12%).

As noted in the prior audit, good security practices require an access authorization form
be completed for each employee using departmental or state application systems. This
authorization form should be auth