Cybersecurity 101
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Knoxville, Tennessee
September 6, 2024
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DISCLAIMER

The opinions expressed during this presentation are my own. They do
not necessarily represent the views of the Tennessee Comptroller of the
Treasury, his representatives, or the Tennessee Department of Audit.
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Agenda

*Passwords

*Business Email Compromise
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Password Game

How secure is the password?
A. Weak ®

B. Moderate ©®

C. Strong ©
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Strong Passwords

Combination of:

* Letters (upper & lower) ‘ i

* Numbers
* Special Characters (*!@#?%"&$) ’
* Minimum of 8 characters long
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How to Create a Strong Password
Pass Phrase ”

One way to create a strong, memorable
password is to use a meaningful phrase.

Follow these steps:

1. Choose a memorable, unique phrase
that is made of at least 3 words, two of
which should be 4 or more characters
long.

A visual phrase may be helpful for example:

one dog licking birthday cake
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How to Create a Strong Password

Pass Phrase

One way to create a strong, memorable
password is to use a meaningful phrase.

Follow these steps:

2. Now add uppercase letters and remove
the spaces between the letters.

A visual phrase may be helpful for example:

OneDoglickingBirthdayCake
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How to Create a Strong Password
Pass Phrase

One way to create a strong, memorable
password is to use a meaningful phrase.

Follow these steps:

3. Finally, add a special character and number.
In this case, we can change the word “one” to
“1”, change the “i” in “licking” to a “1”, put the
special character “#” between “licking” and
“birthday”, and change the “a” in “cake” to an
“@” symbol.

A visual phrase may be helpful for example:

. . %
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The Importance of a Strong Password

i shall vse s‘fvoﬂg ‘w\sswords, %i&
X
) X

i shall vse s%roﬂg \msswovds.

1. Protect Against Unauthorized Access
2. Defends Against Common Attacks

: Shﬂ“ use 5*‘“’39 ‘msswovds' 3. Prevents Identity Theft
i Shn“ use S‘hlol\g asswovds. 4. Secures Personal and Financial Data
. Maintains As t Integtity
1 Shall 153 $4r0ng-pedswirdzl  BE
6. Supports Overall Cybersecutity
Strong passwords are a minimum of 8 characters in length
& include uppercase, lowercase, numbers & special characters.
o
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BUSINESS EMAIL COMPROMISE

Cybercrime Statistics

Complaints and Losses over the Last Five Years®
3,79 Million
Total Complants

$37.4 Billion
Total Losses

m Complaints  m Losses )
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Business Email Compromise

Business Email Compromise is a
type of cybercrime where the
attackers gain access to business
email accounts to steal sensitive
information or funds.
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Email account is is used to request
compromised payment
Cyber Attacker
o Cyber attacker receives money
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Business Email Compromise

In 2023:
* US Local Governments reported

77 complaints resulting in $14.7
million in losses.

* Tennessee reported 6 complaints
resulting in $1.5 million in losses.
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BEC Attacks

In 2020, Rutherford County in Tennessee
experienced a BEC attack where scammers
gained access to email accounts of county
employees. They. used this access to
impersonate  officials  and  orchestrate
fraudulent wire transfers. The attack led to
significant financial losses of $2.3 millions
for the county.
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BEC Attacks

In 2021, the City of Jackson experienced a BEC
attack where attackers managed to intercept and
alter email communications related to a financial
transaction. As a result, they redirected funds
intended for a legitimate payment into their own
accounts.

The city of Jackson suffered a loss of
approximately $1.5 million due to this attack.
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BEC Attacks

In 2019, the City of Memphis in Tennessee
expetienced a BEC attack where attackers
targeted the city's finance department by
compromising email accounts and using them to
impersonate officials. This led to fraudulent wire
transfers, resulting in approximately $3.2 million

in losses.
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BEC Attacks

In 2019, the city of New Bedford,
Massachusetts experienced a BEC attack where
attackers used a fake invoice scheme to defraud
the city. As a result, the city lost approximately
$3.5 million.
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BEC Attacks

In 2018, the city of Atlanta, Georgia
experienced a ransomware attack that severely
disrupted municipal services. The ransomware
encrypted critical files across the city's network,
forcing systems offline and leading to
significant recovery efforts. The attack, which
did not involve a ransom payment, resulted in
an estimated financial loss of around $17
million due to recovery costs and operationak
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BEC Attacks

In 2015, Ubiquiti Networks, a wireless
technology firm, was hit by a Business Email
Compromise (BEC) attack where fraudsters
impersonated the CFO to trick employees into
transferring about $46.7 million to a fake
account. The attackers gained access to the
company’s email system and sent convincing
instructions for the funds transfer.
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How to Prevent BEC Attacks

TENN ESSEE
COMPTROLLER
TENNESSEE COMPTROLLER OF THE TREASURY OF THE TREASURY

43

How to Prevent BEC Attacks
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How Pret BEC Attacks

Educate and Train Employees
¢ Conduct Regular Training
e Simulate Phishing, Spoofing,

Impersonation, and  Fake
Invoices.
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How to Prevent BEC Attacks

* Protect Against Social Engineering

* Monitor and Respond to Threats

* Secure Financial Transactions

* Regularly Update and Patch Systems

* Review and Improve Policies
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Responding to BEC Incident
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Welcome toCyber Aware

Questions?

Shania Leonard
Information Systems Auditor
Local Government Audit
221 Gore Road | Knoxville, TN 37919
Shania.Leonard@cot.tn.gov
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